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O0beM JUCHMIIMHBI U BUABI yU€OHOU AESITEIbHOCTU

Buner yueOHOI nesTeNbHOCTH 9 cemecTp Bcero EnnHunel
JIeKIIMOHHBIE 3aHATHS 26 26 4acoB
[IpakTrueckue 3aHATUA 26 26 4acoB
B T.4. B (hopMe MPaKTUUECKOM MOIrOTOBKH 12 12 4acoB
CamocrositenpHas padbora 56 56 4acoB
OO011as Tpy0€MKOCTh 108 108 4acoB
(BKJIFOYAs MPOMEKYTOUHYIO aTTECTAIIUIO) 3 3 3.€.
@OopMBI IPOMEKYTOUHOM aTTECTALUS Cemectp
3auer 9

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ChopmupoBaTh y CTyICHTOB CIIOCOOHOCTH CO3/1aBaTh U MOAICPKUBATH B TIOBCETHEBHON KU3HU
1 B npodeccuoHanbHON eATeIbHOCTH 0€30IMacHbIe yCIOBUS KUZHEACATCIHBHOCTH NI COXPAHEHUS
MPUPOJHON Cpellbl, 00eCTIeYeHUs YCTOMYMBOTO Pa3BUTHsS OOIIECTBA, B TOM YHCIE MPHU yrpo3e H
BO3HUKHOBEHUU YPE3BBIYANHBIX CUTYAIHi U BOCHHBIX KOH(DIUKTOB.

1.2. 3agauy AUCHUILIUHBI

1. ChopmupoBaTh y CTYIEHTOB IMpeacTaBieHHEe 00 WMHDOpMANMOHHOW O0€30MacCHOCTH
ABHAIMOHHOW TPAHCIIOPTHOW CUCTEMBI.

2. CdopMupoBath MpeICTaBICHUE O TUIIOBBIX YSI3BUMOCTSIX B CUCTEMaX KUOEP3aIlIUThI.

3. ChopmupoBaTh ONBIT UCIOJIH30BAHUS KOHUEMIMU, CTAHIAPTOB U METOJAOB OOecrnedeHus
KnOepOe30MacCHOCTH KPUTHIESCKUX HH(PPACTPYKTYP aBUALIMOHHOMN TPAHCTIOPTHOM CHCTEMBI.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctumiinH: Moays crienuanu3anuy (major).

Wunexc qpucimnauael: b1.B.02.06.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS

WNHpukaTopel TOCTHKEHUS [1nanupyemble pe3yabTaThl 00yUEHUs 10
KOMIIETCHIINH JUCLUTIIINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

CornacoBaHa Ha noptane N2 63363 2



VYK-8. Cnocoben
co3zaBaTh U
MO/IJIEPKUBATH B
MMOBCEJHEBHOW KU3HU U
B IIPO(HeCcCHOHATTLHOM
JeSITEIIbHOCTH
Oe30macHble yCIOBUS
KU3HEJESATENIbHOCTH JISI
COXpaHEHHUs NIPUPOTHON
cpelbl, 00ecIeYeHIs
YCTOMYHMBOIO Pa3BUTHUSA
o0I111ecTBa, B TOM YHCIIE
IIPU yTPO3€ U
BO3HHKHOBEHUU
Ype3BbIYANHBIX
CUTYyallMil 1 BOCHHBIX
KOH(JIMKTOB

VK-8.1. 3naer
KJIACCU(UKALIUIO U
HMCTOYHHUKHU YPE3BbIYANHBIX
CUTyalui IPUPOJHOTO U
TEXHOTEHHOT'O
MIPOUCXOKICHHUS, IPUUUHBI,
MIPU3HAKHU U TIOCIIEICTBUS
OITACHOCTEM, CITIOCOOLI
3aIIUTHl OT YPE3BBIYANHBIX
CUTyaIuH, a TAKKe MPUHIIUITHI
opraHu3aiuu 0€30MacHOCTH
Tpy/Zla Ha IPEANPUSITHH,
TEXHUYECKUE CPECTBA
3aILMTHI JIFOJECH B YCIOBUAX
YpE3BBIYANHON CUTyallUH

Hcnonp3yer Ha MpaKTUKE KIacCu(UKALIUIO U
VCTOYHMKH YPE3BbIYANHBIX CUTYALIUN
IIPUPOJHOTO U TEXHOIE€HHOT'O
IIPOUCXO0KICHMS, IPUYUHBI, IPU3HAKU U
ITOCJIEICTBUS OITACHOCTEH, CITOCOOKI 3aI[UTHI
OT YpE3BBIYalHBIX CUTyalllH, a TAKKE
IIPUHLIUIIBI OPTaHU3aluK O€30MaCHOCTH TPY1a
Ha IIPEANPUATHH, TEXHUYECKHE CPEACTBA
3AIIUTHI JIFOACH B YCIOBUAX YPE3BbIYAHON
CUTyaluu

VK-8.2. YMmeer co3gaBaTs U
MO/IJIEPKUBATh O€30T1acHbIE
YCIIOBHS KU3HECATETHHOCTH,
BBISIBIIATH NMPU3HAKH,
MIPUYHHBI U yCIOBHSI
BO3HUKHOBEHUS
Ype3BbIYANHBIX CUTYAIlUH, a
TaK)Ke OICHUBATh
BEpPOSITHOCTh BO3ZHUKHOBEHUS
HOTEHIIMAILHON OITAaCHOCTU U
MPUHUMATh MEPHI T10 €€
MIPEAYTIPEKICHUIO

Co3znaét u nonaep>kuBaeT 6e30MacHbIe
YCIIOBUS KU3HEACSITETLHOCTH, BBISIBIISIET
MPU3HAKU, TPUYUHBI U YCIOBUS
BO3HUKHOBEHHMS YpE3BbIYAMHBIX CUTYaALIUM, a
TaK>Ke€ OLICHWBAET BEPOATHOCTD
BO3HHKHOBEHUS MOTEHLIMATBHON OMACHOCTH U
MPUHUMAET MEPHI 10 €€ MPEaYNPEXIECHUIO

YK-8.3. Ymeer npuMeHsTh B
MPAKTUYECKON AESITETbHOCTU
TpeOoBaHUS
3aKOHOJIATEJILCTBA B 00JIaCTH
OXpaHbl TPYyaa,
HapaBlieHHbIC HA
obOecrneueHre 0€30IaCHOCTH
nepcoHaNa U HaceleHus, B
TOM YHUCJIE B YCIOBUAX
BO3HUKHOBEHMS
Ype3BbIYANHBIX CUTYaLIMI
MPUPOTHOTO ¥ TEXHOTEHHOTO
xapakrepa

[IpuMeHsieT B IpaKTHYECKOM NesITeIbHOCTH
TpeOOBaHMUs 3aKOHOJATENBCTBA B 00J1aCTH
OXpaHbl Tpy/ia, HallpaBJICHHbIC Ha
oOecrnieueHre 6€30MaCHOCTH MEPCOHANA U
HAceJICHUsI, B TOM YHCJIC B YCIOBHUSX
BO3HHMKHOBEHUS YPE3BbIYAHHBIX CUTYaIUH
NPUPOTHOTO M TEXHOTEHHOTO XapaKTepa

VK-8.4. Bnaneet HaBbIKaMHU
10 TPUMEHEHUIO OCHOBHBIX
METOJIOB 3alIUThI IPU YIPO3€
¥ BO3HUKHOBECHUH
YpE3BbIYANHBIX CUTYAIUH U
BOCHHBIX KOH(DIUKTOB

Hcnosnb3yeT Ha MPaKTUKE HABBIKU 110
MIPUMEHEHUIO OCHOBHBIX METOO0B 3AILHTHI
IIPY YTPO3€ U BOSHUKHOBEHUH YPE3BbIYANHBIX
CUTyalluii ¥ BOCHHBIX KOH(JIMKTOB

Oob6menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIIUH
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4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYIO0 pa0oTy o0y4aroiuxcsi ¢ npenojaasarejieM
1 HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO1m1ast TPyA0EMKOCTh JUCIUTLTNHBI COCTABIISET 3 3a4ETHBIX eAUHUII, 108 akaleMUUeCKuX 4acoB.
Pacnipenenenue Tpy10eMKOCTH JUCHIHUIUIMHBI 110 BUJAaM y4eOHOU EATEIbHOCTU MPECTABICHO B
tabiuue 4.1.
Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI 1O BUIaM YUY€OHOU ACSTEIbHOCTH
Bcero |Cemectpsl

4acoB 9 cemecTtp

Bunpl yaeOHOM AesTEIBPHOCTH

KonTakTHas ayniuTopHas padora 00y4alomuxcs ¢ npenogaparesaeM, BCero 52 52
JIeKIIMOHHbBIE 3aHATUS 26 26
IIpaxkTHueckue 3aHATHSA 26 26
CamocrosiTeibHast padoTa 00y4amuxcs, B T.4. KOHTAKTHasI 56 56
BHeayIUTOPHas padoTa o0y4yarommxcsi ¢ nNpenoaasarejieM, Bcero
[ToaroroBka K 3auery 10 10
IToaroroBka K TECTUPOBAHUIO 10 10
[TonroroBka K BBICTYIIJIEHUIO (JIOKIAY) 36 36
Oo0mast Tpy10eMKOCTh (B Yacax) 108 108
O0mas TpyroeMKocCTh (B 3.€.) 3 3

5. CTpykTypa ¥ coaep:KaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCUUIUIMHBI TIO pa3jaesiaM (TeMaMm) ¥ BHaaM y4eOHOM NesTeNIbHOCTH IMPUBEICHA B
tabmnuie 5.1.
Ta6numa 5.1 — Paszyennl (TeMbl) TUCHMILIMHBI M BUABI YICOHOH ACATCIHPHOCTH

Jlexk. Cam. |Bcero yacos
[Ipaxk. dopmupyemble
HasBanwus paznenos (TeM) TUCIUILTAHBI 3aH., pao., (6e3
3aH., 4 KOMIIETEHIIUHU
q q HK3aMeHa)
9 cemecTp
1 BBeaenue B TUCIUIIIUHY 2 - 2 4 VK-8
2 KubepripecTynHOCTh U KHOEPTEPPOPH3M 4 2 6 12 VK-8
3 Konmneniuu, METOJIBI M CPEICTBA 2 4 6 12 VK-8
MIPUMEHEHUS KHOCPOPYKHUS
4 TunoBbl€ yA3BUMOCTH B CUCTEMAX 4 4 6 14 VK-8
KHOep3amuThI
5 AHTUBUPYCHBIE IPOTPAMMBI U IPOAKTUBHAsS |1 4 6 11 VK-8
AHTUBUPYCHAS 3aIUTa
6 Kubepmmuonax, kubeppasBeaka u 4 4 6 14 VK-8
KHOEpKOHTppa3BeIKa
7 OcobeHnHocTu obecredeHHsI 2 4 6 12 VK-8
K1Oep0e30MacHOCTH KOHEUHBIX TOUEK
UHGPACTPYKTYPHBIX CHCTEM
8 OCHOBHBIE HAIIpaBIICHUs 00eCTICUeHUS 2 2 6 10 VK-8
kubepbe3onacHocTu
9 Konuenmuu, craHAapThl U METOIbI 3 2 6 11 VK-8
obecrieueHHst KHOEPOE30MacHOCTH
KPUTHYCCKUX UHPPACTPYKTYP
10 Kubepbe3onacHble MUKPOCXEMBI KaK 2 - 6 8 VK-8
anmapaTHas 6a3a kubepsamumeHabix ACYTIT
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Uroro 3a cemectp |26 26 56

108

Hroro |26 26 56

108

5.2. Conep:xanue pa3aesioB (TeM) IMCHUNINHBI

Coneprkanue pa3iesioB (TeM) IUCHUILIMHEI (B T.4. IO JIEKIHUSIM) PUBEICHO B Ta0wHIe 5.2.
Ta6mmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUINHBI (B T.Y. IO JCKIIHSIM)

TpynoemkocTb
HazBanus paznenos (tem) | Coneprkanue pa3nenoB (TeM) TUCIUILTAHBI dopmupyembie
JUCLUTLIAHBI (B T.4. 110 JIEKLIUSIM) (7eKIHOHKEIE KOMIIETEHIIUH
3aHATHSA), 4
9 cemecTp
1 Beenenue B enu u 3amaun odbecrieueHus 2 VK-8
JTUCLUIITUHY nH(POPMAIIMOHHON 0€30MaCHOCTH
ABHALIMOHHOM TPAHCIIOPTHOM CUCTEMBI.
OcHOBHBIE TIOHATHS. XapaKTEPUCTUKA
MpeIMETHOM 00JIacTH.
Hroro 2
2 Kubepmpectynnocts 1 | Kubepreppopusm. Kubepnpecrynuocts. O 4 VK-8
KHOepTeppopu3M BO3MOYKHOCTH MEXIyHapOJHOIO
COIVIalIeHus1 00 OrpaHUYeHUN
pactipocTpaHEHHUS] KHOEPOPYKHUSL.
Oco0eHHOCTH OpTaHHU3aIH U
(GYHKITMOHUPOBAHUSI CUCTEMBI
kubep3amutel HATO.
Kubepnpectyruienus u
KHOEepIpPeCTYHUKH: KJIaCCU(PHUKAIINA,
METOJIbI "paboThl" U CLIOCOOBI 3AIHTHI.
OTUYHBIE XaKepPbl U XaKTUBUCTHI: MUDBI U
peanuu.
Hroro 4
3 Konmneniuu, metonsl 1 | KpaTkast HCTOpUST pa3BUTHsI KHOEPOPYIKHUSL. 2 VK-8
CpelICTBA IPUMEHEHUS MeTtoonornyeckue npuHIUIIbI
KHOEpOpyKust KJaccupuKanuu KuOepopyKus.
[TpoGnemMbl naeHTHPUKATTT
UCIIOJTHUTEIIEH U 3aKa3UMKOB KuOepaTak.
Hroro 2
4 TunoBele ysI3BUMOCTH B | Y SI3BUMOCTH B MUKPOCXEMaX. Y SI3BUMOCTH 4 VK-8
cucTeMax KHOep3aluThl |B KpUNTOrpapUUECKUX aIropuTMax
(cranpaprax). IlpennamepenHble
YSI3BUMOCTH B IIH(PPOBATEHOM
000pyI0BaHUU. Y I3BUMOCTH
MPOrPaMMHOTO O0eCTICUeHUs
UH(POPMALMOHHBIX CHCTEM. Y I3BUMOCTH
00pTOBOTO 00OPYIOBAHUS BO3IYIITHBIX
CYJI0B U pOOOTOTEXHUYECKUX KOMILJIEKCOB.
MeTozp! BBISIBICHUS TPOTPAMMHBIX
ysi3Bumocteil. Five-Level Problem: mytu
CHIDKEHHUS YSI3BUMOCTEH KPUTHUECKUX
UH(POPMALMOHHBIX CHCTEM.
Hroro 4
5
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5 AHTHUBUPYCHBIE
IIPOrpamMMBbl U
IIPOAKTUBHAs
AQHTUBHPYCHAs 3aINATA

AHTHBUpPYCHBIE TIporpaMmbl. [IpoakTuBHas
AHTUBUPYCHAS 3amuTa; QyHKIUN U
BO3MOXHOCTU. IMMYHHBIN IOAXOJ K
3amuTe HHPOPMAITMOHHBIX CUCTEM.

VK-8

Htoro

6 Kubepmmnuonax,
KubeppasBenka u
KHOEpKOHTppa3BeIKa

Knaccudukanus, cniocoObl 1 00beKThI
kubepinuonaxa. Kubeppaspenka u
KOHTppa3BeJKa: 1e1, 3a/1a41, METO/IbI
pabotbl. CTpyKTypa 1 OCHOBHBIE (DYHKLIUU
[JIABHOTO yTIPaBJICHUS

kubeppaszsenku CLIA. Exxeronnsie
OTYeThl ynpasieHus KouTppaszseaku CHIA
o kubepyrpozax. PaccienoBanue
KuOepaTak Kak BbICOKOITPHOBLIbHBII
OM3HEC U UHCTPYMEHT MOJIUTHYECKOI
00pbrOBI. ABTOMAaTHU3AIIMS TIPOIIECCOB
kuOeppasBenku ¢ momoripio Threat
Intelligence Platform. Merononornueckue
0C00EHHOCTH 0TOOpA U MOATOTOBKH
CHELMATUCTOB B 001acTH KNOEppa3BeIKu
U KUOEPKOHTpPPa3BEAKH.

VK-8

Hroro

7 OcobeHHOCTH
obecrieyeHus
KrOepOe30MmacHOCTH
KOHEUYHBIX TOUYEK
HH(PACTPYKTYPHBIX
cUCTEM

TenneHunu pa3BUTH KHOEPYTPO3,
HaIpPAaBJIEHHBIX HA KOHEYHbIE TOUKU
UHGPACTPYKTYPHBIX cucTeM. TeHneHus
pocta 6ecaitnoBrix (fileless) atak. Poct
yiiep6a OT aTak Ha KOHEYHbIE TOUKH.
Mupogoii peiHok EDR-peniennii.
OcHoBaeble iatrdopmbl Endpoint
Detection and Response.

VK-8

Hroro

8 OcHOBHBIE
HaIpaBJICHUS
obecrieueHus
KrOepOe30MmacHOCTH

ba3oBble TEpMUHBI U ONpeeeHus
knbepoOe3onacHocTu. PearaitMunr u
OJIFOTalMUHT — «KPACHBIE», «TOIyObIe» U
JpyTrUe «pa3HOLBETHbIE» KoMaHbl. OxoTa
3a yrpo3aMu KakK «IpOaKTUBHBIN METO/1»
kubep3amutel. basza 3nanuit MITRE
ATT&CK. SIEM kak BaKHBIN JIEMEHT B
apXUTEKType Kubep3amuTbl. Maruueckuit
kBazipaHT Gartner — 4yTo 3TO Takoe?

VK-8

Htoro

9 KoHuennuu, craHgapThl
U METOJIbl 00ecTieyeHHs
kubepOe3onacHocTu
KPUTHYECKHX

UHPPACTPYKTYP

TenaeHnn pa3BUTHSI K OCOOEHHOCTH
UG POBU3AINH POMBITIIEHHBIX
uHppacTpykTyp. OlIeHKa PUCKOB
0e30MacHOCTH B SHEPTeTUIECKUX
CHUCTEMAX.

VK-8

Hroro
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10 KubepOe3omacHsie OCHOBBI IPOEKTUPOBAHMUS 2 VK-8
MHKPOCXEMBI KaK KrOepOe30macHoO JIEKTPOHHOM
anmaparHas 6asza annapatypsl Uit ACYTII kputndeckux
KnOep3aluIeHHbIX uHpacTpykTyp. Mcnonbp3oBanue onbiTa
ACVYTII MIPEOKTUPOBAHUS O€30TaCHOTO
MIPOrPaMMHOTO O0ECTICUCHUS TIPH
POEKTHPOBAHNN KHOEpPOE30macHbIX
MukpocxeM. COBpeMEHHbIE TEXHOJIOTUU
KOHTPOJISI 0€30ITaCHOCTH B
MUKpPO3JIeKTpOoHUKE. OCHOBHbIE
aIrOpuTMBI (IIyTH) BHEAPEHUS
"3apaXKeHHBIX" MUKPOCXEM B TEXHUYECKHE
00BEKTHI BEPOSITHOTO MTPOTHBHHKA.
Hroro 2
Hroro 3a cemectp 26
Hroro 26
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TadmIe 5.3.
Tabmuna 5.3 — HauMeHoBaHUE NPaKTUYECKUX 3aHIATHH (CEMUHApPOB)
HazBanus paznenos (Tem) HaumenoBanue npaktudeckux | Tpynoemkocts, | @opMupyeMble
TMCLIUTUIAHBI 3aHATHH (CEeMHHAPOB) q KOMITETEHIINH
9 cemecTp
2 KubeprpecTynHOCTb U KubepnpecTynHocTh 1 2 VK-8
KHOepTeppopu3M KHOEepTEpOPHU3M.
HUroro 2
3 KoHnemnmuu, MeTObI U Konnenuuu, MmeToasl U cpecTa 4 VK-8
CpeICTBA IPUMEHEHUS IPUMEHEHUs KHOepOpyKus
KHOepOpyKust Hroro 4
4 TunoBele ysI3BUMOCTH B Tumnosele ya3BUMOCTH B 4 VK-8
cucTeMax KHOep3aluThl cUcTeMax KHOep3alluThI.
JIMBEpCHOHHBIN aHAIINS.
Hroro 4
5 AHTUBUPYCHBIE IPOTPAMMBI U | AHTUBUPYCHBIE TPOIPAMMBI U 4 VK-8
NPOaKTHBHAsS aHTUBUPYCHAs NPOaKTHBHAs aHTUBUPYCHAs
3ammra 3almra
Hroro 4
6 Kubepmmuonax, Kubepmmuonax, kubeppaspeaka 4 VK-8
kubeppasBenka u 1 KHOEpKOHTppa3BeIKa
KHOEpKOHTppa3BeIKa WUtoro 4
7 OcobeHHOCTH OOecTIeYeHUs OcobeHnHoctu obecredeHus 4 VK-8
KnOepOe30MacHOCTH KOHEUHBIX | KHOepOe30macHOCTH KOHEYHBIX
TOYEK MH(PPACTPYKTYPHBIX TOYEK
CUCTEM UHPPACTPYKTYPHBIX CUCTEM
Htoro 4
8 OCHOBHBIE HANPaBICHUS OCHOBHBIE HaNpaBJICHUS 2 VK-8
o0ecrieueHus oOecrieueHus
KnOepOe30MacHOCTH KnOepOe30MmacHOCTH
Hroro 2
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9 Konuenuuu, crangapTel U Konuenuuu, crangapts! u 2 VK-8
METOMBI 00ECTICUEeHUS METOBI 00ECTICYCHNUS
kubepOe3onacHoCcTu KnOepOe30MmacHOCTH
KPUTHYECKUX HHPPACTPYKTYp  |KPUTHUECKUX HHPPACTPYKTYP
Hroro 2
Hroro 3a cemectp 26
Utoro 26

5.4. JlabopaTopHbIe 3aHATHS

He npeaycmoTpeHo yueOHBIM MIJIaHOM

5.5. KypcoBoii npoekT / KypcoBasi padora

He npenycMoTpeHo y4eOHbBIM IIIaHOM

5.6. CamocTosiTesqIbHas1 paboTa

Bunbr camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpYEMble KOMIIETEHIIMH MPECTaBICHBI B

Taduie 5.6.

Tabauna 5.6 — Buabl camocTosITeNIbHOM paboThl, TPYA0EMKOCTh U (pOpMHUpyeMble KOMIETEHIIMH
Ha3zBanus pasgenos Brer . TpynoemkocTs, | PopMupyembie Dopmbl
(TeM) AUCUIUTUIMHBI CaMOCTOATCIILHON q KOMIIETEHIINU KOHTPOJIS

paboThI
9 cemecTp
1 BBeneHue B [Toxroroska k 3auery 1 VK-8 3auér
AUCHUIIIIMHY IloaroroBka x 1 VK-8 TectupoBanue
TECTUPOBAHUIO
Hroro 2
2 Kubepmpectynnocts 1 |Iloaroroska k 3adery 1 VK-8 3auér
KHOEePTEppOpH3M [TonroroBka k 1 VK-8 TectupoBanue
TECTUPOBAHUIO
IloaroroBka x 4 VK-8 BricTymiienune
BBICTYIUICHHIO (mokyan) Ha
(moxmany) 3aHATUU
Hroro 6
3 Konueniuu, metoasl v |[loaroToBka k 3a4eTy 1 VK-8 3auét
CpeACTBa NPUMCHCHMSI ITonroroBka k 1 VK-8 TectupoBanue
KHOepOpyxHsl TECTUPOBAHUIO
IloaroroBka k 4 VK-8 BricTymienue
BBICTYIIJICHUIO (moknan) Ha
(moxmnany) 3aHATHH
Uroro 6
4 Tunossle ysa3BumocTu |IloaroroBka k 3auery 1 VK-8 3auér
B CHCTCMax IloaroroBka k 1 VK-8 TectupoBanue
KHOep3aIHThI TECTUPOBAHUIO
IloaroroBka x 4 VK-8 BricTymiienue
BBICTYIUICHHUIO (toxnan) Ha
(moknany) 3aHSATUU
Hroro 6
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5 AHTUBHUpPYCHBIE [ToaroroBka k 3auery 1 VK-8 3auér
HpOoTpaMmbl U IloaroroBka k 1 VK-8 TectupoBanue
HIpOaKTUBHAA TECTUPOBAHUIO
AHTHBHPYCHAA 3alllUTA | [TonroToBKA K 4 VK-8 BricTymuienue
BBICTYIUICHUIO (moknan) Ha
(moxmnamy) 3aHATUU
Hroro 6
6 Kubepmmuonax, [ToaroroBka K 3auety 1 VK-8 3auér
xkubeppasBesika u IloaroroBka k 1 VK-8 TectupoBanue
KHOEPKOHTPpa3sBeIKka TECTUPOBAHUIO
[TonroroBka k 4 YK-8 BricTymiienune
BBICTYTIJICHUIO (mokian) Ha
(mokunany) 3aHATUU
Hroro 6
7 OcobenHoctu ITogroroska k 3auery 1 VK-8 3auér
obecneuenus IloaroroBka x 1 VK-8 TectupoBanue
kubepOe3onacHocTu TECTHPOBAHHIO
KOHCHHBIX TOICK [MoaroToBka K 4 VK-8 BricTymienue
MH(PACTPYKTYPHBIX BBICTYIUICHUIO (noxman) Ha
cuceTeM (moxmamy) 3aHATUH
Hroro 6
8 OcHOBHbBIE [ToaroroBka k 3auety 1 VK-8 3auét
HallpaBJICHUA [ToaroroBka k 1 VK-8 TectupoBanue
obecrieueHus TECTUPOBAHHIO
KHOepOe30MacHoCTH [MoAroToBka K 4 VK-8 BricTymuienue
BBICTYIUICHUIO (moknan) Ha
(moxmnamy) 3aHATUU
Hroro 6
9 Konnermuw, [ToaroroBka K 3auety 1 VK-8 3auéT
CTaHAapThl 1 MCTOAbI IloaroroBka k 1 VK-8 TectupoBanue
obecrieyeHus TECTUPOBAHUIO
KHOepOe30nacHoCTH [MoaroToBka K 4 VK-8 BricTymuienue
KPUTHIECKNX BBICTYILIEHHIO (noxnan) Ha
HH(PacTPyKTyp (moxnamy) 3aHATUH
Hroro 6
10 KubepOe3onacHsie ITogroroska k 3auery 1 VK-8 3auér
MHKPOCXEMBI KaK [TonroroBka k 1 VK-8 TectupoBanue
anmaparHas 6a3za TECTHPOBAHHIO
KHOep3aIUIIeHHBIX [Toxroroska K 4 VK-8 BricTyruieHue
ACYTI BBICTYIUICHHIO (moknan) Ha
(moxmany) 3aHATHU
Hroro 6
Hroro 3a cemectp 56
Hroro 56

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX NPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
JEATEILHOCTH MPEICTABICHO B TabHIIe 5.7.
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Ta6muma 5.7 — CoOTBETCTBUE KOMIETEHIIUN, (GOPMUPYEMBIX TIPU U3YUECHUHN TUCIUTIINHBI, U BUIOB
3aHATUI

dopmupyemsbie Bunsl yueOHOM AeATenbHOCTH
@OpMBI KOHTPOJIA
KOMIIETCHIINH Jlek. 3aH.|IIpak. 3an.|Cam. paO.
VK-8 + + + BricTymienue (mokItan) Ha 3aHATHH,
3auért, TectupoBanue

6. PeliTuHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4YaIOIINXCH
6.1. basuibHbIe OLeHKH /151 POpPM KOHTPOJIA

bannbHble oLieHKH U1t OpPM KOHTPOJIS IPECTaBlIeHbI B Tabnuie 6.1.
Tabauna 6.1 — banapHble OLIEHKU

. . | MakcumanbHbI# Oasn
MaxkcumanbHbIN MaxkcumanbHbIN
3a IEPUOJ MEXKITY Bcero 3a
@OpMBI KOHTPOJIA 6amn Ha 1-y10 KT ¢ 0a 3a meproa
2KT u Ha KoHelL CEMECTD
Hayana cemectpa | mexay 1KT u 2KT
cemecTpa
9 cemecTp
BricTymnenue (qoknan) 10 10 10 30
Ha 3aHATUU
3auér 0 0 30 30
TecTtupoBanue 10 10 20 40
Hroro makcumym 3a 20 20 60 100
epuos
Hapacraromum utorom 20 40 100 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[Tepecuer 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb TIPEJCTABJICH B TaOIUIE 6.2.
Tabmura 6.2 — [lepecuer 6AJIIOB B OIICHKH 32 TCKYIIUH KOHTPOIIb

bayuibl Ha naTy TEKyLIero KOHTPOIs Orenka

> 90% ot MakcuMaIbHOI cymMMbI OamtoB Ha naty TK 5

Ot 70% no 89% ot MmakcuMabHOM cyMMBI O6aioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK

N W[

< 60% oT MakcuMaJIbHOI cyMMBbI OaioB Ha gaty TK

6.3. Ilepecuet cyMMbI 02/1710B B TPAAUIIMOHHYI0 M MEKAYHAPOAHYIO OLIEHKY

[lepecueT cymMMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIuIe

6.3.
Tabmmma 6.3 — Ilepecder cymMMbl 6AJIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY
Hrorosas cymma 6asios,
Onenka YYMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnM4HO) (3aUTEHO) 90— 100 A (oTIM4HO)
4 (xopor10) (3a4T€HO) 85 -89 B (ouens xopor1io)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (YIOBJIETBOPHUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpenctBenHo)
2 (HeyJI0BJIETBOPUTENHHO) (HE 3aUTEHO) Hwxe 60 6ammon F (HeynoBieTBOpUTENHHO)

7. YueOHO-MeTOANYeCcKOe 1 MH(OPMAIITHOHHOE o0ecneyeHue TUCIUTIIUHbI
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7.1. OcHoBHas1 JUTEpaTypa

1. 3enkoB, A. B. UHdopmanronnas 6e30macHOCTh U 3amuTa uHGopmanuu : yuebHoe nmocooue
nnst By3oB / A. B. 3enkoB. — MockBa : U3znarensctBo Opaiit, 2022. — 104 c. — (Bricuiee
obOpazoBanue). — ISBN 978-5-534-14590-8. — Texkcr : anekTpoHHbIH // Obpa3oBaTenbHas miatgopma
HOpaiit [caiiT]. [DnekTpoHHBIi pecypc]: — Pexum noctyna: https://urait.ru/bcode/497002.

2. CyBopoBa, I'. M. HupopmannonHas 6e30macHOCTb : yuyeOHOoe mocobue ajis BYy30B /
I'. M. CyBopoBa. — Mocksa : U3narennctBo FOpaiit, 2022. — 253 c. — (Bricuiee oOpazoBanue). —
ISBN 978-5-534-13960-0. — Texkcrt : snekTponHslii / ObpazoBarenbHas miatdopma FOpaidt [caiit].
[DnexTpoHHBIH pecypc]|: — Pexxum goctyma: https://urait.ru/bcode/496741.

3. OpraHu3alMoOHHOE U MPaBOBOe oOecreueHne HHPOPMAIMOHHON 0€30MacHOCTH : YUeOHUK U
NpakTUKyM A By30B / mon penakuuein T. A. Ilonskosoit, A. A. CrpensunoBa. — MockBa :
WzpatensctBo HOpaiit, 2022. — 325 c¢. — (Boicmiee obpazoBanue). — ISBN 978-5-534-03600-8. —
Tekct : anextponnslii // ObpazoBatenpHas mnatgopma OpalT [cailT]. [DneKTpoHHBINH pecypc]: —
Pexxum noctyna: https://urait.ru/bcode/498844.

4. Kazapun, O. B. HanexHocTh u 6€30macHOCTb MPOTrpaMMHOT0 obecrieueHus : yueOHoe mocoodue
st By30B / O. B. Kazapun, U. b. llyounckuii. — MockBa : U3narensctBo HOpaiit, 2022. — 342 ¢. —
(Briciee oopazoBanue). — ISBN 978-5-534-05142-1. — Texcr : anexTpouHslii / OOpa3oBaTenbHas
wiardopma FOpaiit [caift]. [DnekTponHsIil pecypc]: — Pexxum gocrtyma: https://urait.ru/bcode/493262.

5. Hanunos, A. H. OcHoBbI nHpOpMaAIIMOHHO# Oe30macHoCTH : yueOHoe nocooue / A. H. [lanuios,
C. A. laaunoBa, A. A. 3opun. — Ilepms : [THUITY, 2008. — 556 c. — ISBN 978-5-398-00132-7. —
TexcT : anekTpoHHbIH // JIaHb : 2IeKTPOHHO-0MOIMOTEeYHAsl cucTeMa. [ DIeKTPOHHBIN pecypc]: — Pexum
noctymna: https://e.lanbook.com/book/160787.

6. Opra"uzanus CUCTEMbl YIpPaBICHHUS TPAHCIOPTHOW 0€30MaCHOCTHIO : yueOHOe mocobue /
cocraButenu @. H. N'anunaxmeToB [u Ap.] ; nox penakuueit A. B. JlopmunonToa. — YibaHOBCK : YU
I'A, 2019. — 112 ¢. — TekcT : 27eKTpOoHHBIN // JIaHb : 3IIEKTPOHHO-OMOIMOTEYHAS CHUCTEMA.
[DnexTpoHHBI pecypc]|: — Pexxum goctyma: https://e.lanbook.com/book/162493.

7. KyuepsBbiii, A. A. ABHoHHKa : yueOHOe mocobue ansg By30B / A. A. KydepsaBsiif. — 4-e usn.,
crep. — Cankr-Iletepbypr : Jlanp, 2022. — 452 ¢. — ISBN 978-5-8114-9149-0. — Tekcr :
ANEKTPOHHBIN // JlaHb : 2MeKTpOHHO-OMOIMOTEUHass cucTeMa. [DIeKTpOHHBIA pecypc]: — Pexum
noctymna: https://e.lanbook.com/book/187688.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. Kopabensaukos, C. M. IlpecrymieHus B chpepe nHPOPMANMOHHONW 0€30TIaCHOCTH : yUeOHOE
nocobue mis By30oB / C. M. KopabenbaukoB. — Mocksa : U3narensctBo FOpaiit, 2022. — 111 c. —
(Bricmee oopazoBanue). — ISBN 978-5-534-12769-0. — TekcT : anexTpoHHbIi / O6pa3zoBaTenbHas
wiardopma FOpaiir [caiit]. [DmekTporHEIH pecypc]: — Pexxum gocryma: https://urait.ru/bcode/496492.

2. Anomnonckuid, C. M. DiexTpoMarHuTHas U (yHKIHOHAIbHAS 0€30MacHOCTH B CIIOKHBIX
TEXHUYECKHUX CHCTEMaXx : yueOHoe nocobue st By30B / C. M. Anomonckuii. — Mocksa : M3narenscTBo
Opaiit, 2022. — 658 c. — (Bricmiee oOpa3oBanue). — ISBN 978-5-534-14456-7. — Texcr :
anekTpoHHbIN // Obpa3oBaTenbHas miatdopma FOpaitT [caitT]. [DnekTpoHHBIH pecypc]: — Pexum
nocryma: https://urait.ru/bcode/496952.

3. ®omuués, B. M. Kpunrorpaduueckue mMeTonsl 3amutsl nHGopmanuu B 2 4. Yacts 1.
MaremaTrnueckre acreKkThl : yueOHHK it By30B / B. M. ®omuués, /[. A. MenbHUKOB ; 1O peaakiueit
B. M. ®omuuéBa. — Mocksa : UznarensctBo FOpaiit, 2022. — 209 ¢. — (Bricuiee oOpa3oBanue). —
ISBN 978-5-9916-7088-3. — TekcT : anekTpoHHsbiit // O0pa3oBarenpHas miaatdopma KOpait [caitt].
[DnexTponHsbIi pecypc]|: — Pexum gocryna: https://urait.ru/bcode/489745.

4. ®omnués, B. M. Kpunrorpapuueckue meTonsl 3amutsl nHPopmanuu B 2 4. YacTtp 2.
CucteMHbIE U MPUKIIATHBIC aCIIEKTHI | y4eOHHK [ By30B / B. M. @omuués, J{. A. MenbHUKOB ; 1MOJ
penakuueit B. M. ®omuuéBa. — Mocksa : U3natensctBo IOpaiit, 2022. — 245 c. — (Bricuee
obpazoBanne). — ISBN 978-5-9916-7090-6. — TexcT : anekTponHsIi // OOpa3oBaTenbHas miatgopma
FOpaiir [caiiT]. [DnexTpoHHbIN pecypc]|: — Pexum gocryna: https://urait.ru/bcode/490421.

5. Tonctobpos, A. Il. VYmnpaBieHue naHHBIMU : ydeOHOe mocoOue ansi BY30B /
A. I1. TonctobpoB. — 3-e u3., mepepad. u gorn. — Mocksa : M3ngatensctBo Opaiit, 2022, — 272 ¢. —
(Beicmee oopazoBanue). — ISBN 978-5-534-14162-7. — TekcT : anexTpoHHbIH // O6pa3zoBaTenbHas
wiardopma FOpaiir [caiit]. [DmekTporHEIH pecypc]: — Pexxum gocryma: https://urait.ru/bcode/496748.
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6. Jlocs, A. b. Kpunrorpapuueckue MeTOAbl 3aMHUTHI MHOOPMAIUH AT U3yUaIOMIHX
KOMIIBIOTEPHYI0 0€30MacHOCTh : yueOHuk 1i1s By30B / A. b. Jlocs, A. 1O. Hecrepenko, M. U. PoxkoB. —
2-e u3n., ucnp. — Mocksa : U3garensctBo FOpaiit, 2022. — 473 ¢. — (Bricmiee oopazoBanue). —
ISBN 978-5-534-12474-3. — TexcT : anexkTpoHHbIit // Obpa3zoBaTenpHas miatdopma FOpait [caiT].
[DnexTponHsIit pecypc]|: — Pexum goctyna: https://urait.ru/bcode/489242.

7. Kazapun, O. B. IlporpamMmHo-anmapaTHble CpeACTBa 3aIUTHl MHPOpMaIuu. 3amuTa
MPOTPaMMHOTO o0ecredeHus : yueOHUK 1 mpakTukyM 1js By30B / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : HzmatenbctBOo lOpaiit, 2022. — 312 c¢c. — (Bsicmee o6pa3oBaHue). —
ISBN 978-5-9916-9043-0. — TexkcT : anexkTpoHHsbIit // Obpa3zoBaTenpHas miatdopma FOpaiT [caiT].
[DnexTponHsbIit pecypc]|: — Pexum gocryna: https://urait.ru/becode/491249.

8. Ilernos, A. 10. 3ammura nadpopmanuu: OCHOBBI T€OpHUH : yueOHUK s By30B / A. 0. lllernos,
K. A. lllernoB. — Mocksa : U3natensctBo IOpaiit, 2022. — 309 c¢. — (Bricmiee oOpa3zoBanue). —
ISBN 978-5-534-04732-5. — TexcT : anektpoHHsbiit // Obpa3zoBatenpHas miatdopma HOpait [caiT].
[DnexTponHsIit pecypc]|: — Pexum gocryna: https://urait.ru/bcode/490019.

9. Texnuueckas pa3Benka : yueobnoe nmocooue / B. B. Cmupnos, C. H. Anukun, M. B. Bonkos, A.
C. I'nmunakun ; non penakuueid B. B. CmupuoBa. — Cankt-IletepOypr : BI'TY "Boenmex" um. J1.D.
VYerunoBa, 2019. — 111 ¢. — ISBN 978-5-907054-61-5. — TekcT : anekTpoHHbIN // JIaHb : 37€KTpOHHO-
oumbnmoTedHass cucrtemMa. [DIEeKTpOHHBIU pecypc]: — Pexum goctymna:
https://e.lanbook.com/book/157077.

10. I'mankux, A. A. Monenu, METOIbl U TEXHOJOTHUU MNOCTPOEHUS MEPCNEKTUBHBIX CHUCTEM

obOecrieueHusl aBUAIMOHHOM Oe3omacHOCTH : MoHOTpadus / A. A. I'magkux. — VYiabsaHoBck : YU T'A,
2020. — 172 ¢. — ISBN 975-5-7514-0289-1. — Tekct : 2yeKTpoHHBIN // JIaHB : 2JEKTPOHHO-
oumbnmoTedHass cucrtemMa. [DIEKTpOHHBIU pecypc]: — Pexum goctymna:

https://e.lanbook.com/book/162495.

11. Kapagsaes, 10. A. Texuuueckas nuaraHoctuka : yueonoe nocodue / FO. A. Kapanaes, C. A.
Xonankuit. — Upkytck : UD MI'TY T'A, 2021. — 129 ¢. — Tekcrt : anekTpoHHsiid // JlaHb :
3IEKTPOHHO-OMONMOTEUHass cucrteMa. [DJIEKTPOHHBIH pecypc]: — Pexum npoctyma:
https://e.lanbook.com/book/218282.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYEeCKHE MOCOOUs

1. PaccomnoB, 1. M. HudpopmMannmoHHOE NpaBO : YUYeOHUK M MPaKTUKYM OIS BY30B /
H. M. PacconoB. — 6-e u3n., nepepad. u nomn. — Mocksa : U3gatensctBo Opaiit, 2022. — 415 ¢c. —
(Bricmiee o6paszoBanue). — ISBN 978-5-534-14327-0. — Texcr : asexTpouHsbii / OOpa3oBaTenbHas
miatdpopma FOpaiit [caitt]. (PexkoMeHIOBaHO IJIS MPAKTUYECKON M CaMOCTOSTEIHHOW paboThI).
[DnexTponHbIit pecypc|: — Pexxum nmoctyna: https://urait.ru/bcode/488767.

2. BacunbeBa, . H. Kpunrorpadudeckne MeToap! 3aIUThl HHPOPMALINY ;| YICOHUK M MTPAKTHKYM
st By3oB / M. H. BacunwseBa. — MockBa : UsnarensctBo FOpaiit, 2022. — 349 c. — (Bricmiee
obpazoBanne). — ISBN 978-5-534-02883-6. — TekcT : anekTponHsIit / OOpa3oBarenbHas miatgopma
IOpaiit [cailiT]. (PekoMeHIOBaHO IJIsT MPAKTUYECKON M CaMOCTOSITEIBHON paboThl). [ DIEKTPOHHBIN
pecypc]: — Pexxum noctymna: https://urait.ru/bcode/489919.

3. bynsrueB, I'. I'. IlporpamMmHoO-anmnapaTHbele cpeicTBa obecriedyeHUs HHPOPMAIMOHHOU
6e3omacHocTH : MeToandeckue pekomenganuu / I'. I'. ByneraeB. — Mocksa : PTY MUPDA, 2020 —
Yacte 1 — 2020. — 23 ¢. — TekcT : 35eKTpoHHBIN // JIaHb : 2JIEKTPOHHO-OMOINOTEYHAs CHCTEMA.
[DnexTponHsbIit pecypc|: — Pexum gocryna: https://e.lanbook.com/book/163932.

4. bynweiues, I'. T'. [IporpammHo-anmapatHbie cpeacTBa oOecrneuyeHuss MWHPOPMAIMOHHOM
Oe3omacHocTH : MeToaudeckue ykazanus / I'. I'. BynsraeB. — Mocksa : PTY MUPDA, 2020 — Yacts 2
— 2020. — 46 c. — TexkcT : >neKTpoHHBIH // JlaHb : 2MEKTPOHHO-OMOIMOTEUHAS CHCTEMA.
[DnexTponHsbIit pecypc|: — Pexum gocryna: https://e.lanbook.com/book/163812.

5. Opra"u3anus camMoOCTOSATENbHOU paboThl: YueOHOo-MeTonmueckoe mocobue / J[. O.
Hoszapesateix, b. ®. Ho3aperateix - 2018. 23 c¢. [DaexTpoHHbI pecypc]: — Pexum goctymna:
https://edu.tusur.ru/publications/7867.

7.3.2. YueOHO-MeTOAUYECKHE ITOCOOHS AJI51 JIMIX
C OrPAaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

yqe6HO-MeTOHI/I‘IeCKHe MaTCpuaibl OJIA CaMOCTOSITEIIbHON U aYHHTOpHOﬁ pa6OTLI 06yqa}0mnxc;l
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W3 YUCJIA JIUI] C OTPaHUYCHHBIMH BO3MOXXHOCTSIMH 37I0POBbSI M HHBAJIUIOB MPEIOCTABIAIOTCS B opMax,
a/IalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBBS U BOCTIPHSTHS HHPOPMALINH.

Jst Iun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU popMe yBEITUUCHHBIM MIPUPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIEeHUSIMU OTIOPHO-BUIaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(eccuoHAIbHBIE 0a3bI JAHHBIX
U HH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3yyeHUn AUCHUIUIMHBI PEKOMEHYEeTCsl 00palaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(OPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. Opununanpuslii calit PocaBmanum PenepanbHOro areHTCTBa BO3AYLIHOIO TpaHCHOpPTa
MunucrtepctBa Tpancrnopta Poccuiickoit @enepanuu (pasgen "WndopMmanuoHHble cHCTEMBI")
https://favt.gov.ru/dejatelnost-is/.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe ofecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrpaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeeHUs 3aHATUN JIEKIIMOHHOTO THUIA, TPYIIOBBIX U HHANBUIYaTbHBIX KOHCYIbTAIIH,
TEKYIIEro KOHTPOJISL U MPOMEXYTOUHON aTTeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAIOYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcss MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOMS, 00ECTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM JUCITUILUIHHBI.

8.2. MaTepuajibHO-TeXHHYECKOe H POrPaMMHoe odecredeHue A NPAKTHYEeCKUX 3aHATHI

Jla6opatopus I'TIO / JlabopaTopusi aBTOMaTU3UPOBAHHOTO MPOSKTUPOBAHUS: yueOHas ay TUTOPHS
I TPOBEACHUS 3aHATUH JIEKIMOHHOTO THIA, y4eOHas ayJIUTOpHS ISl MPOBEICHUS 3aHATHH
MPaKTUYECKOTO THIA, Y4eOHast ayIuTOpHs IJIsl MIPOBEACHUS 3aHIATHI J1abOpaTOpHOro THIA, ydeOHas
ayJIUTOPHS TSl TIPOBEICHUS 3aHATHI CEMUHAPCKOTO TUIIA, IOMEIEHUE JIJIsl KypCOBOTO MPOSKTUPOBAHUS
(BBITTOJTHEHUSI KYPCOBBIX paloT), MOMENIEHHUE ISl MPOBEICHHS T'PYNIOBBIX W HMHIWBUIYATbHBIX
KOHCYJIbTAllHi, TTOMEIICHHNE ISl IPOBEACHUS TEKYLIEro KOHTPOJS M MPOMEKYTOYHON aTTECTAINH;
634050, Tomckas obnacts, T. Tomck, Jlenuna npocnext, 1. 40, 403 ayn.

Onucanue nMeroerocs 000pya0BaHus:

- Mynbrumenuitasiii npoexktop TOSHIBA;

- TeneBuzop-mouutrop SAMSUNG;

- MaruutHO-MapKkepHas JOCKa;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PabGouee mecTo mpenogaBaress.

[IporpamMmHoe obecrieueHue:

- 7-Zip;

- Acrobat Reader;

- Google Chrome;

- Microsoft Office;

- Microsoft Windows;

- Mozilla Firefox;

- OpenOffice;

JlaGopaTopus MPHUKIATHOTO MPOTPAMMHPOBAHUS: YUeOHAsl ayAUTOPHUS I TPOBEICHUS 3aHATUI
JEKIIMOHHOT0 THUNa, yueOHasi ayAUTOpHs AJisl IPOBEACHUS 3aHATUN MPaKTUYECKOTO THUIla, yueOHasd
ayIUTOPHUS JUISl TIPOBEACHUS 3aHATUH J1abOpaTOPHOTO THIA, y4eOHass ayIUTOPHUS ISl MIPOBEICHHS
3aHATUA CEMUHAPCKOro THUIA, IOMEIIEHUE ISl KypCOBOTO MPOEKTUPOBAHMS (BBIIOJIHEHHUS KYpPCOBBIX
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pabor), moMeleHue Ajsi MPOBEAEHUs TPYNIOBBIX U UHANBUIYAIbHBIX KOHCYJIbTAIMH, TOMEIIEHUE IS
MPOBEICHUsI TEKYIIETO KOHTPOJIS U MpoMexxkyTouHou aTrrectanuu; 634050, Tomckas obmacts, T. Tomck,
Jlenuna npocnexr, 1. 40, 302 ayn.

Onucanue UMeroIerocs 000pya0BaHuUs:

- MynsTumenua ycrpoiictBo Hisense HSON5300;

- MaruuTHo-MapKepHas J0CKa;

- KommuiekT cnienuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmmHoe obecrieueHue:

- 7-Zip;

- Acrobat Reader;

- Google Chrome;

- Microsoft Office;

- Microsoft Windows;

- Mozilla Firefox;

- OpenOffice;

8.3. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHOe o0ecneuyeHue 1Jisl CaMOCTOSATeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUueOHbIE ayaUTOpUH (KOMIIBIOTEPHBIE KIACCHI),
PacoNIOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yin. KpacHoapmetickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEroIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B 3JIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 minst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepl/laﬂbHO-TeXHH‘leCKoe odecrneuyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIUIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOro Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YalOUIMMHCA C HAPYUIEHHSMH CJYyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yueOHoH nHpopMaImy B JOCTYIHBIX opMax, MOOMIIBHON CHUCTEMBI MPENOaBaHUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAJIMHOCTHIO, TOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydYaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOW, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha dKpaHe) NMpH MOMOIIHM BUACOYBEIUUHUTENEH a9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalU U APYyrue TEXHUYECKUE CpeacTBa
npuema/nepeaadyn yueOHoM nHGOpMaIMU B JOCTYHHBIX GopMax, MOOMIILHON CUCTEMbI OOYUYCHUS IS
JIIOJIEN ¢ MHBAIMTHOCTEIO.

9. OI[EHO'—IHBIE MaTepuajJbl U METOANYCCKUE PEKOMECHIAIIUH IO OPraHM3allui U3Yy4YCHUS
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JTUCIUTIINHDBI

9.1. Coanep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOUYHOI aTTecTalNu

JUis OLICHKHU CTeNeHu cHOPMUPOBAHHOCTHU U YPOBHS OCBOCHHS 3aKPEIUICHHBIX 3a JUCIUIUIMHON

KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

Ha3332§i£§;§3i23 (rem) q;gﬁﬁgfggr;;e ®opmbl kKoHTpoItst | OueHounbie MaTepuaisl (OM)
1 BBenenue B qTUCHUTIITUHY VK-8 3auét [Iepeuens BOIIPOCOB 1Jist
3aueTa
TectupoBanue [IpumMepHbIi IEpedeHb
TECTOBLIX 3aJaHUN
2 KubeprpecTynHOCTb U VK-8 BeicTynnenue [IpuMepHBIii IEpeyeHs TeM
KuOepTeppoOpHu3M (moxman) Ha JUTS BBICTYTITICHUS (JTOKJTa/1a)
3aHITHH Ha 3aHATUU
3auér [lepeuenp BonpocoB Jyist
3aueTa
TectupoBanue [IpuMepHBIi TEpeUeHb
TECTOBBIX 3aJaHUN
3 Konuenmnuu, MeTo1bl U VK-8 BeicTynnenue [IpuMepHBIii IEpeyeHs TeEM
CpEeJICTBA IPUMEHEHUS (oxyam) Ha JUISL BBICTYIIICHUA (JI0KIa1a)
KHOepOpyKust 3aHIATHH Ha 3aHATUU
3auér [lepeuens BOonpocoB Jyist
3auera
TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
4 TunoBsie ySI3BUMOCTH B VK-8 BeicTymuienue [IpumepHBbIi nEpEYEHD TEM
CUCTeMaX KHOEP3allIUThI (moxnam) Ha JUTS BBICTYTIICHUS (JTOKJTa/1a)
3aHITHH Ha 3aHATUU
3auér [Iepeuenb BOmpocoB Jyist
3aueTa
TectupoBanue [IpumepHbIil nepeueHb
TECTOBBIX 3aJaHUI
5 AHTUBUpPYCHBIE TporpaMmMbl U | YK-8 BeicTynenue [IpuMepHBIii IepeyeHs TeM
IIPOAKTHUBHAsI aHTUBUPYCHAs (toxnan) Ha JUISL BBICTYTIJIEHUS (JIOKJIa1a)
3amuTa 3aHATUH Ha 3aHATUU
3auér Ilepeuenb BOITPOCOB AJ1st
3a4era
TectupoBanue IIpuMepHBIii epeyeHb
TECTOBBIX 3a/laHNUN
6 KuOepunuonax, VK-8 BricTynenue [IpuMepHBIii IepeyeHs TeM
kubeppasBenka u (mokyan) Ha JUTSL BBICTYTUIEHUS (JOKIIa1a)
KHOEpKOHTppa3BeaKa 3aHIATUU Ha 3aHATUU
3auér Ilepeuenb BOITPOCOB IJIst
3a4era
TectupoBanue IIpuMepHBIil epeyeHb
TECTOBBIX 3a/laHUN
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7 Ocobennoctu obecrieyenus | YK-8 BoicTynnenue [IpumepHbIii nepeueHs TeMm
Kk10ep0e3011acHOCTH KOHEUHbIX (toxnan) Ha JUISL BBICTYTIJICHUS (JIOKJIa1a)
TOYEK MHPPACTPYKTYPHBIX 3aHATUU Ha 3aHATUU
CHUCTEM 3auér [lepeuenb BOIIPOCOB IJIst
3aueTa
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3a/laHUN
8 OCHOBHbIE HaNpaBICHUS VK-8 BricTynnenue [IpuMepHBIil TepeyeHs TeM
obecreyeHus (toxnan) Ha JUISL BBICTYTIJICHUS (JIOKJIa/1a)
KnOepOe30macHOCTH 3aHSTUU Ha 3aHITHH
3auér Ilepeuenb BOIIPOCOB IJ1st
3aueTa
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
9 Konuenmuu, CTanapTel U VK-8 BeicTynienue [IpuMepHBIil nepeyeHs TeM
METO/]Ibl 0OecTIeueHHs (toxnan) Ha JUISL BBICTYTIJICHUS (JIOKJIa/1a)
KnOepOe30MmacHOCTH 3aHATUU Ha 3aHITHU
KPUTHYECKUX HHPPACTPYKTYD 3auér [Tepeuenn BOIpoOCOB 1J1st
3auera
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI
10 Kubepbe3zonacHbie VK-8 Brictymenue [IpumepHBIii TIepeYeHb TeEM
MHUKPOCXEMBI KaK armapaTHast (mokyan) Ha JUTSL BBICTYTIIEHUS (OKIIa1a)
0a3a knOep3amuIeHHBIX 3aHATUU Ha 3aHATHU
ACVTII 3auér IIepeyens BOnpocoB [uist
3aueTa
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI

[lxana oneHku cHOPMUPOBAHHOCTU OTAEIBbHBIX MIAHHUPYEMBIX PE3yJIbTAaTOB OOyUYEHHS IO
JTUCIUIUIMHE TpUBeaeHa B Tabmuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU MIAHUPYEMBIX PE3yJIbTATOB OOYyUEHUS IO

OUCLUILIMHE
®dopmynupoBKa TpeOOBaHMA K CTETICHH C(HOPMHPOBAHHOCTH
OrneHka Bamiaer 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BIIAJIETh
2 <60% ot OTCYTCTBHE 3HAHUM OTCYTCTBHUE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHLHO) | MAKCUMAIBHOM | MIIM (hparMeHTapHbIE YMEHUN UITn HaBBIKOB WJIN
CyMMBI 0aJuIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MpUMEHEHNE
yMeHHue HABBIKOB
3 ot 60% 1o o01re, HO He B IIEJIOM YCIHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHBIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHUCTEMAaTUYECKH | CUCTEMAaTUYECKOe
CYMMBI 0aJIOB OCYLIECTBIISIEMOE IIPUMEHEHNE
yMEHUe HAaBBIKOB
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4 (xoporo) ot 70% no c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJieprKaIniue COJIepIKaIIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.
Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Onenka ®opmyInpoBKa TPeOOBAaHUH K CTENIEHU KOMIIETEHIINN

2 He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEyAOBIETBOPUTENBHO) | UJTU
3HaTh HA YPOBHE OPUEHTHPOBaHMS, TpeicTaBleHnid. O0ydaromuiics 3HaeT
OCHOBHBIC MMPU3HAKH WM TEPMHUHBI U3y9IaeMOTO dJIEMEHTA COACPKAHMS, X
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX WITU CXeMaX M 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

3 3HaTh U YMETh Ha PeNPOAYKTHBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBJIECTBOPUTEILHO) |M3YUYEHHBIN 3JIEMEHT COICPKAHUS PEIPOTYKTUBHO: TPOU3BOIBHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTH B JIEMOHCTPUPYEMBIX
IECUCTBUAX.

4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U

MCPCICKTUBLI Pa3BUTUA U 0COOEHHOCTH AJId pa3HbIX 00BEKTOB YCBOCHUA.

5 (oTIM4HO) 3HaTh, yMETh, BIAJICTh HA CHCTEMHOM ypoBHE. OOydaromuiicsi 3HaeT
M3YYEHHBIHN 3JIEMEHT CO/Iep KaHUSI CUCTEMHO, TPOM3BOJIBHO U 10Ka3aTEIbHO
BOCITPOMU3BOJUT CBOW 3HAHUA YCTHO, IMCBbMCHHO UJIK B ICMOHCTPUPYCMBIX
I[CﬁCTBPISIX, YUUThIBAA U YKa3bIBasAd CBA3U U 3aBUCUMOCTH MCKY 3THM
SJICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIIMHEBI, €T0

S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. CummeTpuyHbIe MUQPHI ABISIOTCS
Bri6epute ouH paBUIIbHBIA OTBET
a) OJTHOKJTFOUEBBIMHU
0) MHOTOKJTFOYEBBIMHU
B) OCCKITIOUEBBHIMU
2. Tlomy4enne payHAOBBIX KIIOUEH U3 OCHOBHOTO KJTtoua MG POBaHUS HA3BIBACTCS:
Bri6epute ouH paBUIBHBIA OTBET
a) pacIMCaHHEM HCII0JIb30BaHUA KITI0Ya
0) mporeaypoi paciIupeHHs KIo4a
B) KJIIOYEBBIM ITPOCTPAHCTBOM
3. YBenuyeHue KOJIUYECTBA PayH0B OOBIYHO MPUBOJIUT K
muGpOBaHUS:
Bri6epute ouH npaBUIBHBIA OTBET
a) TIOBBIIIIEHUIO
0) CHIDKCHUIO

KPHUIITOCUCTEMAMMU:

CTOMKOCTH aJITOPUTMA
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B) COXpaHEHUIO
4. S-0JIOKOM CHMMETPUYHOTO OJIOYHOTO aJrOpUTMa IMUGPOBAHUS HA3BIBACTCS:
Bri6epute ouH npaBUIBHBIA OTBET
a) TabauIia 3aMeHbI TPYIIEI OUTOB
0) NUKJIMYECKUI CABUT OJI0Ka OMTOB
B) Ta0JIMIIA TIEPECTAaHOBKH OUTOB B OJI0KE
5. YBenudyeHue KOJMUYECTBA payHIOB airopurMa mudppoBaHHUs OOBIYHO HPUBOAUT K
ero 3¢ peKTUBHOCTHU:
Bri6epute ouH paBUIbHBIA OTBET
a) COXpaHEHUIO
0) CHIDKCHUIO
B) TTOBBIIICHHUIO
6. DnemeHTH MHUPyEeMBbIX cOOOIMEHUNH B KpuUNTOrpaduu Ha SIIUNTHYCCKUN KPUBBIX
KOAUPYIOTCS:
Bri6epute ouH paBUIBHBIA OTBET
a) TOYKaMH JUTUITHIECKON KPUBOI
0) KacaTeIbHBIMH K DJITUNITUICCKON KPUBOH
B) 1I€JIIMH YUCJIAMHU, B3SITBIMU T10 MOJTYJIIO
7. AHanorom omnepauuy BO3BEIEHHUS YHCJa B CTENEHb B KpUNTOrpaduu Ha 3JUIMITHUYECKUX
KPHUBBIX BBICTYIIAET:
Bri6epute ouH npaBUIBHBIA OTBET
a) IPOU3BECHUE TOUEK
0) cymMa Touek
B) BBIUMCIICHUE KPATHON TOYKU
8. Kpunrorpadus Ha >IAUMNTUYECKUX KPHUBBIX JaeT MPEUMYIIECTBAa MO CPaBHEHHUIO C
ACUMMETPUYHBIMU KPUIITOCUCTEMAMHU, IOTOMY YTO:
Bri6epute ouH npaBUIbHBIA OTBET
a) IPUHIUITHAIBHO HE MOKET OBITh B3JIOMaHa
0) mpoiie B peanu3anuu
B) o0ecrieurBaeT HIKBUBAJICHTHYIO 3aIllUTy MPU MEHbILIEH AJTUHE KIII04a
9. CoBpeMeHHbIe CTaHIApThl HUPPOBON MOAMHUCH SBISIOTCS aHAJIOTOM KPHUITOCHUCTEMBI
Ha JUTUITUYECKUX KPUBBIX.
Bri6epuTe ouH npaBUIbHBIA OTBET
a) RSA
0) Dnp-I"amans
B) dudbdu—Xennmana
10. AHanorom omepanuu yMHOXKEHHS 4YHCeN B KpUNTOrpaduu Ha SIIUNTUYECKUX KPHUBBIX
BBICTYIIAET:
Bri6epute ouH paBUIbHBIA OTBET
a) BBIYMCIIEHUE KPAaTHON TOYKU
0) cymMa Touek
B) IPOU3BEICHNE TOUCK

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

KubepnpecTynmHOCTh 1 KUOEPTEPPOPU3M

Konuenmum, METob! ¥ CpeICTBa IPUMEHEHHSI KHOEpOPY KU

Tumnossle yA3BUMOCTH B CUCTEMaX KHOEP3aIUThI

AHTHUBUPYCHBIE IPOTPAMMBI U IIPOAKTHBHAS aHTUBHPYCHAS 3aIIUTa

Kubepmmnuonax, kubeppasBeika 1 KUOEpKOHTPpa3BeIKa

OcobenHoctu obecrieyeHns: KuoepOoe30macHOCTH KOHEUHBIX TOUEK HHPPACTPYKTYPHBIX CHCTEM
OcHOBHBIE HampaBieHus obecreueHus: Kubepoe3onacHoCTH

Konuenuuu, crangapTsl U MeToAbl oOecmedeHHUs KHOEpOE30MacHOCTH KPUTHUECKHX

UHPPACTPYKTYP
Kubepbe3omacHble MUKpOCXeMbI Kak anmnapartHas 0a3za kubep3amunieHusix ACYTIT

PN R D=

by

9.1.3. IIpuMepHBIii IepedeHb TeM I BICTYIIEHHS (I0KJIa1a) HA 3aHSATUN

1. CnydwuHr B aBuanmu: yrpo3sl 6ezonacHoctu cuctem GPS u ADS-B.
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2. Ananu3 uHGOPMAIIMOHHON YSI3BUMOCTH HAa3€MHBIX PAIUOTEXHUYECKUX CHUCTEM aBUAIIMOHHOM
TPAHCHOPTHOU CHUCTEMBI.
3. AHanu3 uHGOPMAIMOHHOMN YA3BUMOCTU OOPTOBBIX MPOTrPAMMHBIX CUCTEM BO3AYIIHBIX CY/I0B.
4. Defending Airports from UAS: A Survey on Cyber-Attacks and Counter-Drone Sensing
Technologies.
. Aviation Cybersecurity and Cyber-Resilience: Assessing Risk in Air Traffic Management.
6. Ananu3 crieHapueB KHOep(HU3NIECKUX aTaK Ha PAAMOTEXHUYECKHUE 0OBEKTHI a3poipoma.

93]

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATeNbHOE MBIILICHHE
CTYICHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B X0/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obdecnedyenus. CamocrostenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM IUTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuana He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILUMHU
Hay4YHO-TIONYJSPHbIE U CIELUAIU3UPOBAHHBIE MaTepHajbl, IOCBSIIEHHBIE PAa3JIUYHBIM aCHEKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATEILHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME HWJIM NPOCMOTP MaTepHuajla OCYLIECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYAIbHOTO NTOHUMAaHUS U OCBOEHMS MaTepuaja, BbIIENssl OCHOBHBIE UJEH; HA OCHOBAHUHU
N3yUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaTbCS COOTHECTH TEOPHUIO ¢ IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAOTCS HE3HAKOMBIE UJIM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAUEHUE NI IOHMMaHUS JaJbHEHNIIEro MaTepyaa;

— OCMBIC/IMBAlTE IPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HA MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuunianHe MOTYT MPOBOAMTHLCS OMOJHHUTEIbHBIE 3aHATHUSA, B T.4. B (hopmMe BeOMHAPOB.
Pacnucanue BeOMHAPOB U 3alMUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3JIeKTPOHHOM
YKypHaJIE 110 TUCLUIUINHE.

9.3. Tpeﬁona}mﬂ K OCHOYHBIM MaTepuajJdaM Jisl JUll ¢ OrpaHHYCHHBIMHA BO3MOKHOCTAMMU
310pOBbHA U HHBAJIUA0OB

Jns nun ¢ OorpaHUYEHHBIMH BO3MOJXKHOCTSIMH 3J0pOBBS U WHBAJIUJIOB TPEIYCMOTPEHBI
JOTIOJTHUTEIBHBIE OIEHOYHBIE MaTepPHAJIbl, MEpEeUeHb KOTOPHIX yKa3aH B Tabiuie 9.2.

Tabnuna 9.2 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA JUISA JIMI C OTPaHUYCHHBIMU
BO3MOJKHOCTSIMH 3JIOPOBBSI M1 MHBAJIHUIOB

Buasl 1ooIHUTENEHBIX OLIEHOYHBIX DOopMBbI KOHTPOJISI U OLIEHKH

Kareropuu o0yvaromuxcs

MaTepHUaoB pe3yJIbTaTOB 00YUYEHUS
C HapylIeHHsIMU cllyXa TecTbl, TUCbMEHHBIE [Ipenmy1ieCTBEHHO MMUCEMEHHAs
CaMoCTOsITeNIbHbIE paObOThI, BOMPOCHI MpoBepKa
K 3a4eTy, KOHTPOJIbHbIE paOOTHI
C HapyLIEeHUAMU 3pEHUS CobecenoBaHue 1o BOIIPOCaM K [IpenmyniecTBEHHO yCTHas
3a4eTy, ONpOC 110 TEPMUHAM poBepKa (MHIUBUYATBHO)
C HapylHIEHUSIMU OTIOPHO- Pemenue nucTaHIIMOHHBIX TECTOB, [IpenmytiecTBEHHO

JBUTATEJILHOTO almapara | KOHTPOJIbHbIE pa0OThI, MUCbMEHHBIE | MCTAaHIMOHHBIMU METOAAMMU
CaMOCTOSITeNIbHBIE PaOOTHI, BOITPOCHI
K 3a4eTy
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C orpaHMyYeHUSIMH TIO
0011IeMETUIIUHCKUM
MOKa3aHUSIM

TecThl, TUChbMCHHBIC
CaMOCTOSITEIIbHBIE PAOOTHI, BOTIPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipeumy1iecTBEHHO POBEpPKA
METOAAMHU, ONPEACIIAIOLIMMUCS
UCXOJS U3 COCTOSIHUS
o0yyaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuecKkue PECKOMEHIAUHU MO OIMCHOYHBIM MaTepuajaamMm IJid JUll ¢ OrpaHUYC¢HHBIMHU
BO3MOKHOCTSIMHA 310POBbS U UHBAJINI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIHUJIOB MPEayCMaTPUBACTCS
JOCTYITHAs popMa Mpea0CTaBICHUS 3aJaHUI OIICHOYHBIX CPEJICTB, 4 UMEHHO:

— B IIeYaTHOU (opme;

— B IieyaTHOM hopme ¢ yBeJIMYEHHBIM HIPUPTOM;

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— METOJIOM YTE€HHSI aCCUCTEHTOM 3aJ]aHUsl BCIIYX;

— IpeJ0CTaBICHHUE 3a/1aHUs C UCIOIb30BaHUEM CYpIOTIEPEBOAA.

Jluuam ¢ orpaHMYE€HHBIMU BO3MOXKHOCTSMH 3/I0POBbSI M MHBAJIKAaM yBEJIUUYMUBAETCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHbIE BOMpockl. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
nocTynHast popma npeaocTaBiIeHHsI OTBETOB Ha 3aJlaHUsl, @ UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYT aCCHCTEHTA;

— MpEe/ICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHWBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMHU BO3MOXXHOCTSIMHU
3I0pPOBbSI M WHBAIUIOB 10 AUCIHILIMHE TPEIyCMAaTPUBACT MpeJAOoCTaBlIeHne HHPopManuu B Gopmax,
a/IaTITUPOBAHHBIX K OTPAaHUYEHISIM UX 3I0POBbBSI U BOCIIPHATHS HHPOPMAITUH:

Jst Iuu ¢ HAapylIeHUsIMU 3PeHu:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

J1st Iun ¢ HApYLIeHUsIMU cJIyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU (opme.
JJ1s1 11 ¢ HApyLIEHUSIMH OTIOPHO-ABHUIaTEJIbHOIO anmapara:

— B popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B IIeyaTHOU (opme.

[Ipn HEOOXOAUMOCTH JJIsl JUI] C OTPAHUYCHHBIMU BO3MOXHOCTSIMH 3JI0POBbSI U MHBAJIHUIOB
MpoIieIypa OLICHUBAHUS PE3YJIBTATOB 00YUEHHUS MOXKET IPOBOJUTHCS B HECKOJIBKO JTaIloB.
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