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Bunbl yueOHOIl esTenbHOCTH 7 cemectp 8 cemectp Bcero  Enunuust
JIeKIIMOHHBIE 3aHATHS 20 20 40 4acoB
JlaGopaTopHbie 3aHITHS 36 36 72 4acoB
CamocTtosarenbHas pabora 52 52 104 4acoB
[TonroroBka u ciada 3K3amMeHa 36 36 4acoB
OO61mas Tpya0eMKOCTh 108 144 252 4acoB
(BKJIFOYAs MPOMEKYTOUHYIO aTTECTALIUIO) 3 4 7 3.e.

@OopMBI IPOMEKYTOUHOM aTTECTALUS Cemectp
3auer 7
OK3aMeH 8

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHue y CTYyJACHTOB MPEACTABICHUA O METOJAX U CPEACTBAX, MPUMCHSIIOLIUXCS s
obecrnieueHus HHOPMAIIMOHHOW OE30TaCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. W3yuuth MeTONBI U cpencTBa 3amuThl HHGopMaluu B OC 1 KOPIIOPaTUBHBIX CETAX.
2. V3yuuts cpencTa KpUNTorpaguiIeckoi 3anuThl HHPOPMaIUHU.
3. VByuuTh NpUHIUIBI yIIPABICHUS CPEACTBAMHU 3alIUThI HH(OPMALIUH.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnnast (Moayn).

Yacte Ostoka gucrmiing: O0A3aTeIbHas 4acTh.

Monyne quctumiud: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunel: 51.0.03.16.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-6. Cnoco6en
UCIIOJIb30BATh
COBPEMCHHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U
POrpaMMHBIE CPE/ICTBA
IPU PELICHUU
po(heCcCHOHATLHBIX
3a1a4

OIIK-6.1 .3HaeT TunoBeie
NPUKJIaIHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U TIPOTPAMMHOE
o0ecrieyeHue, UCIOIb3yEMOE
JUTSL pEeLICHUs 3a1a4
poecCHOHATLHOM
JeSITeTbHOCTH

3HaeT OCHOBHBIE BUJIbI U YTPO3bI
0€3011aCHOCTH ONEPALUOHHBIX CUCTEM;
34U THBIC MCXaHU3MbI U CPCACTBA
oOecreueHHs ceTeBOM 0€30IIaCHOCTH;
340U THBIC MCXaHU3MBbI U CPCACTBA
obecrieueHHst O€30MaCHOCTH OTIEPAIIHOHHBIX
CHUCTEM; OCHOBHBIC MCTO/IbI YIIPABJICHUA
MH(POPMALMOHHON 0€30MaCHOCTHIO;
NPUHIUIE POPMHUPOBAHUS TTOJTUTHKU
nH(POPMAITMOHHON 0€30MMaCHOCTH B
ABTOMATU3HUPOBAHHBLIX CUCTCMAX.

OIIK-6.2 .YMmeeT npuMeHsTh
BBHIOpAHHBIC
nH(pOpMaITMOHHBIE
TEXHOJIOTHH, TPOrPaMMHBIE
CpeJlICTBa CUCTEMHOI'O U
MIPUKIJIATHOTO Ha3HAUYCHUH ISt
pelieHus 3aaau
npodecCuoHaIbHON
JESITEIIbHOCTH

YmMmeet 3¢ (PpeKTHBHO HUCTTOTH30BATH
KpUNTOTpaguueCKUe METO/IBI U CPEJICTBA
3amuThl THOPMAITUH B
aBTOMATH3MPOBAHHBIX CHCTEMAX;
UCTIOJIB30BaTh CPEJICTBA ONEPAITMOHHBIX
cucreM Jyuist ooecriedeHus 3HPEeKTUBHOTO U
6e3omacHOro GyHKIIMOHUPOBAHUS
aBTOMATH3HPOBAHHBIX CHCTEM; IPUMEHSTh
3alHIIEHHBIE TPOTOKOJIBI, MEKCETEBBIC
9KPaHBI U CPEACTBA OOHAPYKEHHSI BTOPKCHUN
JUTSL 3alIATHI UH()OPMAIIHU B CETSAX;
OCYIIECTBIIATH MEPBI IPOTHBOACHCTBUS
HapyIIESHUSIM CETeBON 0€30IaCHOCTH C
WCTIOJI30BaHUEM Pa3IMYHBIX TPOTPAMMHBIX U
anImapaTHbIX CPEJICTB 3aIIUTHI.

OIIK-6.3 .Bnaneer
MHCTPYMEHTAMHM YIIPABJICHUS
IIpoLeccaMy OpraHu3alui, B
TOM YHCJIE HA OCHOBE HOPM
IIpaBa U ¢ UCIOJIb30BAHUEM
HKT, ucnons3yer Kak
MHUHHMMYM OJIMH U3 O0IUX
WIH CIIEUATN3UPOBAHHBIX
MaKEeTOB MPUKJIIAIHBIX
nporpamm (MS Excel, Stata,
SPSS, R u ap.),
IIpeIHA3HAYEHHBIX JUIS
BBINOJIHEHHS 00pabOTKH
CTaTUCTUYECKOMN
UH(pOPMAaLIUK, TIOCTPOCHUS U
IIPOBEJEHUS INAarHOCTUKU
HYKOHOMETPUUYECKHUX MOJIENIeH

Brnaneet npodeccroHanbHON TEPMUHOIOTHEH
B 00nacTi HH()OPMAIIMOHHOM O€30MaCHOCTH;
HaBbIKAMHU aHaJIN3a MH()OPMAITMOHHON
UHPPACTPYKTYPbl aBTOMATU3UPOBAHHON
CHCTEMBI U ee Oe30MacCHOCTH; METOJaMH
MOHHUTOPHHTA U ayJIUTA, BBISBICHUS yTPO3
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMAaTU3HPOBAHHBIX CUCTEM; METOJaMH
ynpaBieHus: HH)OpMaMOHHON
0€301acHOCThI0 aBTOMAaTU3UPOBAHHBIX
CHCTEM; METO/IaMH OLIEHKH
MH(OPMALIMOHHBIX PUCKOB; HABBIKAMHU
BbIOOpa 1 000CHOBaHMS KPUTEPHEB

3P PEeKTUBHOCTH (QYHKIIHOHUPOBAHUS
3alUIIECHHBIX aBTOMAaTH3UPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEM.
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OIIK-7. Cnocoben
MOHUMATh TPHHIIUAIIBI
paboThI COBPEMEHHBIX
UH(POPMAITMOHHBIX
TEXHOJIOTHI U
MCIIOJIb30BATh UX IS
peIIeHus 33129
pohecCHOHATLHOM
JESITCIIBHOCTH

OIIK-7.1 .3HaeT npuHLUIIBI
paboThl COBPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTH, Ha3HAUCHUE,
byHKIHN 1 0000MEHHY IO
CTPYKTYPY OIEPaMOHHBIX
CHCTEM M TUIIOBBIC
OTIEPALIMOHHBIE CUCTEMBI, B
TOM YHCJI€ OT€YECTBEHHOTO

3HaeT OCHOBHBIE METO/bI M CPEACTBA 3alLUTHI
UH(POPMALINH, UCTIOIB3yEMBbIE IS
obecrieueHHst O€30MACHOCTH B OTIEPAIMOHHOM
CUCTEME U KOMIIBIOTEPHBIX CETSX.

MIPOU3BOJICTBA
OIIK-7.2 .Ymeer YMeeT ycTaHaBIMBaTh U HACTPAUBATh
KJ1acCU(PUIIMPOBATH CpeACTBa 3alUThl HHPOPMAIINH B

KOMITBIOTEPHBIE CUCTEMBI,
BU/IbI HH(OPMALIMOHHOTO
B3aUMOJICUCTBUA U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHUS
nH(pOpMaITMOHHO-
BBIUYHCIUTENbHBIX CUCTEM

OTEpPAIlMOHHBIX CUCTEMAaX; aHAIU3UPOBATh
3aIUIIEHHOCTh KOPIOPATUBHBIX CETEH.

OIIK-7.3 .Bnaneer
CpeICcTBaMuU
UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH1, B TOM YHCIIE
TEKCTOBBIMH PelaKTOpaMH U
3JIEKTPOHHBIMH TAOJIUIIAMH,
IpY PELICHUH 33134
npodeccCuoHaNBHOM
JeSITeIbHOCTH

Bnaneet HaBbikamMu paOOThI KaK € IITaTHBIMH,
TaK U C CTOPOHHUMU CPEJICTBAMU 3aILHUThI
MHPOPMALIMU B ONEPALIIOHHON CHCTEME U
KOPIIOPaTUBHBIX CETAX.

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroiuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 7 3a4ETHBIX CIWHUII, 252 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabnuue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI I10 BUJIaM Y4eOHOH J1esTeIbHOCTH
. Bcero CemecTtpsbl
Bunel yueOHOI nesTeNbHOCTH
4acoB |7 cemecTp|8 cemecTp
KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 112 56 56
npenojasareyemM, Bcero
JIeKIIMOHHEBIE 3aHATUS 40 20 20
JlaGopaTopHbIe 3aHATHS 72 36 36
CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 104 52 52
BHeayMTOpHasi padoTa o0y4yaloluXxcs ¢ npenojgaBarteyeM, BCero
[ToaroroBka k 3auery 12 12
IToaroroBka K TECTUPOBAHUIO 20 12 8
Hamnucanne koHCTIEKTa CaMONOATOTOBKHU 16 8 8
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[ToaroroBka k 1abopaTopHOil paboTe, HaMCaHUE OTYETa 56 20 36
IToaroroBka u capaya JK3aMeHa 36 36
O0mas Tpy10eMKOCTh (B Yacax) 252 108 144

Oo6mas TpynoemMkocTh (B 3.e.) 7 3

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI

5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pazzienam (TeMaMm) W BUJaM y4eOHOU JesTeTbHOCTH MPUBEICHA B

tabimue 5.1.

Ta6mmma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

Jlek. JIab. | Cam. Beero wacos dopmupyemsbie
Haspanus paznenos (Tem) JUCHMIUIMHBL | 3aH., (6e3
o pab. |pab., u sxsamena) KOMITETCHITH
7 cemecTp
1 OCHOBHEBIE TTOHSITHS U TTOJ0KEHUS 2 - 8 10 OIIK-6, OIIK-7
3alUThl HH)OPMAIHH
2 OcHOBBI 3alIUThI HH(OPMALIUU B 6 20 20 46 OIIK-6, OIIK-7
OIEpallMOHHON cucTeMe
3 OcHoOBBI KpunTorpaguueckom 3ammTel |6 8 12 26 OIIK-6, OIIK-7
uHpopmanuu
4 OcHOBBHI 3aIUTHI HH(pOpPMALIHK B 6 8 12 26 OIIK-6, OIIK-7
KOMITBIOTEPHBIX CETIX
Uroro 3a cemectp |20 36 52 108
8 cemecTp
5 CpenctBa 3amuThl UHOOPMALIUY B 6 12 16 34 OIIK-7, OIIK-6
OIEpallMOHHON cucTEME
6 CpenctBa kpunTorpaduyecKkon 3amuTsl |6 8 12 26 OIIK-7, OIIK-6
uHbopMaluu
7 CpenctBa 3an1uThl HHGOpPMAIIUK B 6 8 12 26 OIIK-7, OIIK-6
KOPIIOPATUBHBIX CETAX
8 YmpaBieHue cpeicTBaMH 3alUThI 2 8 12 22 OIIK-7, OIIK-6
uHpOpMaLun
Uroro 3a cemectp |20 36 52 108
Uroro 40 72 104 216

5.2. Conep:xanue pa3aesioB (TeM) IUCIUANINHbBI

Copep:xanue pa3enoB (TeM) TUCUUTUINHBI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuie 5.2.

Tabmauua 5.2 — Copn

eprKaHue pas/ienoB (TeM) TUCIUILIMHEI (B T.4. IO JICKIUSIM)

HaszBanus pa3zienos
(Tem) TUCUUTLTAHBI

ConeprkaHue pa3iesioB (TeM) TUCIIUILTHHBI
(B T.4. TIO JIGKITUSIM)

TpynoemMkocTh
(JIEKITMOHHBIE
3aHATHSA), U

dopmupyemble
KOMIETEHIINH

7 cemecTp
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1 OcHOBHBIE TOHATHSA U
[IOJIO’KEHUS 3aIATHI
uHpOpMALIUN

[Ipenmer 3amutsl nHPopMauu. OOBEKT
3amuThl nHpopMaruu. [IoHsATHE YTrpO3bI
6e3omacHoctr. Kiaccudukanus yrpos
MH(POPMAIIMOHHOM 0€301MacHOCTH.
Knaccudukanus 3710yMbIIUIIEHHUKOB.
OCHOBHBIE METO/IbI peaTu3aIliy yTPo3
MH(POPMAIIMOHHOM 0€30MacHOCTH.
[Tpu4nHbL, BUIBI U KaHATBI YTCUKU
MH(pOpMaLIUH.

OIIK-6, OIIK-7

Hroro

2 OCHOBEBI 3aIIATEI
uHpOpMaLuu B
OTIEpAIIMOHHON crcTeMe

Haznauenue u ¢pynkuun OC u ee
nojicucteM. TUIIOBBIE yTpo3bl 0€30MaCHOCTH
pecypcoB OC. TpeboBanus Kk 6€30MaCHOCTH
OC. OcHOBHBIE TPYIIIBI MEXaHU3MOB
3amuThl pecypcoB OC. Opranuzauus u
UCIOJIb30BaHUE cpecTB ayauTa. Kontposb
Y BOCCTaHOBJIEHHUE LI€JOCTHOCTH
MIOJICUCTEMBI 3aLIUTHI U €€ apaMeTPOB.
VYnpasnenue 6ezonacuoctsio OC.

OIIK-6, OIIK-7

Hroro

3 OCHOBHI
Kpunrorpaduaeckoi
3aImuThl THGOPMAITIHI

Kinaccnueckue mm@pbl: MoACTaHOBOYHBIH,
MepeCTaHOBOYHBIH, mm(p Xuiia, mudpb
rammupoBanus. Konuenuus kpuntorpaduu
¢ OTKpPBITHIM KitouoM. [IpoToxon quddu-
Xemnmana. Kpunrocuctema RSA.
Kpunrtocucrema Dnp-I"amarns.

OIIK-6, OIIK-7

Hroro

4 OCHOBBI 3aIUTHI
uHpOpManuu B
KOMITBIOTEPHBIX CETAX

OCHOBHBIE TIOHSTHS U TEPMUHOJIOTHSI.
TurnoBsie yrpo3sl ceTeBOI 0€30MacHOCTH.
OCHOBBI KJIaCCH(PHUKAIIUU CETEBBIX YTPO3 U
aTtak. BnusiHue yenoBedeckoro gakTopa Ha
ceTeBylo O6e3onacHOCTh. CeTeBble
orepannonneie cucreMbl Windows,
Unix/Linux. OCHOBHBIE POTOKOJIHI,
CITy>KOBI, PyHKIIMOHUPOBAHHE, CPEICTBA
obecrieyeHns O€30MaCHOCTH, CPECTBA
YIPaBJICHUS U KOHTPOJIS.
Pernmamentupyromnme J0KyMEeHTHI B 001aCTH
0€30MaCHOCTH BBIUYUCIIUTEIILHBIX CETEH.
CrannapTtbl 6€301MaCHOCTH BBIYUCIUTEIBHBIX
ceTedl U X KOMIIOHEHTOB. IIpaBoBbIE
OCHOBBI 3aIIUTHI HHPOPMALIUHU B CETAX

OIIK-6, OIIK-7

Hroro

Hroro 3a cemectp

20

8 cemectp
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5 CpenctBa 3alIUThI
uHpOpMauu B
OINEPAllMOHHOW CUCTEME

AyTeHTu(duKaIus Ha OCHOBE MapoJIsl.
AyTteHTuduKanus ¢ UCIOJIb30BaHUEM
¢usnveckoro oovekra. buomerpuueckue
METObI Ay TeHTU(UKAIUH.
MHorogakTopHas ayTeHTHDUKALHS.
Krnaccudukanus cyObeKTOB 1 00bEKTOB
noctyna. [IpaBa nocryna. Metobl
pasrpannyenus focryna. Pasrpanuuenue
J0CTYyTA K (aiiJIOBBIM OOBEKTaM.
HacnenoBanue paspenieHui.
Pasrpannuenue nocryma K ycTponcTBam.
OrpaHudeHus Ha 3aIlyCK IPOrpaMMHOrO
o0ecrieyeHusl.

OIIK-7, OIIK-6

Htoro

6 Cpexnctsa
KpHunrorpaduyeckon
3alUThl HHpOpMALUU

Kpunrorpaduueckue mpoTOKOIBI: 001IHE
MOHATHSA. Y IIPABICHUE CEKPETHBIMU
KiIroyaMu. Pacripenenenue ceKpeTHbIX
Kirouei. [loHaTHe 3eKTPOHHOM MTOAIUCH.
VYpaBneHue OTKPBITBIMU KIIFOYaMH.
OcHOBHBIE KOMIIOHEHTHI HH(PACTPYKTYPHI
OTKpBITHIX Kimtouel. [lonarue ceprudukara
OTKPBITOTO KJIFOYa.

OIIK-7, OIIK-6

Hroro

7 Cpenctsa 3aluThl
uHpopmaIuu B
KOPIOPATHUBHBIX CETIX

OcHOBHbBIE MEXaHU3MBI O0ECTICUEeHUS
0€30MacHOCTH | YIIpaBJICHUS
pacnpeeieHHBIMH PECYPCaMH.
O0ecrieueHre HaIeKHOCTH
nHppacTpykTypsl UaTepHeT. 3anmra
KaHaJoB cBs3U B IHTepHeT. Bubl
UCIOJIb3yeMBbIX B IHTepHEeT KaHaIOB CBA3H.
Hcnonb30BaHne MEXKCETEBBIX SKPAHOB.
BupTtyanbHble 4acTHBIE CETH. Y A3BUMOCTH U
3ammuTa 0a30BBIX MPOTOKOJIOB U CITYKO:
[IpoTokonsl mapmpytuzanuu. CeMeicTBo
TCP/IP. Cnyx0b1 moucka. bezonacHocTs
WWW u snexktporHo# ouThl. CUCTEMBI
OoOHapyXEeHHs U IPOTUBOACHCTBUS
BTOpKeHUsM. Kinaccudukanust 1 mpuUHIIMITBI
(hYHKIIMOHUPOBAHUS CHCTEM OOHApPYKEHUS
BTOpkeHMI. CkaHepbl 6€30MacHOCTH.
Knaccel ckanepoB 0e3onacHOCTH U
0COOCHHOCTH NMPUMEHEHUS. 3alIuTa OT
BHUPYCOB. 3alIUTa IEKTPOHHOTO
JIOKyMEHTO000pOTA.

OIIK-7, OIIK-6

Hroro
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8 Ynpasnenue [IpuHIUIIBI TOCTPOEHUS CPENCTB 3aLUTHI 2 OIIK-7, OIIK-6
CpeJICTBaMU 3alUThI nH(pOpMalMU; OCHOBHbIE MEXaHU3MBI
uHpOpMALIUN 3allUThI; allllapaTHbIE CPE/ICTBA;
KOH(HUTYpUPOBaHHE; Ay JUT; MOHUTOPUHT H
OIIEpaTUBHOE yNPABJIEHUE; IOJTHOMOYHOE
YIpaBJIEHUE JIOCTYIIOM U KOHTPOJIb I€YaTH.
VYipasnenue cepsepamu
aJIMMHHUCTPUPOBAHUS; YIIpaBJICHNUE
rpynnamMu aIMUHUCTPUPOBAHHUS,
YIpaBJIEeHUE KIMEHTCKUMH KOMIIbIOTEpaMU;
paboTta ¢ 0T4eTaMH, CTATUCTUKOM.
Hroro 2
Hroro 3a cemectp 20
Hroro 40
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npegycmoTpeHo yaeOHBIM MIJIaHOM
5.4. JlaGopaTopHble 3aHATHUSA
HaumenoBanue nabopaTopHbIX paboT MpuBeieHO B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBanue 1a00paTOpHBIX padboT
HagBaiﬁiﬁ;;iizﬁ (rem) HaumenoBanue 1abopatopHbIX paboT prﬂoe:{v[KOCTb’ q;gﬁﬁgf;fr;;e
7 cemecTp
2 OCHOBBI 3allIUTHI AJIMAHHCTPUPOBAHUE YUETHBIX 4 OIIK-7, OIIK-6
uHpOpMannU B 3anuceit B OC Windows
OIEPALMOHHON CHCTEME | JICKpEIMOHHbII MEXaHU3M 4 OIIK-7, OIIK-6
pasrpaHuyeHus 1ocTymna K (haiioBbIM
o0BeKTaM
Pasrpannuenue nocryna K 3amyckKy 4 OIIK-7, OIIK-6
IPOrPaMMHOTO 00ecrieueHust
Aynut coObITHIA 0€30TTACHOCTH 4 OIIK-7, OIIK-6
ONEPaMOHHON CUCTEMBI
AHanu3, HacTporKa U KOHTPOJIb 4 OIIK-7, OIIK-6
L[EJIOCTHOCTH TapaMeTPOB
0€30MMacCHOCTH MOACUCTEMBI 3aIIUTHI
Uroro 20
3 OCHOBEHI Kpunrorpadudeckas 3ammura 4 OIIK-7, OIIK-6
Kpunrorpaduyeckon 00BeKTOB QaiinoBoit cuctemsl B OC
3alATHl HHPOPMAIUN Windows
[Ipumenenue mudpoBaHus U 4 OIIK-7, OIIK-6
ANEKTPOHHON MOJIUCH B
ANEKTPOHHOM JOKYMEHTO000pOTe
Hroro 8
4 OCHOBBI 3aIIUTHI OnHOpaHTroBBIE CETU 4 OIIK-7, OIIK-6
uH(bopmanum B Hactpoiika nomeHna Ha nmpumepe 4 OIIK-7, OIIK-6
KOMIIBIOTEPHBIX CETAX Active Directory
Hroro 8
Hroro 3a cemectp 36
8 cemecTp
8
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5 CpenctBa 3alIUThI MHuorodakTopHas ayTeHTU(UKAIHS C 4 OIIK-7, OIIK-6
uHpOpMauu B MOMOIIBIO (PU3NIECKOTO 00BEKTa
OIEPALMOHHON CHCTEME | PasrpaHndeHHe J0CTyMNa K 4 OIIK-7, OIIK-6
yCTpOHCTBaM
MaHaTHEIN MEXaHU3M 4 OIIK-7, OIIK-6
pasrpaHu4eHus 10CcTymna K (hailIoBbIM
o0BeKTaM
Hroro 12
6 Cpencrtaa [IpumeHeHne KpunTonpoBaiiiepoB Ha 4 OIIK-7, OIIK-6
Kpunrorpaguaeckoi aBTOMAaTHU3MPOBAHHOM paboyemM
3aluThl HHOPMaLUU MecTe
IIpumeHeHue cpencTs 4 OIIK-7, OIIK-6
KpunTorpaduueckoi 3anmThl
uHpOpMaLIUU HA
aBTOMATHU3MPOBAHHOM pabouem
MecTe
Hroro 8
7 CpenctBa 3aluThl MesxceTeBble SKpaHbI 4 OIIK-7, OIIK-6
uHpopmanuu B BupryanbHeie 3alUILIEHHBIE CETH 4 OIIK-7, OIIK-6
KOPIOPATUBHBIX CETAX HUtoro 3
8 Ynpasnenue [IpumeHeHne cpencTB 3l ThI 4 OIIK-7, OIIK-6
CpelICTBaMU 3alUThI nH(pOpMaLIUU AJ1 KOHTPOJIS
uHbopmaruu nenoctHoct OC
LenTpanu3oBanHas 3amura OT 4 OIIK-7, OIIK-6
BHUPYCOB B JIOKAJTbHON CETH
Hroro 8
Hroro 3a cemectp 36
Hroro 72

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMOTpeHo y4eOHBIM IIaHOM

5.6. CamocTosTeqIbHaAs1 paboTa

Bunbl camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B

Tadyuue 5.6.
Tabmuia 5.6 — Buabsl caMocTosATeIbHON pabOThl, TPYJ0EMKOCTh U (hOPMHUPYEMBIE KOMIETEHIIUN
Bunsr
Ha3zBanus pa3aenos . Tpynoemkocts, | @opMupyembie
CaMOCTOSITEIbHOM DopMBI KOHTPOJIS
(TeM) TUCHUTITUHBI q KOMIETEHIINU
paboTHI
7 cemecTp
1 OcHoBHble nousTHs |[lonroroska k 3auety 3 OIIK-6, OIIK-7 3auér
1 TIOJIOXKCHUS 3aIIUTHI | [ToaroToBKa K 3 OIIK-6, OIIK-7 TectupoBanue
MHpOpMaLH TECTUPOBAHUIO
Hammcanne xoHcnekra 2 OIIK-6, OIIK-7 KoHncmekt
CaMOTIOATOTOBKH CaMOTIOATOTOBKH
Htoro 8
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2 OCHOBBI 3aITUTHI [ToaroroBka k 3aueTy 3 OIIK-6, OIIK-7 3auér
uH(bopmanum B [ToaroroBka k 3 OIIK-6, OIIK-7 TectupoBanue
OIICPallMOHHOU TECTUPOBAHUIO
cneTemMe IToaroroBka K 12 OIIK-7, OIIK-6 | JlaGopaTtopHast
nabopaTopHoii pabote, pabota
HaIlMCaHHUE OTYETa
Hanucanue KoHCIIEKTa 2 OIIK-6, OIIK-7 Koncnekr
CaMOMOITOTOBKHU CaMOMOATOTOBKHU
Uroro 20
3 OcHOBBI [ToaroroBka k 3auery 3 OIIK-6, OIIK-7 3auét
kpunrorpagu4eckoid  |TToaroroBka K 3 OIIK-6, OIIK-7 TectupoBanue
3aIUUTHl MHPOPMALMH | TeCTHPOBAHHIO
[ToaroToBka kK 4 OIIK-7, OIIK-6 | JlabGopaTopHas
nabopaTopHO# paboTe, paborta
HaIMCaHUe OTYeTa
Hanwncanue koHCIIeKTa 2 OIIK-6, OIIK-7 Koncnekr
CaMOTIOATOTOBKH CaMOIIOATOTOBKH
Hroro 12
4 OCHOBBI 3aIATEI [ToaroroBka k 3auery 3 OIIK-6, OIIK-7 3auéT
HpOpMaLKH B IloaroroBka k 3 OIIK-6, OIIK-7 TectupoBanue
KOMITBIOTEPHBIX CETSX | TeCTHPOBAHHIO
[Toaroroska k 4 OIIK-7, OIIK-6 | JlaGoparopHast
nabopaTopHoO# padorTe, pabora
HaIMCaHUEe OTYeTa
Hanucanue koHCIIeKTa 2 OIIK-6, OIIK-7 Koncnekr
CaMOTIO/ITOTOBKH CaMOTIOITOTOBKHU
Htoro 12
Hroro 3a cemectp 52
8 cemecTp
5 CpenctBa 3aumthl  |[loaroroBka k 2 OIIK-7, OIIK-6 TectupoBanue
uHbOpMaIuu B TECTUPOBAHUIO
OIEpalHOHHON IMoaroToBka K 12 OIIK-7, OIIK-6 | JlaGopaTopHas
CHCTEMC nabopaTopHoO# padoTe, pabora
HaIMCaHUE OTYeTa
Hanucanue koHCIeKTa 2 OIIK-7, OIIK-6 Koncnekr
CaMOTIOITOTOBKH CaMOTIOITOTOBKHU
Hrtoro 16
6 CpencrBa IToxroroska x 2 OIIK-7, OIIK-6 TectupoBanue
KpUnTorpaguueckoil | TECTHPOBAHUIO
3amuThl MHGOPMALKMH | [oAroTOBKA K 8 OIIK-7, OIIK-6 JlaGopaTopHnas
nabopaTopHO# pabdoTe, paborta
HaIMCaHUe OTYeTa
Hanwncanue koHCIIeKTa 2 OIIK-7, OIIK-6 Koncnekr
CaMOTIOATOTOBKH CaMOTIOATOTOBKH
Hroro 12
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7 Cpencrta 3amutel  |Iloaroroska k 2 OIIK-7, OIIK-6 TectupoBanue
uHpOpMaIUH B TECTUPOBAHUIO
KOPIOPAaTUBHBIX CCTAX |[TogroroBka K 8 OIIK-7, OIIK-6 JlaGopaTtopHas
nabopaTopHO# paboTe, paborta
HalMcaHue OTYeTa
Hanuncanne koHcnekTa 2 OIIK-7, OIIK-6 KoHncnekt
CaMOIOATOTOBKH CaMONOATOTOBKHU
Uroro 12
8 Ynpasnenue [ToaroroBka k 2 OIIK-7, OIIK-6 TectupoBanue
CpEIICTBAMU 3alIUTHl | TECTHPOBAHUIO
HHpOpMALH ITogroroska k 8 OIIK-7, OIIK-6 | JlabGoparopHas
nabopaTopHoii pabote, pabota
HaIMCaHUe OTUeTa
Hanucanne koHcnekra 2 OIIK-7, OIIK-6 KoHncmekt
CaMOIOATOTOBKH CaMOIIOATOTOBKH
Hroro 12
Hroro 3a cemectp 52
[loaroroBka u cnaua 36 OK3aMeH
HK3aMEHa
Hroro 140

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX NPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUH, (POPMUPYEMBIX NMPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHIIEe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHNH, ((OPMUPYEMBIX IPU U3YUYECHUHU AUCLUUILINHBI, U BUOB

3aHATHI
Buapl yaeOHoit
dopmupyembie JIeSITEIbHOCTH
KOMIICTCHIINH JIek. JIa0. Cam. Popmbi KOHTpOIIA
3aH. pao. pao.
OIIK-6 + + + 3auét, KoHCIIeKT caMOonoaroTOBKY,
JlaboparopHas pabota, TectupoBanue, JK3aMeH
OIIK-7 + + + 3auéT, KoHCIIeKT CaMOIIOITOTOBKH,
JlaGopaTtopnast pabota, TectupoBanue, IK3aMeH

6. PeiiTuHroBasi cucreMa /1Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst

6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOJIS TIPEICTaBICHbI B Ta0muiie 6.1.
Tab6muma 6.1 — bamibHbIE OLIEHKH
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. o MakcumanbHbII
MakcumanbHbIi MakcumanbHbIi
0a 3a nepuoj Bcero 3a
DOopMBbI KOHTPOJISI Oamn Ha 1-yto KT ¢ | ©6amn 3a mepuon
mexay 2KT u Ha CEeMECTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auét 0 0 30 30
KoHcnekT caMonmoaroToBKu 0 0 10 10
JlaGopatopHas pabota 15 15 15 45
TectupoBaHnue 0 0 15 15
11



Htoro makcumyM 3a 15 15 70 100
epuo.

Hapacratomum ntorom 15 30 100 100

8 cemectp

KoHcnekT camonoarotroBku 0 0 10 10
JlaGopartopHnas pabota 15 15 15 45
TectupoBanue 0 0 15 15
DK3amMeH 30
Hrtoro makcumym 3a 15 15 40 100
nepuos

Hapacratomum urorom 15 30 70 100

6.2. Ilepecuer 0a/110B B OLICHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6aIOB B OIIEHKH 32 TEKYIIUH KOHTPOJb MPEJCTABICH B TabmuIe 6.2.
Tabnuma 6.2 — Ilepecuer 6AJJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb
basutel Ha aTy TEKyIIero KOHTPOJIs Ornenka

> 90% ot MakcuMabHOI cymMMbl OamoB Ha naty TK 5

Ot 70% no 89% ot makcumaibHOU cyMMBbI O6aiioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMMbl OamsioB Ha naty TK

N |W |

< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuet cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[TepecueT cymMmbl 6aJJIOB B TPAAUIIMOHHYIO U MEXIyHAPOJIHYIO OLICHKY MPEACTABICH B TaOIuUIe

6.3.
Tabmuma 6.3 — Ilepecuet cymMMbl 6AJIJIOB B TPAIUIIUOHHYIO U MEXIYHAPOAHYIO OLICHKY
Hrorosas cymma 6asios,
Ouenka YUYUTBIBAET YCIICIIHO CTaHHBIN Ouenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4TEHO) 90 -100 A (oTIIMYHO)
4 (xoporo) (3a4TeHO) 85 -89 B (ouens xopor1o)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (Y1OBJIETBOPUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (Hey1OBJIETBOPUTEIHHO) (HE 3aUTEHO) Huxe 60 Gannos F (neynosnerBoputeabHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALMOHHOE 00ecnieyeHrue TUCIHIINHBI
7.1. OcHoBHAas1 JUTEpPaTYypa

1. Ocunsz B. O. Kpunrorpadus B 3anavax u ynpaxsaenusix. - M. : ['enmuoc APB , 2004. - 143[1] c.
(mamuune B 6ubnuoreke TYCVYP - 50 3k3.).

2. OcHOBBI HHPOPMALIMOHHON Oe3omacHOCTU : YueOHoe mocoOue s By30B. - M. : ['opsiuas
nunus-Tenexkom , 2006. - 544 c. (nanuuue B 6ubnmuorexke TYCVYP - 81 3k3.).

3. Hessinun, I1.H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM. YIpaBieHUE NOCTYIIOM U
MHPOPMAIMOHHBIMU TOTOKaMU [DIEKTPOHHBIN pecypc| [DaeKkTpoHHBIH pecypc]: yueb. mocobue
—OneKTpoH. JaH. — Mocksa : ['opsauas nunus-Tenekom, 2013. — 338 c. [DaekTpoHHBIH pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/63235.

4. TlocTpoeHue 3aluIIeHHbIX KOPIOPAaTHUBHBIX CeTel [ DIEKTPOHHBIN pecypc] : yueOHoe mocodue /
P.H. AuunoB. — DnektpoH. naH. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DnexkTpoHHbIil pecypc]: —
Pexum ngoctyna: https://e.lanbook.com/book/66472.
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7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. OcHoBsl kpunrorpaduu: yuedHoe nocodbue ans Byzos / A.Il. Andepos, A.1O. 3y6os, A.C.
Ky3emun, A.B. Uepemymkun. — 3-e u3n., ucnp. u gon. — M.: I'enuoc APB, 2005. — 479 [1] ¢
(manmuyne B 6ubnuoreke TYCVYP - 30 3k3.).

2. KomnbloTepHbIE CETH U CIYKOBI YIaJ€HHOTO AOCTyMa [ DNEeKTPOHHBIN pecypc] : CpaBOYHHUK /
O. U6e. — DnextpoH. nan. — Mocksa : JIMK IIpecc, 2007. — 336 c. [DnekTpoHHBIN pecypc]: —
Pexxum noctyna: https://e.lanbook.com/book/1169.

7.3. YueOHO-MeTOANYeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKUE MOCOOUSI

1. Meroabl U cpeAcTBa 3alUTHl HHPOPMALIMU: METOANYECKUE PEKOMEHAAIMH TSl TaO0paTOPHBIX
u camocTosTeNbHBIX padoT / Axumyk A.FO., HoBoxpectoB A.K., Kone A.A. - 359 c. [DnekTpoHHBIN
pecypc] - Pexum pgoctyma: [DnekTpoHHBIA pecypc]: — Pexum pgocrtyna:
https://disk.fb.tusur.ru/miszi/laboratory_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JINIT
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMM 3710POBbsI 1 HHBAJIU/I0OB

Y4eOHO-MeTOINYECKUE MAaTEPUAJIbl i1l CAMOCTOSITEILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M HHBAJIUOB MPEIOCTABIAIOTCA B popMax,
aIaNITUPOBAHHBIX K OTPAaHHYCHHUSM X 3[0POBBS U BOCHPUATHS HHOOPMALIUY.

J1s1 i1 ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B [1€4aTHON (hopMe YBEIUYCHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOT0 anmnapara:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(deccuoHATIbHBbIE 0a3bl JAHHBIX
U HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NTUCHUIIUHBI PEKOMEHAYETCS 00pallaThCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJbHO-TeXHHYeCKOe H POrpaMMHOe ofecreyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecriedeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS y9eOHOH TPYIIIbI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMI
MeOenbio. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM JUCLUILINHBIL.

8.2. MaTepua/IbHO-TeXHHYECKOE U POrpaMMHOe o0ecreyeHue 1Jisl JJa0opaTOPHBIX padoT

JlaGopatopus 6e3omacHocTu ceteit DBM / Jlabopatopust kpuntorpadguu B OaHKOBCKOM JIelie:
ydyeOHasi ayAuTOpHs AJs MPOBEACHUS 3aHATUN MPAKTUUECKOTO THUIA, yueOHas ayauTopus Iis
MIpoBeNIeHus 3aHsATHi TabopaTtopHoro tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 804 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;
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- [ToTronounskrit rpomkoroBoputensb Roxton PA-20T;

- MaruuTHoO-MapKepHas J0CKa;

- OOyuaromuii cTeH/I JIOKaJIbHBIE KOMITbIOTEpHBIE ceTh Microtik routerboard - 2 mmit.;

- VIiPNET YMK "Be3onacHocTb ceTer";

- KommyTtatop Mikrotik CRS125-24G-1S-IN - 6 mir.;

- AnammsaTop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 mT.;

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mr.;

- Cepsep kiacca He HIke 4XE7-4809v4/512GBRE16/L9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW - 2 mit.;

CreHzpl 171 U3y4YEHUS IPOBOJHBIX U OECIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIIOYAIOIINE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexceteBnie dkpanbsl: UKC Lite, CISCO ASA 5505, MD B coctraBe mapmpytuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku goctymna: D-link dwl3600ap.

CteHnbl Ul U3yUYeHUs CPelICTB Kpunrorpaduueckoil 3amuThl nHGOpMauu B 0aHKOBCKOM Jele,
BKJTIOYAIOIIHE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpencTtBa Kpuntorpaguyeckoil 3auuThl HHGOpPMaLUU: TPOrPaMMHO-aNNapaTHbIH KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmMHoe obecrieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- Mexcereoii sxkpan UKC Lite;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHOe o0ecreyeHue 1Jisi CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayAUTOPHUH (KOMIIBIOTEPHBIE KIACCHI),
PacToNOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEIoNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeny TYCYPa.

[TepeueHs mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mist Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaanO-TeXHquCKoe odecneyeHue AUCHUINIJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMH 310POBbA U HHBAJINI0B

OcBoeHue AUCHUIIIIMHEBL JIMIIaMU C OIrpaHUYC€HHBIMU BO3MOXXHOCTAMMU 3JO0POBbA U MHBAJIWJIaMU
OCYHICCTBJIACTCA C UCITIOJIB30BAHUEM CPEACTB O6y‘ICHI/I$I O6I].[CFO " CIICHUaJIbHOI'O Ha3HA4YCHMU.

CornacoBaHa Ha noptane Ne¢ 54163 14



[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYWIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MTPEINOJaBaHuUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydYaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOW, SJIEKTPOHHOM IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIOIIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJIEHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha dKpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH I KOMPOPTHOTO
MIPOCMOTpA.

[Ipu 3aHgATHAX ¢ OOYy4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammapara
HCIIOJB3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeacTBa
npuema/mnepeaadyn yueOHoM nHGOpMaIMH B JOCTYHMHBIX GopMax, MOOMIIBHON CUCTEMBI OOYUYCHUSI IS

JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OI[EHO'—IHBIE MaTepuajJbl U METOANYCCKUE PEKOMECHIAIIUH IO OPraHM3allui U3Yy4YCHUS

JUCIUTIINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEro KOHTPOJIS

U MPOMEKYTOYHOM aTTecTAlNU

JIyist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 3a AUCIUTIIINHOMN
KOMITETEHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

HagBajﬁiﬁ;;ieﬂicﬁ (Tem) q;gg\;zf g;r;: DopMBbI KOHTPOJIS Onenounsie MaTepuansl (OM)
1 Ocnosnbie mousitusg 1 |OIIK-6, OIIK-7 |3auér [Tepeuens BOIIPOCOB 1s1 3aUeTa
ITOJIOKCHMS 3aUThI Koncnekr [IpumepHBIil nepedeHb TEM s
uH(OopManuu CaMOIIOATOTOBKH KOHCIIEKTOB CaMOIIOITOTOBKH
TectupoBanue IIpuMepHBIii IEpeYeHb TECTOBBIX
3aaHul
2 OCHOBBI 3aIIUTHI OIIK-6, OIIK-7 |3auér [Tepeuens BOIIPOCOB 1Sl 3aUeTa
uH(pOpMALUH B Koncnekr [IpumepHBIil epedeHb TEM s
OIEPALIMOHHOM CUCTEME CaMOIIOAIOTOBKH KOHCIIEKTOB CaMOIIOAIOTOBKHU

JlaGopatopHas pabota

Tembl m1abopaTopHBIX paboT

TectupoBanue [IpuMepHBIil nepeyeHb TECTOBBIX
3a1aHUI
3 OcHOBBI OIIK-6, OIIK-7 |3auér [Tepeuenn BOIpOCOB 11 3aUeTa
KpUITOrpapuyeckon Koncnekr [IpumepHBIi IEPEYEHD TEM IS
3aLUTEl HHOPMALH €CaMONOArOTOBKH KOHCIIEKTOB CaMOIIOAINOTOBKH
JlaGopatopHnast pabota |Temsl 1abOpaTOpHBIX paboT
TectupoBanue [IpumepHBIil TEpeYeHb TECTOBBIX
3a1aHUI
4 OCHOBBI 3aIIUTHI OIIK-6, OIIK-7 |3auér IIepeyens BOIIPOCOB [yIs 3a4eTa
uH(pOpMaLUH B KoHncnekr [IpuMepHBIil nepeyeHb TeM IS
KOMITBIOTCPHBIX CCTAX CaMOIOJITOTOBKH KOHCIIEKTOB CaMOIIOJITOTOBKH

JlaGopartopHnas pabota

Tembl 1a00paTOPHBIX pabOT

TectupoBanue

IIpuMepHBIii IEpeYeHb TECTOBBIX
3alaHUI
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5 CpenctBa 3alIUThI
uHpOpMauu B

OINEPAllMOHHOW CUCTEME

OIIK-7, OIIK-6

Koncmiext
CaMOIIOITOTOBKH

[IpuMepHBIi IepeyeHb TEM IS
KOHCIIEKTOB CaMOIIOArOTOBKH

JlaGopartopHnas pabota

Tembl 1ab0opaTOpPHBIX pabOT

uHpOpMaLUN

TectupoBanue IIpuMepHBIii IEpeYeHb TECTOBBIX
3a1aHUI
OK3aMeH [lepeueHb 3K3aMEHALIMOHHBIX
BOIIPOCOB
6 Cpencrtaa OIIK-7, OIIK-6 |KoncrnekT [TpumepHBIil IEpedeHb TeM s
KpHunrorpaduueckon CaMOIIOATOTOBKH KOHCIIEKTOB CAMOIIOATOTOBKH
3aIUTBI HHOPMALIH JlaGopatopHnast pabota |Tembl 1aOOpaTOpHBIX paboT
TectupoBanue [IpuMepHBIi IepeyeHb TECTOBBIX
3a1aHUI
DK3aMeH [Tepedenn sK3aMeHAIMOHHBIX
BOIIPOCOB
7 CpencrBa 3aIuThI OIIK-7, OIIK-6 |KoHncnekr IIpuMepHBIii IEpeYeHb TEM I
uHpOpMaLuu B CaMOIIOATOTOBKH KOHCIIEKTOB CaMOIIOATOTOBKH
KOPHOPATUBHBIX CETAX Jlaboparopuas pabota |Tembl 1a00paTOpHBIX PabOT
TectupoBanue [TpumepHBIil EpeYeHb TECTOBBIX
3aJaHuN
OK3aMeH [lepeueHb 3K3aMEHALIMOHHBIX
BOIIPOCOB
8 Ynpasnenue OIIK-7, OIIK-6 |KoHncnekT [IpumepHBIil nepedeHpb TeM 11
CpeJICTBaMU 3alUThI CaMOIOATOTOBKHU KOHCIIEKTOB CaMOIIO/ITOTOBKH

JlaGopartopHnas pabota

Tembl 1abopaTOpHBIX pabOT

TectupoBanue IIpuMepHBIii IEpeYeHb TECTOBBIX
3a1aHUI
OK3aMeH [Iepeyenp sK3aMeHAMOHHBIX

BOIIPOCOB

[xana oneHku cHOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCIUIUIMHE TpUBeeHa B Tabnuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU TUIAHUPYEMBIX PE3yJIbTATOB OOYUEHUS IO

JTUCHUILIMHE
®dopmyaupoBKa TpeOOBaHUA K CTETICHH C(HOPMHPOBAHHOCTH
Ouenka Banasr 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00yUCHUS
3HATh YMETh BIIAAETH
2 <60% ot OTCYTCTBHE 3HAHHUU OTCYTCTBHUE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHHO) | MAKCUMAIBHOM | WIIH (hparMeHTapHbIE YMEHUN UITn HaBBLIKOB HJIH
CyMMBI 0aJIOB 3HAHUSA YaCTUYHO (dbparmMeHTapHbBIE
OCBOEHHOE MpUMEHEHNE
yMeHHUe HAaBBLIKOB
3 ot 60% 1o o011ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YIOBJIETBOPHUTEIIHLHO) 69% ot CTPYKTYpPHUPOBaHHBIC HO HE yCIIEITHOE, HO HE
MaKCHUMAaJIbHOU 3HAHUA CHCTEMATUYECKH | CHCTEMATHYECKOE
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MIpUMEHEHNE
yMeHHe HaBBIKOB
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4 (xoporo) ot 70% no c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJieprKaIniue COJIepIKaIIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.

Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Ornenka

dopmynupoBKa TpeOOBAHUH K CTETICHH KOMIIETEHITHH

2
(HEeyAOBIIETBOPUTEINIHHO)

He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase

nJIn

3HaTh HA YPOBHE OPUEHTHPOBAHMS, ITpeicTaBleHUi. O0yJaronuiics 3HaeT
OCHOBHBIC HpI/I3HaKI/I 1501051 TepMI/IHI)I I/ISY‘IaCMOFO DJICMCHTA coz[epmaHI/m, nux
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, I/I306pa)KCHI/I$[X MM CXe€Max " 3HAa€T, K KaKUM HCTOYHHUKaM HY)KHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

(YIOBJIETBOPHUTEIHHO)

3 3HaTh U YMETh Ha PeNPOAYKTHBHOM ypoBHE. OOyJaronuxcs 3HaeT
W3YUYEHHBIN 3JIEMEHT COACP)KaHUS PEMPOTyKTUBHO: MPOU3BOJIBLHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTH B JIEMOHCTPUPYEMBIX
IECUCTBUAX.

4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U

MCPCICKTUBLI Pa3BUTUA U 0COOEHHOCTH AJId pa3HbIX 00BEKTOB YCBOCHUA.

3HaTh, yMETh, BJI/ICTh HA CHCTEMHOM ypoBHE. OOy4JaroIuiics 3HaeT
W3YUYEHHBIHN 2JIEMEHT COACPKAHUS CUCTEMHO, TPOU3BOJIBHO U JIOKA3aTEIIbHO
BOCITPOM3BOUT CBOU 3HAHUS YCTHO, MUCHbMEHHO UJTU B JIEMOHCTPUPYEMBIX
NEUCTBUSIX, YUUTHIBASI U YKA3bIBasl CBS3U U 3aBUCUMOCTH MEX]Y dTHM
AJIEMEHTOM M JIPYTUMHU dJIEMEHTAMU COACPIKAHUS TUCIUTIITUHBI, €T0
3HAYUMOCTD B COJICP>KaHUU TUCIUTIITUHBI.

5 (oTIM4HO)

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. Kakas ¢ainoBas cucrema J0JDKHa OBITh Ha JAUCKE, K pecypcaM KOTOPOTO HEOOXO0IuMO

MIPUCBOUTH KaTETOpUI0 KOH(PUIECHITHATLHOCTH B Secret Net?

exFAT

UDF

NTFS

FAT32

. Kako#i u3 mapaMeTpoB HE yYHMTHIBACTCSA MPU BHECEHUU YCTPOHCTBA B OCJIBIM CIIHMCOK B
DeviceLock?

Nnentuduxarop mpoaykra

WUnentuduxatop npou3BoAUTENS

CTpaHa U3roTOBUTENb

CepuitHblii HOMEP

. Iloxg kakuM ypoBHEM KOHGUIECHIIMATHLHOCTH HEOOXOIUMO BOMTH B CUCTEMY aJMHHHUCTPATOPY,
yToOBI Secret Net mo3BoniIa eMy U3MEHAThH NTapaMeTPhl OTIEPAIIMOHHON CUCTEMBI?

Bricmuii (cTporo kKoH(puIEHIIHAIBHO)

CornacoBaHa Ha noptane Ne 54163 17



10.

1.

12.

13.

Cpennuii (KoH(MUICHIIUATIBEHO)

Husmmii (He KOHpUACHITNATBHO)

AJIMUHHCTPATOPY MOKHO ITPOBOJIUTH HACTPOUKH TO/T JIFOOBIM YPOBHEM

Kakas madopmanus He comepxkutcs B npoduie, coznaBaeMom Ha eToken mis Bxojaa B
ONEPaAllMOHHYIO CUCTEMY?

Jomen

Jlorun

ITuH-xo0x

[Tapons

. Kakas u3 Mmoaeneit pasrpannueHus JocTyna He mpuMensieTcs B Secret Net?

JuckpenroHHass MOAEb

ManpgaTtHas MOJIENb

PoneBast Mmonens

[IpuMeHsIOTCS BCe TTepEYNCIICHHBIC MOCIIH

. Kakum o0Opa3om mpemaocTaBuTh MOJHBIA TOCTYM JUISI JIIOOOH KJIaBHATYpPhl, MOJAKIIOYEHHON K

CHCTEME C YCTAaHOBJICHHBIM 3ampeToM JocTyma K usb-mopram B DeviceLock?

Brectu knaBuatypy B 6enbliii crincok kak Unique Device

BrecTu knaBuatypy B 6enblii crincok kak Device Model

Otxirounts yripasienue goctynom k USB HID B HacTpoiikax 6€301MacHOCTH TPOTrPaMMBI
JIr000i1 U3 IepevrCIICHHBIX BAPHAHTOB

. Kakyto ocHacTky HeoOxoauMoO A00aBUTHh B KOHCOJIb YIpaBJIEHUS, YTOObI MPOBECTH aHAIN3

0€301acHOCTH OTEePAIMOHHON CUCTEMBI?
MonwuTtop IP-6e30macHocTH

CucTeMHbII MOHUTOP

AHanu3 1 HacTpoiika 0€301MacHOCTH
PenakTop 00BEKTOB rpyMImoBON MOJIUTHKH

. Kakoe nefictBue He puKCHUpyeTCs MPU ayAUTE CUCTEMHBIX COOBITHI?

3armmyck JI€MEHTOB CUCTEMbI 0€30MacCHOCTH
OTKITI0YEHHE 3JIEMEHTOB CUCTEMbI O€30M1aCHOCTH
[IpucBoeHrEe NPUBUIIETHI TTOJIH30BATENIO
H3MeHeHne CUCTEMHOTO BpEMEHH

. Kakue nmpaBa npenoctaBisitoTcsl MOJIb30BaTEII0 NMPU MaHAATHOM pasrpaHUYEHHUH JOCTYIa B

cilydae, eciii ypoBeHb KOHGUACHIIMATLHOCTH (haiiia HUKE YPOBHS ceaHca MOoJIb30BaTels?
3anuce

CMeHa BI1azeiblia

Urenue

N3menenue paspenieHni

Kaxoit rpynmsl HacTpoek HeT B mabiioHe 6e3omacHoCcT?

daitnoBas cucrema

CuctemMHbIE CITY>KOBI

[TonuTrka naposeit

[TonuTHKK y4eTHBIX 3anuceit

UTo 13 HIDKETIEPEUUCIICHHOTO SIBJISIETCS TPYIIION HACTPOEK B MI1a0JI0He 0€301acHOCTH?
Otnanka mporpamMm

Coznanue Qaitna moaKauyku

JlokayibHbIE MOJUTHKU

ApxuBanus (ailioB 1 KaTaJoros

Kakoro tuna pe3ynapTaToB aHaidu3a nmapamMeTpoB 0€30MaCHOCTU ONEPAMOHHON CHCTEMBI HE
CyHIECTBYET?

DneMeHT onpe/iesieH B 6a3e U B cUCTeMe, 3HAaUCHUS COBIAAAI0T

DneMeHT onpejienieH B 6a3e U B cUCTeMe, 3HaUeHHsI HEe COBMAIaloT

DneMEHT OTCYTCTBYET B 0a3e U B CHCTEME

DJIEMEHT HE aHATM3UPOBAJICA

Kakwue Turbl 00beKTOB HE MOTYT MOABEPrarbes (PUKCAIMK MPHU ayJUTe JO0CTyNa K 00beKTam?
daiin

Karanor

VYyeTHas 3anuch
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14.

15.

16.

17.

18.

19.

20.

[0¢]

Kurou peectpa

B pe3ynbpTaTe Kakoro AecTBUS mporpamMma, 3arperieHHas IpaBuiioM Xelna, OyaeT 3amyiieHa?
[IporpamMmy nepeHeciiv B ApyTyIo NanKy

[Iporpammy neperMeHoBaIn

[IporpaMMy U3MEHWIN WM 3aMEHWIN Ha IPYTYIO BEPCHUIO

[IporpamMmMy paspeniuiy nOpaBUiIoOM cepTHU(HUKaTa

C nomo1pio Kakoro mpaBuia B MOJIUTHKE OTPAHUYEHHOTO UCIOIB30BaHUS MPOrPaMM MOMKHO
3aMpEeTUTh 3aIyCK JHOOBIX MPUIOKEHUH OT OJHOTO MPOU3BOIUTENA?

[IpaBuiom nmytu

[IpaBuiom xemra

[TpaBunom ceprudukara

[IpaBuiom 30H UHTEpHETA

[TpuHIMI paGoTHl KAKOTO pa3pelIeHUs] XapaKTepU3yeTcsi BO3MOXKHOCThIO co3AaBaTh (aiibl, HO
HEBO3MOKHOCTBIO MX U3MEHATDH WIH YAAIATH?

Urenue

UreHue U BBINOJIHEHUE

3anuce

CHnucoK coIepKUMOro Marku

OTcyTCTBHE HACTPOIMKHU MO KAKOMY MapaMeTpy MOKET NMPUBECTH K OECIOIe3HOCTH Mapamerpa
«TpeboBaTh HEMOBTOPSIEMOCTH MAPOJICH» ?

MakcumanbHbIN CPOK AEUCTBUS AP0

MunumainbpHas JJIMHa Taposis

MuHUManbHBIA CPOK IEUCTBUS MapOIs

[Taponb nomkeH oTBeYaTh TPEOOBAHUSAM CII0KHOCTH

UYem o0yciioBiieHO TpeOOBaHNE HETTOBTOPSIEMOCTH MapOJIeii?

[Taponb He JOMKEH MOBTOPSATH JIOTUH MOJIb30BATENS

VY Bcex moJsib30BaTeNIeH TOJDKHBI OBITh Pa3HbIE TapOIu

[Taponb 10oyKeH OTIIMYAThCS OT HECKOJIBKUX MPEIbITYIINX

B napose He 10mKHO ObITh OJJUHAKOBBIX CETMEHTOB

Kaxkas u3 mepeunciaeHHbIX BO3MOXKHOCTEHN J0cTynmHA aaMuHUCTpaTtopy eToken?
Nuannunanuszanus eToken

[TpucBoenne nmenn eToken

3amats HoBRIM PIN-ko1 eToken, ecnu moas30BaTens 3a0611 €10

[Tpocmotp conepxumoro eToken

Kako#t tunm ayaura B DeviceLock dukcupyer Bce MOMBITKH MOCTyIa, KOTOphIE OBLIU
3a0JI0KUPOBaHBI?

Aynur ycnexa

Aynut pazpenieHui

Aynur 3amnpera

Aynut oTkaza

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

. OCHOBHBIE TpynIibl MEXaHHU3MOB 3allIUTHI ONCPAIUOHHBIX CUCTCM; OCHOBHBIC (byHKI_II/II/I OTHUX

MCXAaHU3MOB.

. [Ipouenypsl uaeHtudukanuu, ayreHTUUKanuM, apropusauuu. OmnpenelneHue, MPUHIUI

NENCTBUSL.

. AyTeHTH(UKaLUs C UCIOJIb30BaHuEM naposeil. [IpuHIun neicTBrs, BapuaHThl peaau3alni,

HEIOCTATKH.
Yrpo3bl npeogosieHuss NapoJbHON 3auuThl. TpeGoBaHUS K MapoiaM sl YBEIUUYCHUS UX
CTOMKOCTH.

. AyteHTudukanus npu nomomu ¢uznueckoro oovekra. [IpuHuMn nercTBUs, BapHUaHTHI

pcainsanun, HECAOCTATKU.

. AyTteHTuduKanus npu MOMOIIM OMOMETpUYECKUX cCUCTeM. [IpuHuMI AeHCTBUSI, BapUaHTHI

pcairsanu, HECAOCTATKU.
33.,[[8.‘-11/1 MCXAaHU3MOB YIIPABJICHUSA JOCTYIIOM.

. IIpyHIUOBl AUCKPELMOHHOTO YyIpaBieHUus AocTynoM. llpemmymecrtBa M HexocTaTku

JUCKPELUOHHOW MOJIEIIH.
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10.

11.

12.
13.
14.
15.
16.
17.

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

[IpuHUMIIBI MAHAATHOTO yIpaBlieHUs JocTymnoM. [IpenMymiecTBa U HEJOCTATKU MaHAATHOM
MOJIETIH.

Cnoco6bl obecreyeHus: 3aMKHYTOCTH MPOTPAMMHOM cpefibl. JJOCTOMHCTBA U HEAOCTATKH 3TUX
METO/IOB.

VYpoBHM 6€30MacCHOCTH U MpaBHIIa MOJUTUKHA OTPAaHUYEHHOTO UCIONIb30BaHus nporpamMm B OC
Windows. [IpuoputeTsl HCTIOIb30BaHUS TTPABUIL.

Crioco0sbI pa3rpaHUYEHHS IOCTyTa K yCTPOHUCTBaM. THIIBI MPaB IOCTYyMa K YCTPOMCTBAM.

benbrit ciucok ycTpoicTB 1 CrTOCOOBI €T0 TPUMEHEHUSI.

AyIuT B oniepalMOHHBIX CUCTEMAaX. 3aJjauu ayauTa.

CoOwrtHs, moasepraemeie ayauty B OC Windows.

Cocras ma6nona 6e3onacHoctu B OC Windows.

3amaun, penraemMble ¢ UCMOJIb30BAHUEM OCHACTKU «AHallM3 M HAacTpolKa 0€30MacHOCTH» B
Windows.

Kakwue nporokoibl nogaepxxusaet [1S?

Uto takoe HTTP-cepBep?

Urto takoe FTP-cepsep?

Yro takoe VPN?

Kakue cyiiecTByt0T ypoBHHM NPOTOKOJIOB 3alIMIIEHHOTO KaHaia?

ITo xakomy mapameTpy 00bI9HO KinaccupuupyotT VPN?

Yem oTIIMYAIOTCS BUPTYaJIbHbIE MAIIUHBI IS CEpBEpa U KIueHTa?

Kakwue tunel kimoueit ecte B OpenVPN?

Uto Takoe (aitioBbIil KOHTEHHEP?

Yem oTauvaeTcsi CKPBITHI TOM OT 0OBIYHOTO?

Jnst yero HeoOXoAMMAa OUHMCTKA JUCKA IPU MIU(PPOBAHUU CUCTEMHOT'O AUCKa?

Urto Takoe kpuntonpoBanaep?

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

. [osicaute nmapamerp «Ilaposib 1oKeH OTBeUaTh TPEOOBAHUAM CIIOKHOCTHY» U MEPEUUCITUTE

MUHHMaJbHbIe TPeOOBaHUs, KOTOPHIM JOJDKHBI yAOBJIETBOPATH MapOJU, €CIU Mapamerp
BKJTIOYCH.

Bo3MoxHO 711, 4TO Y4E€THAs 3alIUCh HE OyJeT OJIOKMpOoBaHa MPH KOJIMUYECTBE OMIMOOK OOJIbIIIEM,
YeM yCTaHOBJICHHOE ITOPOroBOe 3HaueHHe?

B 4ém cocTouT oTiMUMe KOHPUTIYypallMH KOMIbIOTEpa OT KOH(UTYpaIUu MOJIb30BaTENs B
rpyNIOBON NOJUTHKE?

OxapakTepu3yiTe TUCKPELIMOHHYIO MOJEIb YIPABICHUS JOCTYIIOM.

Packpolite MoHATHE HACIENOBAHUS PA3PEILICHUMN.

Kak co31aTh MONMUTUKY OTPaHUYSHHOTO UCIIOIB30BAHUS IPOTrpaMM?

B yem ocHOBHOE MPEMMYIIECTBO MIPaBUiIa Xellla epel IPaBuiIoM ImyTH?

[TpuBenuTe TpU MpUMepa UCIOIL30BAHMS IPUOPUTETA MIPABUIL.

Kakune tunbl 00beKTOB MOTYT MOJBEpraThcs (pUKCAIUU IPH ayIUTe JOCTyHa K 00beKTam?
Kakue nipu 3ToM (pukcupyrorcst 1aHHbIE?

Kakum 00pa3om mpoucxoauT HaCTpOKa ayauTa A0CTyna K o0beKTam?

. Kakum 06pa3om mpu momouu BCTPOCHHBIX CPEACTB onepanuoHHon cucteMbl Windows XP

MOKHO OCYILIECTBJIATh KOHTPOJb LIETOCTHOCTH HACTPOEK, CBS3AHHBIX ¢ MH()OPMALMOHHOMN
6e30macHOCThI0?

Yro takoe «I1labion OezomacHoCT»?

Jnis yero mpeaHa3HaYeHa OCHACTKa « AHAJIN3 M HACTPOiiKa 6e301macHOCTI» ?
Onwumute anroput™ padoTsl mudpoBaHHOM (aitnoBoii cucreMbl Windows.
Yro Takoe TPM?

Jl1s1 yero Hy»Ha JI€KTPOHHAs OJIUCH?

Jliis uero npeaHa3HaYeHbl CEKPETHBIM U OTKPBITHIN KITIOUM MU(BPOBAHUS?
Yro Takoe 0HOpAHroBasi CeTh?

KakoBbI 10CTOMHCTBA U HEAOCTATKH OJJHOPAHTOBBIX ceTen?

Yro Takoe ynaneHHbIN AOCTYyn?

Yro Takoe nomeH?

CKOJIbKO KOMITBIOTEPOB MOYKET HAXOAUTHCS B JOMEHE?

Yto noHuMaeTcs noj rpyninoBoi MOJIUTUKOMN?
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24. B ueM paznuuue MEXIy JIOKaJbHBIMH MOJUTUKAMU 0€30MaCHOCTH U TPYNIIOBBIMU MOJUTUKAMHU
nomena?
KakoBa cTpykTypa 00beKTa rpyInoBoi MOJIUTUKH, B KAKOW MOCIEI0BATEIbHOCTH TPUMEHSIOTCS
paszensl 00bEKTa TPYITIOBOM TOTUTHKH?

25. KakoBo Ha3Ha4YeHHE aAMUHUCTPATUBHBIX IIA0JOHOB B T'PYMNIIOBOM MOJMTHUKE, KaK CO37aTh
HOBBIN aJIMUHUCTPATUBHBINA Ma0I0H?

26. ]Iy KOro 4ero MO>KHO MPUMEHATh PEKUMbI TUTAHUPOBAHUS M BEJICHHS )KYPHAJIOB?

27. Jlyis 4ero Hy>KeH XypHaJsl nmaposjen?

28. Uto coxepxutcs B koHTeiHepe Konduryparus nporpamm?

29. Uro conepxutcs B konteitHepe Konduryparus Windows?

9.1.4. IlpuMepHbIii NepeYyeHb TeM ISl KOHCIIEKTOB CAMOINOAT0TOBKH

BupryanbHble MalIMHBI

Yupasnenue pecypcamu B OC Windows

VYnpasienue cucteMHbIME ciyx06amu u porieccamu B OC Windows
Kpunrorpaduueckas 3ammura 00bexToB (aitnosoit cucremsl B OC Ubuntu
BbIcOKOypOBHEBBIE CETEBbIE CITYKOBI

Nk W=

9.1.5. TembI J1a00paTOPHBIX PadoT

AnvunHCcTpUpoBaHue yueTHbIX 3anuceit B OC Windows

JIMCKpeMOHHBIN MEXaHU3M pa3rpaHUYCHHsI TOCTyNa K (aliJIOBBIM 00BEKTaM

Pasrpannuenue 1ocTymna K 3amycKy NporpaMMHOT0 o0ecreyeHus

Aynut coObITHIT 6€30TTaCHOCTH ONEPAITMOHHOW CHUCTEMBI

AHanu3, HacTpoWKa U KOHTPOJIb LIEIOCTHOCTH MapaMeTpoB 0€30MaCHOCTH MOJCUCTEMBI 3aLUThI

Kpunrorpadudeckas 3amura 00bekToB ¢ainoboii cuctembl B OC Windows

[Tpumenenue muppoBaHUs U AEKTPOHHOM MOAMKUCH B AIEKTPOHHOM JOKYMEHTO000pOTE

OZIHOpPaHTOBBIE CETH

Hacrpoiika nomena va npumepe Active Directory

MmuorodakTopHas ayTeHTU()HUKAIKS ¢ TOMOIIBIO (PU3UIECKOTO 00BEKTa

. Pasrpanndenue qoctyna K ycTpoicTBam

. ManpmatHpIif MEXaHU3M pa3rpaHUdeHUs JOCTyna K (pailioBbIM 00BEeKTaM

. [IpumeHeHne KpUNTonpoBaiiiepoB Ha aBTOMaTU3UPOBAHHOM paboyeM MecTe

. [Ipumenenue cpeacTB kpuntorpaduueckoil 3amuTsl HHGOPMALUY HA aBTOMATU3UPOBAHHOM
paboueM MecTe

15. MexceTreBbie SKpaHbl

16. BuprtyanbHble 3alIUIIIEHHBIE CETH

17. IIpuMeHeHne cpeaCTB 3amuThl HHGOPMAIUH 1JIs KOHTpoJis 1esocTHocTr OC

18. LlenTpanu3oBaHHas 3allMTa OT BUPYCOB B JIOKAJTBLHOM CETH

._.
SN h WD —

p—
A WN —

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramlileii caMoCTOATEIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporuecca.

Hauatp n3ydeHne MTUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrostenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHus: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOANMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOU JIuTeparype U MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa 00pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IONYJAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHalbl, IOCBSLICHHBIE PAa3JIMYHBIM acCIEeKTaM
y4eOHOH JUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUHU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU NPOCMOTP Marepuana OCYLIECTBISUTE CO CKOPOCTbIO, JOCTATOYHOMU M
WHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHUS MaTepuasa, BbIIEISAs OCHOBHBIE UJEU; HA OCHOBAaHUHU
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HU3YyUYCHHOT'O COCTaBHUTh TC3UCHI. OcBouB Mart€puall, MOMNbITaTECA COOTHECTH TCOPUIO C IMMpUMEpaMU U3

MIPaKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyalbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB ¥ 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUILUIUHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

310POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Ta0mwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHalbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJINJIOB

Kareropuu o6yuaronuxcs

Buapl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DOopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00y4YeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pA0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue o BOIpoOcam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUSIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PaOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

IIpeuMy1ieCTBEHHO POBEPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PEKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHou hopme;

— B II€YaTHOW (hOpMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHMUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3J0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yt{a}0m1/1xcs{ npeaycMaTpmuBacTCd
nocTymHas popMa npeoCTaBICHIs OTBETOB HA 3aJJaHHS, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIyT aCCHCTEHTA;

— MPEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusl pe3yJbTaTOB OOYYEHHS JUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
30pPOBbSI U MHBAIUIOB 10 AUCHUILIMHE TPEIyCMAaTPUBACT MPEeAOCTaBlIeHnEe HHPopManuu B GopMax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbSI U BOCIIPHATHS HHPOPMAIIUH:

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUIaTeIbHOT0 anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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