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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmasnibHOCcTH) 10.03.01 MHbopmarmonnas 6e3omacHoCTh, yrBepxkaeHHOro 01.12.2016 rona,
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dopMUpOBaHUE Y CTYJACHTOB 3HAHUN MO OCHOBAM 3alTUThl HHGOPMAIIMHA B KOMIIBIOTEPHBIX CHCTE-
Max IpH MOMOIIM MPOrPaMMHO-AINAPATHBIX CPEJICTB, HABBIKOB U YMEHUH MO NPUMEHEHUIO MPOTrPaMMHO-
armapaTHBIX CPEJICTB 3alUThl HH(GOPMAIMK B KOHKPETHBIX YCIOBUAX, 0a30BbIX 3HAHUM M YMEHHI pa3pa-
OOTKM KOMITIOHEHTOB MPOTPaAaMMHO-ANMAPATHBIX CPEICTB 3aLUTHI HHPOPMAITUH.
Pa3zButne B mporecce 00ydeHus CUCTEMHOTO MBIIIUICHHS, HEOOXOMMOTO TSl pEIIeSHUs 3a1ad 3a-
HIUTH HTHPOPMAILIMH C YY4ETOM TpeOOBaHMI CUCTEMHOTO TOJXO0/A.

1.2. 3agaun JIMCHMIIINHBI

— JlaTb 3HaHUS MO KOHLENIMH oOecrieyeHnss UHPOPMAITMOHHONW 0€30MacHOCTH KOMIIBIOTEPHBIX
CHCTEM;

—  TIpOrpaMMHO-aNIapaTHBIM CPEICTBAM, PEAM3YIOIIUM OTIeNbHbIE (PYHKIIMOHAIBHBIE TPEOO-
BaHUs 10 3allUTE;

— MEeTOJaM U CPeACTBaM XpaHEHHs KJII0YeBOH HHPOpMaLIUY;

— METOJaM U CPEJCTBaM OIPaHMYEHUS JOCTyNa K KOMIOHEHTAaM BbIUHCIUTEIbHBIX CUCTEM;

—  METOoJaM 3alllUThl OT BPEJOHOCHBIX MPOrpamm;

—  3aluTe NpOorpaMM OT U3MEHEHHUS U KOHTPOJIIO LIEIOCTHOCTH;

—  3a/1a4aM ¥ TEXHOJIOTUH CePTU(UKAIIUH TPOrPaMMHO-AMIAPATHBIX CPEJCTB 3alUTH HHPOpMa-
IIUU Ha COOTBETCTBUE TpeOOBaHUAM HH(DOPMAIIMOHHON O€3011aCHOCTH;

—  MeToJaM pa3pabOTKU KOMIIOHEHTOB CPEJCTB 3aLIUThl HH(OpPMALIHH.

2. Mecto mucuuniuebl B ctpykrype OIIOII

Huctummuna «IIporpamMmMHo-anmaparHeie cpeactBa 3anmuthl nHGopmarun» (b1.61.07.03) otHO-
cuTcd K 65oky 1 (BapraTtuBHast 4acThb).

[TpenmecTBYOUMMH TUCIUIUIMHAMY, (POPMUPYIOIIMMH HavaldbHbIe 3HaHUS, SBIsIOTCS: bezomnac-
HOCTB OTIEPAIlMOHHBIX CUCTeM, J{UCKpeTHas MaTeMaTtrka, MonienupoBaHie aBTOMaTU3UPOBAHHBIX UH(OP-
MalMOHHBIX cucTteM, OpraHu3allMOHHOE W TIPaBOBOE oOecreueHue WHOOPMAIMOHHONW 0e30MacHOCTH,
OcHoBbl HH(pOpMaIOHHOH Oe3omacHoCcTH, [IpuKknagHas kpunrorpadus, YnpaBieHHe CPEICTBAMU 3alll-
ThI HTH(GOPMAIIHH.

[TocnenyomumMy AUCHUIUTUHAMU SBISIOTCS: 3allMTa BBITYCKHOW KBAIM(UKAIIMOHHON palOTHI,
BKJIIOYasl MOATOTOBKY K MPOLIEAYPE 3aIIUThI U MPOLEAYPY 3aIUTHI.

3. TpeGoBanusi K pe3yJibTATAM OCBOEHMS JUCUMILIUHBI

[Tponecc n3yyeHus JUCUMIUIMHBI HApaBiIieH Ha (JOPMHUPOBAHUE CIEAYIOIINX KOMIIETSHIIUI:

— OIIK-7 ciocoOHOCTRIO onpeensaTh HHGOPMAIIMOHHbIE PECYPCHI, MOIekKAIINE 3aIIUTE, YTPO-
361 6€30aCHOCTH MH(OPMALIMU U BO3MOXKHBIE ITyTH UX peau3allii Ha OCHOBE aHAJIN3a CTPYKTYPHI U CO-
Jep>KaHusi THPOPMAIIMOHHBIX IPOIECCOB U 0COOEHHOCTEN (DYHKIIMOHUPOBAHUS 00BEKTA 3aIIUTHI |

— TIK-1 cmocoOHOCTBIO BBITIONHATH PA0OTHI IO YCTAHOBKE, HACTPONKE M OOCITY)KMBAHHIO TIPO-
rpPaMMHBIX, MTPOrPAMMHO-AIMAPATHEIX (B TOM YHCIE KPUNTOTpahUIEecCKHX) U TEXHUUYECKUX CPEACTB 3a-
[IUTH HTHPOPMAIINH ;

— IIK-2 crnocoOHOCTBIO IPUMEHATH NPOrPaMMHBIE CPEJCTBA CUCTEMHOIO, NMPUKIIAJHOIO U CIE-
LMAaJIbHOTO HA3HAYEHUS, THCTPYMEHTAJIbHBIE CPEJCTBA, 3bIKK M CUCTEMBI IPOTPaMMHUPOBAHUS ISl pelie-
HUS TPO(heCCHOHANTBHBIX 33/aY ;

— IIK-12 crnocoOHOCThIO MPUHUMATh Y4acTHE B MPOBEICHUU IKCIEPUMEHTANBHBIX HCCIIEI0Ba-
HUU CHCTEMBI 3allUTHl HH(OPMALINK;

B pesynbrare u3ydeHus: IUCUUIUIMHBI 00Y4arOIUNHCs JOKEH:

— 3HATh NMPOTPaMMHO-ANIMAapaTHBIE CPEACTBa oOecreueHUsT HHPOPMAIIMOHHON 0e30MacHOCTH B
TUIIOBBIX aBTOMATU3MPOBAHHBIX CHUCTEMaxX; OCOOEHHOCTH NMPUMEHEHHsS NMPOTPAMMHBIX H IPOrPaMMHO-
anmapaTHBIX CPEACTB 3alIUThl MH(OPMAIIMU B aBTOMATU3HPOBAHHBIX CHUCTEMaX; TUTIOBBIE CPENCTBA, METO-
JIbl ¥ TIPOTOKOJIbI UACHTU(PUKAIINY, ayTeHTU(UKALUN U aBTOPU3ALINN; PYKOBOJSIINE U METOANYECKUE JI0-
KYMEHTHI YITOJIHOMOYEHHBIX (hefiepaibHbIX OPTaHOB MCIIOJHUTEIHHON BIACTH MO 3aIIUTE HHPOPMALIHH.

— yMmetb [IpoBoauTh BRIOOp MpOrpaMMHO-ANIAPATHBIX CPEACTB OOecTiCYeHUsT MH(POPMAIOH-
HOM 0€30IacHOCTH JIJIsl UCIIOJIb30BaHMsI X B COCTaBE aBTOMAaTU3UPOBAHHOM CUCTEMBI C LIEJIbI0 obecreye-

CornacosaHa Ha noprane Ne 50372 3



HUS TpeOyeMOro ypoBHS 3aIIMIICHHOCTH aBTOMAaTU3HUPOBAHHOW CHCTEMBI; KOH(PUTYPHPOBAThH MAapaMETPhI
CHCTEMBI 3aIIUTHl HHPOPMALIMU aBTOMATH3UPOBAHHOW CHCTEMBI B COOTBETCTBUU C €€ IKCILTyaTallMOHHOM
JIOKyMEHTALUeHN; UCII0Ib30BaTh IIPOrPAMMHBIE U IIPOrPAMMHO-AIIIAPATHBIE CPEACTBA JJI1 YHUYTOXKEHUS
nH(}OpMaIu 1 HOCUTENIeH HHPOPMAITUH.

— Baaaerb HaBbikamMu pazpaOOTKHU apXUTEKTYphl CHCTEMBbI 3aIUTHl HHPOPMAIIUN aBTOMATU3H -
POBaHHOW CHCTEMBI; HABBIKAMH MPOTHBOACHCTBHS BPEIOHOCHOMY MPOTPAaMMHOMY OOECIICUEHUI0; HABbI-
KaM¥ pa3pabOTKH MPOTPAMMHBIX U IPOTPAMMHO-aIIapaTHBIX CPEACTB Il CUCTEM 3allUThl HH()OpMaIHu
ABTOMATU3UPOBAHHBIX CUCTCM.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TPyI0eMKOCTh AUCIUILTHHBI COCTaBIsAeT 3.0 3a4eTHBIX €AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
8 cemectp

AynuaTopHbI€ 3aHATHS (BCETO) 60 60
Jlexuu 24 24
[IpakTuueckue 3aHATHS 36 36
CamocTosiTenbpHas padboTa (Bcero) 48 48
BrinosiHeHME MHAUBUAYAJIBHBIX 3aJaHUN 18 18
[TpopaboTKa JIEKITMOHHOTO MaTepuaia 14 14
[ToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 16 16

Bcero (0e3 ax3amena) 108 108
OO6mast TpyI0€MKOCTb, 4 108 108
3aueTHble EquHuIb 3.0 3.0

5. Conepxxanue 1MCUMILITHHBI
5.1. Pa3nesbl AMCHMIIMHBI M BUAbI 3aHATHI
Paznensl TUCIUIUTAHEI ¥ BUABI 3aHATHN PUBEACHBI B Tabmmie S.1.
Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI
Bcero
4acoB
[pak. Cam. dopmupyembie
Ha3Banus pa3nenoB TuCHUTLTAHB Jlek., 4 P (Ge3 PMHDY
3aH., 4 | pa0., u KOMIIETEHIIUN
9K3aMEH
a)
8 cemecTp

1 TeopeTnueckue acCeKThl IPUMEHEHUS TIPO- 6 0 12 18 OIIK-7, ITK-1,
IpaMMHO-aMNMapaTHbIX CPEACTB 00ECIeUeHU s IIK-12
MH(OPMaIIMOHHON 0€30M1aCHOCTH.

2 IlporpamMmHo-arinapaTHbie CpeCcTBa 00ec- 16 32 30 78 OIIK-7, TTK-1,
neYeHusl THHOPMAIIMOHHON 0€30TacHOCTH. IK-12, TIK-2
3 HopmaTtuBHBIE JOKYMEHTBI, PETYIHUPYIOLINE 2 4 6 12 OIIK-7, IIK-1,
MIPUMEHEHHUE MPOrPAMMHO-AIIAPaTHBIX [IK-12
CpPEeACTB 3alIUThl HPOPMALIUU

Hroro 3a cemectp 24 36 48 108

Hroro 24 36 48 108
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3ienaoB TUCIUILIKH (TI0 JICKITHSIM)

HazBanus pa3aciioB

CopeprkaHue pa3aesioB JUCHUTLTUHEI (110
JICKITHSIM )

TpynoemkocTs,
q

dopmMmupyemsble
KOMITETEHIIUU

8 cemecTp

1 TeopeTnueckue
ACTICKTHI TPUMEHEHHS
IPOrpaMMHO-
anrmapaTHbIX CPECTB
obecrieyeHus
nH(pOPMaIMOHHON
0€30IacHOCTH.

[TonsiTrie monuTuku 6e3omacHocTH. Onuca-
HUE TUTIOBBIX MOJIUTUK O€30MMaCHOCTH. YTPO-
36l 6€30MAaCHOCTH KOMITBIOTEPHBIX CUCTEM.
Mopnenb KoMIbrOTEpHOM cucTtemsl. [loHsTHE
MoOHHTOpa Oe3omacHocTH. KoHnenmus auc-
nerdyepa poctyma. ObdecrneueHue rapaHnTui
BBITIOJTHEHHUS TTOJIMTUKU Oe30macHOCTH. Me-
TOJI TEHEPAIUH U30JUPOBAHHON MTPOTpaMM-
HOM CpeJibl MPU MPOSKTUPOBAHUM MEXAHU3-
MOB TapaHTUPOBAHHOTO TIOJICPKAHUS TTOJTH-
TUKH 0e30macHOCTH. Mojienu 6e30macHoro
B3aumoiericteus B KC. Ilpouenypa naeHtu-
¢dukanuu 1 ayreHTUUKAIMU: 3alIiTa Ha
ypoBHe pacupenuit Bios, 3amura Ha ypoB-
HE 3arpy34rKOB ONEPALIMOHHON CPEbI.

Hroro

OIIK-7, IIK-1

2 IIporpammHO-
anrmapaTHBIE CpEICTBA
obecrieueHus
UH(OOPMAITMOHHON
0€3011acCHOCTH.

OCHOBHBIE TIPUHIIHIIBI CO3/aHUS TIPO-
IrpaMMHO-aMIMapaTHbIX CPEACTB 00eCTIeUeHUs
uHpOpMamonHoii 6e3onacuocTH. [1po-
IrpaMMHO-aMIapaTHbIE CPEJICTBA, PEATH3YIO-
1€ OTJIeNbHbIE (YHKIIMOHAIbHbIE TPEOOBA-
HUS 110 3allUTe, X IPUHIMIbI 1eHCTBUS U
TEXHOJIOTHUECKHE 0coOeHHOCTU. B3anmo-
neiicTBre ¢ 001IeCUCTEMHBIMI KOMITOHEHTA-
MU BBIYHUCIIUTENBHBIX CHCTEM. METOIbI 1
CpeZcTBa OrpaHUUYEHHsSI JOCTYIA K KOMIIO-
HEHTaM BBIYUCIUTEIBHBIX CUCTEM. MeTObI
U CpeJICTBA MIPUBSI3KU MPOrPaMMHOIo odec-
MIEYCHHS K alliapaTHOMY OKPYKEHHIO U (u-
3MYECKUM HOCHUTEISIM. YIIpaBJIeHUE KITto4a-
MU KpUNTOrpapuuecKuMu KirogyaMu. MeTo-
JIbl ¥ CPEJICTBA XpaHEHUs KIIF0ueBON HHPOP-
Maluy. 3aluTa IporpaMM OT U3YdeHHsI.
Crioco0bl BCTpanBaHUs CPEACTB 3alIUTHI B
IporpaMMHO€e oOecreueHue. 3amura ot pas-
PYIIAIOLIMX IPOTPAMMHBIX BO3JEHCTBUI U
BPEIOHOCHOT'O IIPOrPaMMHOT0 00ECIICUCHHUSI.
3amura nporpaMM OoT U3MEHEHUS U
KOHTPOJIb [[EIOCTHOCTH.

Hroro

OIIK-7, IIK-1

3 HopmaruBHbIE
JIOKYMEHTHI,
perympyromme
MIPUMEHEHUE
MIPOTpaMMHO-
anmnapaTHbIX CPEACTB

Pornb cranmapToB nHpOpMaInoOHHOM 0e3-
onacHOCTH. JJokymeHnTsl ['ocynapcTBeHHOM
TEXHUYECKOU KoMuccruu Poccun. 3amaun u
TEXHOJIOTHSI CepTU(UKAIIMY TPOTPAMMHO-
anmnapaTHBIX CPEICTB HA COOTBETCTBHE Tpe-
60BaHMSIM HH(POPMALIMOHHOM GE30MaCHOCTH.

OIIK-7, ITK-1
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3amuThl nHGopMaruu | OCHOBHBIE KaTeropuu TpeOoBaHMIl K Mpo-
IPAaMMHOM M NPOrpaMMHO-aINapaTHOM pea-
JN3aIUU CPeACTB obecreueHust uHopmanu-
OHHOM Oe3omacHocTu. [lokazarenu 3amu-
HIEHHOCTH CPEJICTB BBIYMCIUTEIbHON TEXHHU-
KM OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Kiacchl 3aunieHHOCTH aBTOMaTU3UPOBaH-
HBIX cucTeM. TpeboBaHUs K MPOIIECCY cep-
TU(UKALINUY TPOAYKTa HHPOPMAITTOHHBIX
TEXHOJIOTU I

Hroro 2

Hroro 3a cemectp 24

5.3. Paznenbl JMCUMILNIMHBI M MEKIMCUMIUIMHAPHBIE CBSA3H ¢ 00ecneYnBAKIIMMH (NpeAbl Ty IIUMHU)
U o0ecnieynBaeMbIMH (MOCJIEAYONIUMH) TUCHUIIHHAMU
Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAIOIIMMHU (TIPEABIAYIIUMH) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEICTAaBIEHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCHUTUIMHBI M MeXAUCIUIINHAPHBIEC CBSI3U

Ne pa3znienoB JaHHOW TUCIUIUIMHBL, JJISI
KOTOPBIX HEOOXOIUMO U3YYCHHE

JTUCIUILTUH
1 2 3

[IpenuecTByromue JUCUUTIIUHBI
1 be3omacHOCTh OnepaloOHHBIX CUCTEM + +
2 JluckpeTHasi MaTeMaTuKa +
3 MopaenupoBaHue aBTOMaTU3UPOBAHHBIX HH(POPMALIHOH- N N
HBIX CUCTEM
4 OpraHu3aloHHOE 1 IIpaBoBoe obecnieueHne HHPpopma- 4
LIMOHHOM 0€3011aCHOCTH
5 OcHoBBI HHPOPMAITMOHHOM 0€30TTacCHOCTH + +
6 Ilpuxmannas kpunrorpadus
7 YnpaiieHue cpeAcTBaMy 3alUThl HH(GOpMAIUN

[Tocnenyrouiye TUCHUIIITUHBI

1 3amuTa BBIMYCKHOM KBaTU()UKAITMOHHOM PaOOThI, BKITIO-
4Jas MOArOTOBKY K IIPOLEAYPE 3aIUTEI U IIPOLEAYPY 3allU- + + +

ThI

5.4. CooTBeTCTBHE KOMIIETEHIIHIA, (POPMUPYEMBIX NPH U3YyYEeHUU THCHHILUIMHBI, 1 BUI0B 3aHSI THIi
CoOTBETCTBHE KOMIIETCHIMH, (OPMUPYEMBIX MPH W3YYCHHH ITUCLUIUIMHBI, W BHIOB 3aHATHI
npezcTaBiIeHo B Tabmmie 5.4.
Tabmuua 5.4 — CoOTBETCTBHE KOMIIETCHIUH, (POPMUPYEMBIX MPH U3yYCHHU AUCIUIUTHHBI, U BUOB 3aHs -
THHU

KoMmmerenun Bungw! 3ausaTuit

@DOopMbI KOHTPOJIA

" Jlek. [Ipak. 3aH. Cawm. pa6.
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OIIK-7

OT4YeT Mo MHAUBUYATBHOMY 3a-
nanuto, KoHcekT caMonoaroToB-
KM, 3amuTa otdyera, Onpoc Ha 3a-
HATUSIX, 3a4€T, BeICTyMIIeHne
(moknan) Ha 3aHaTuH, Tect, OT-
YET MO MPAKTUYECKOMY 3aHSITHIO

I1K-1

OT4YeT 1Mo MHAUBUYATBHOMY 3a-
Januio, KoHCIIeKT caMOnoAroToB-
KM, 3amuTa otdyera, Onpoc Ha 3a-
HATUSIX, 3a4€T, BeIcTyIienue
(moknan) Ha 3ansaTuu, Tect, OT-
YET MO MPAKTUYECKOMY 3aHSITHIO

I1K-2

OT4eT o MHANBUAYAIBHOMY 3a-
JaHuio, 3ammTa otyera, Ompoc
Ha 3aHATHUSX, BeICTyTIIeHHE
(moknan) Ha 3aHsaTuu, Tect, OT-
YeT M0 MPAKTUIECKOMY 3aHSITHIO

[IK-12

OT4YeT Mo MHAUBUIYATBHOMY 3a-
naHuo, 3amuTa oryeta, Omnpoc
Ha 3aHATHAX, BeicTyrIeHHE
(moknan) Ha 3aHsaTuu, Tect, OT-
YeT MO MPAKTUYECKOMY 3aHSITHIO

He mpenycmorpeno PVYII

7. JIabopaTopHblie padoThI

He npenycmorpeno PVYII.

6. UaTepakTuBHBIE MeTOABI M (OPMBbI OPraHU3ALMHN 00yUEeHHUS

8. IIpakTHyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHAPOB) NpuBeaeHo B Tabiuue 8.1.
Tabmuua 8.1 — HaumeHoBaHME NIPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)

HaumenoBaHne npaktuueckux 3aHatuil | Tpynoemkocts, | DopmMupyemslie
Ha3zBanus paznenos
(cemuHapoB) q KOMITETEHITUU
8 cemecTp

2 IIporpammHO- N3y4yenne cOBpeMEHHBIX TPOrPaMMHO-AIIIA- 8 ITK-1, TIK-12
anrnaparHble CPe/ICTBA | paTHBIX CPENICTB oOecieueHust UH(popMalu-
o0ecrnieuyeHus OHHO Oe3omacHocTH. HazHauenwue, GpyHK-
UH(POPMAITMOHHON II1UH, 00J1aCTh MPUMEHEHHs! IPOrPaMMHO-
0€3011acHOCTH. anmapaTHbIX CPEICTB 3alIUThl HH(POPMALIUH.

W3yueHue u cpaBHeHHE 0COOEHHOCTEH 1 aHa-

JIOTOB MPOrPaMMHO-AMNIAaPaTHBIX CPEICTB

obecreyeHus nHGOPMAIIMOHHON Oe30MacHo-

CTH pa3iINYHbIX KaTeropuil.

Pazpabotka 3amumiennoro 10 ¢ npumene- 24

HHUeM anmapatHbix kmoderd eToken

Htoro 32
3 HopmaTtuBHBIE N3yyenne HOpMaTUBHOM JOKYMEHTAIINH, B 4 IIK-1, ITK-12
JIOKYMEHTBI, TOM YHCJIE PYKOBOJSAIIUX U METOAUYECKUX
perynupyroniue JTOKyMEHTOB YTIOJTHOMOUYEHHBIX (eniepab-
IIPUMEHEHNE HBIX OPTaHOB UCIIOJIHUTEIBHON BIACTH 110 3a-
MIPOrpaMMHO- mure nHpopmaruu. [Touck mporpaMMHo-

7
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annaparHbIX CPEJCTB | alllapaTHBIX CPEACTB 3aIUThl HHPOPMALUH,
3alIUThl UHOPMALIUK | COOTBETCTBYIOIINX TPEOOBAHUSM PYKOBO/IS-
IUX JOKYMEHTOB.

Hroro 4

Hroro 3a cemectp 36

9. CamocTtosiTe1bHasi padoTa
Bunasl camocTosiTenbHO paboThl, TPYIOEMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU MTPEICTABICHHI B
tabmune 9.1.
Ta6muia 9.1 — Buabl caMocTosITeIbHOM paboThl, TPYAOEMKOCTh M (hOpMUpPYEMble KOMIETEHIIH

Bunel camocrostensHort | Tpynoemkocts, | DopMupyemblie
HasBanus paznenos a Py ’ pMHDY @DopMbI KOHTPOJIA
paboThl q KOMITETEHIIUU
8 cemecTp
1 Teopetnueckue |IloaroroBka k mpakTuue- 2 ITK-1, [IK-12  |3auét, Onpoc Ha 3a-
ACTEKThI CKHUM 3aHSTUSM, CEMHUHA- HATUSIX, OTYET Mo
MIPUMEHEHUS pam WHJUBHU1yaJIbHOMY
I MMHO- Huto, TecT
porpa N [TpopaboTka JIEKITMOHHO- 4 3aliaHmo, 1ec
anmapaTHbIX
p ro Marepuaina
CPEICTB
obeceueHus Belnonnenne nHIUBUAY- 6
MHPOPMALHOHHOH | ATPHBIX 3a1aHHil
0€30I1aCHOCTH. HWtoro 12
2 IIporpammHo- [ToaroroBka kK mpakTuye- 12 OIIK-7, IIK-1, |3auér, 3ammura otue-
arapaTHble CKHM 3aHSATHUSAM, CEMUHAa- [IK-12, TIK-2  |Ta, Onpoc Ha 3aHs-
CpeAcTBa pam Ttusix, OTY4ET 1Mo uH-
TIeYCHUS UBUyaTbHOMY 3a-
obecnete . |IIpopaboTka JIEKIIHOHHO- 8 AMBHILY 0 OMYy 3
nH(OPMAITMOHHON HU TYET I
(bopManHOHHO ro Marepuaia JLaHHMIO, T 110
0€30I1aCHOCTH. MIPaKTUYECKOMY 3a-
Belnonnenre nHIUBUAY- 10 asTuio, TecT
aIBLHBIX 3aJaHui
Hroro 30
3 HopmatuBHbIE IToaroroBka K nmpaxkTuye- 2 I1IK-1, I[IK-12  |Onpoc Ha 3aHATHSX,
JIOKYMEHTHI, CKHUM 3aHSTUSM, CEMHUHA- OT4eT Mo UHIUBHU-
pErynupyronme pam yallbHOMY 3aja-
MPUMEHEHU Huto, Tect
PHMCHCHHC [TpopaboTka JEKIMOHHO- 2 10, 1ec
MIPOrPaMMHO-
porp N ro Marepuaina
anmapaTHbIX
CPE/ICTB 3aIUTHI Brinonnenne uHaUBUAY- 2
nHbOPMAIHH AJIbHBIX 33JJaHUN
Hroro 6
Hroro 3a cemectp 48
Hroro 48
10. KypcoBoii npoekTt / KypcoBasi padora
He mpenycmotpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4arouXcst

11.1. banibHbIe OLEHKH AJIs1 3JIEMEHTOB KOHTPOJIA
Ta6mura 11.1 — banmpHbIE OIEHKH [T SJIEMEHTOB KOHTPOJISI

DneMeHThl yueOHOI MakcumanbHbIN MakcumanbHbIN MakcumanbHbIN Bcero 3a
NEeATENbHOCTH 6amn Ha 1-yto KT ¢ | ©Oamnn 3a nepuon 6asu1 3a mepuoa CEMECTp
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Mexny 2KT u Ha
Havana ceMectpa | Mexay 1KT u 2KT y
KOHEIl ceMecTpa
8 cemectp
BricTynenue (noknan) Ha 10 10
3aHATUU
3auér 30 30
3amuTa oT4eTa 10 10 20
KoHcnexT camMmomoaroros- 5 5
KH
Ornpoc Ha 3aHATUAX 5 5
OTt4er no UHAUBUAYANIb- 10 10
HOMY 33IaHUIO0
OTyer 1Mo NpakTUIECKOMY 10 10 20
3aHATHIO
Hrtoro makcumyM 3a nepu- 45 55 100
on
Hapacraromum ntorom 45 100 100
11.2. Ilepecyer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanoB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MIPE/ICTaBiIeH B Tabmuie 11.2.

Tabmuma 11.2 — Ilepecuer 6aJ10B B OIICHKH 32 KOHTPOJIbHBIE TOUKH

Bamibl Ha 1aTy KOHTPOJIBHON TOYKHU OneHka
> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5
Ot 70% 1o 89% ot MakcuMaabHOM cymMMbl OaisioB Ha naty KT 4
Ot 60% 110 69% oT MakcuMaIbLHOM CyMMBI OaiToB Ha aaty KT 3
< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. IlepecyeT cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymmMbl OaIoB B TPAAMLIMOHHYIO MU MEXIYHAapOIHYIO OLIEHKY NPEJCTaBIEH B TabIuLe

11.3.

Tabmuma 11.3 — Ilepecuer cymMmbl 6aJUTOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

Urorosas cymma 6aisos,

Onenka (I'OC) YYMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TJIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopomio) (3a4TeHO) 75 - 84 C (xopor110)
10-74 D (ynoBnerBopuTeabHO)
65 - 69

3 (yZIOBJIETBOPUTENHHO) (3aYTEHO) 60 - 64 P ———

2 (HeyIOBJIETBOPUTENBHO) (HE
3a4TEHO)

Hwuxe 60 6aiuioB

F (HeynoBneTBOpHUTEIBHO)

12. YueOHO-MeTOAN4YeCcKOe M HHPOPMALMOHHOE o0ecreyeHre JUCHMIITTHHbI

12.1. OcHoBHas JuTEpaTypa

1. IIporpammHo-anmapaTHble CpeAcTBa oOecreyeHHss MH(POPMALMOHHONW 0e30MmacHOCTH [Diek-
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TPOHHBIN pecypc]: yaeOHoe ocodue / A. B. ymkun, O. M. bapcykos, E. B. Kpasios, K. B. CnaBHoB ;
nox peaakuueit A. B. Jlymkuna. — Mocksa : ['opsuast munus-Tenekom, 2018. — 248 ¢. — ISBN 978-5-
9912-0470-5 — Pexum noctyma: https://e.lanbook.com/book/111053 (nara o6pamenus: 10.03.2021).

2. Kazapun, O. B. IlporpammHo-amnmapaTHble CpeICTBa 3alluThl WH(OpMaIu. 3amura mpo-
rpaMMHOT0 o0ecredeHus [ DNeKTPOHHBIN pecype]: yueOHUK U mpakTHKyM Uit By3oB / O. B. Kazapun, A.
C. 3a6abypun. — Mocksa : M3garensctBo IOpaiit, 2020. — 312 ¢. — (Bricmee o6pa3oanue). — ISBN
978-5-9916-9043-0 — Pexum pocrtyma: http://biblio-online.ru/bcode/452368 (mata oOpamieHus:
10.03.2021).

12.2. lonosiHUTeIbHAS JIUTEPATYpPa

1. 3ammra nHbOpMALMU C MCIOIL30BAHUEM CMapT-KapT U 3JeKTpoHHBIX Openokos / JI. K. ba-
oenxko, C. C. Umykos, O. b. Makapesuu. - M. : "I'enmmoc APB", 2003. - 351[1] c. : un., Tabiu., moptp. -
bubmuorp.: c. 348-349. (nanuuue B 6ubmmorexke TYCVYP - 29 3k3.)

2. IlporpammHo-anmnapaTHble cpeicTBa obecrneueHus: HHPOPMAMOHHON 0€30MacHOCTH @ y4eo-
Hoe nocobue: B 2 paznenax / A. I1. 3aiiieB; MunuctepctBo oOpa3oBanusi U Hayku Poccuiickoit denepa-
1y, ToMCKHUH TOCyqapCTBEHHBI YHMBEPCUTET CHCTEM YIpaBICHUS M paauodnekTpoHuku, Kadenpa
KOMIUIEKCHOH HMH(OPMAIMOHHON O€30MacHOCTH 3JEKTPOHHO-BBIUUCIUTENbHBIX CUCTEM. - Tomck : B-
Cuextp, 2007 - . Paznen 1. - 2-e uzn., nepepad. u nom. - Tomck : B-Crniektp, 2007. - 143[1] c. : un. - b. 1.
(namuune B 6ubmmorexe TYCVYP - 66 3k3.)

3. IlporpammHo-anmapaTHble CpelcTBa oOecredeHus MHPOPMAIMOHHON 0e30MacHOCTH : y4eOl-
Hoe nocobue: B 2 paznenax / A. I1. 3aiines ; MunuctepctBo o6pa3oBanus U Hayku Poccuiickoit denepa-
uuy, ToMCKHUH TrOCyqapCTBEHHBIM YHMBEPCUTET CHCTEM YIpaBICHUS M paauodinekTpoHuku, Kadenpa
KOMIUIEKCHOH HMH(OPMAIMOHHON O€30MacHOCTH 3JEKTPOHHO-BBIUUCIUTENbHBIX CUCTEM. - Tomck : B-
Cuextp, 2007 - . Paznen 2. - 2-e uzn., nepepad. u goi. - Tomck : B-Cnextp, 2007. - 118[2] c. : ni. - bu6-
auorp.: ¢. 37. - b. u. (nannuue B 6ubnuorexe TYCVYP - 66 3k3.)

12.3. YueOHO-MeTOAHYECKHE MOCOOUH

12.3.1. Obs3aTenbHbIC y4eOHO-MeTOAMYEeCKHE TOCOOHs
1. Meroanueckue yka3aHus K IPaKTUYECKONH U caMOCTOsITeNbHOM paboTe no aucuuriauHe "Ipo-
rpaMMHO-aMmapaTHele cpeacTBa obecrnedeHuss MHpopManoHHoi OezomacHocTn" / Paxmanenko U.A. -

2021. - 77 C. [DnmeKTpOHHBIH pecypc]: — Pexum JIOCTYyTIA:
https://disk.fb.tusur.ru/hardware_software information_security/practice.pdf (mata oOparteHus:
10.03.2021).

2. ®owmun, 1. B. Undopmanmonnas 6e300acHOCTb U 3aliuTa HHPOPMAUK [ DJIEKTPOHHBINA pe-
cypc]: crenuanu3upoBaHHbIE aTTECTOBAaHHbBIE MPOTrpaMMHbBIE M IIPOrPaMMHO-AIIapaTHble CPesICTBA @ Me-
tonuueckue ykazanus / J[. B. ®omun. — bnarosemenck : AmI'Y, 2017. — 240 ¢. — Pexxum moctyna:
https://e.lanbook.com/book/156494 (nara o6pamenus: 10.03.2021).

12.3.2. YueOHO-MeTOAMYECKHE OCOOUS ISl JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 310POBbS U
HHBAJINI0B

Y4eOHO-METOIMYECKIE MaTepUaIbl IJIsi CAaMOCTOSATEIFHOW M ayTUTOPHON pabOThl 00YJarOITUXCS
13 yuciia JIun C OI‘paHI/I‘-IeHHBIMI/I BO3MOXKHOCTAMU SI[OpOBBSI 1 UHBAJINOI0B HpGZIOCTaBJISIIOTCH B (bopMax,
aJJaNTUPOBAHHBIX K OTPAaHUYCHHSAM UX 37I0POBBS U BOCIIPHUATHS HH(DOPMAITHH.

Jlist I ¢ HApYIIeHUSIMU 3PeHUsI:

- B (hopMe DIIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU (hopMe yBETUYSHHBIM MIPUPTOM.

JIJis1 1ML ¢ HAPYIIEHUSIMHU CJIyXa:

- B (hopMe AIIEKTPOHHOTO TIOKYMEHTA;

- B Ie4aTHoOU (opme.

JlJist I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeIbLHOTO aNnapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

12.4. IIpo¢eccnonasibHbie 0a3bl JAHHBIX 1 HHPOPMALIMOHHBIE CIIPABOYHbIEC CHCTEMbI
1. TocymapcTBeHHBI peecTp  CEepTHOUIUPOBAHHBIX  CPEACTB  3AIIUTHl  MH()OPMAIHH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
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sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. ®enepanbHas CIIyk0a 10 TEXHUYECKOMY U KCIIOPTHOMY KOHTpoIto https://fstec.ru/

3. HHudopmarnuoHHsIe, CIpaBOYHBIC " HOPMaTUBHBIC 0a3bl JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TEXHMYECKOE 00ecneuyeHue JTUCIUILJIMHBI U TPedyeMoe MPorpaMMHoe
ob0ecreueHue

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IIPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOEe U POrPAMMHOe o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus! 3aHSATUH JICKITMOHHOTO TUTIA, TPYIIIOBBIX M MHIWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI U MPOMEKYTOYHOW aTTECTAI[UU HCITONIB3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MeCT He MeHee 22-24, 000opyIoBaHHAs JOCKOW M CTaHAApTHOH ydueOHOI mebenbro. MMmeroTes
JIEMOHCTPAIIMOHHOE 000PYIOBAaHUE U YU4€OHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U NIPOrPAMMHOe o0ecnedyeHue JAJisi NPAKTHYECKUX 3aHATHil
Jlaboparopust mporpaMMHO-aNIapaTHBIX CPEICTB obecredeHruss NHHOPMAITMOHHON 0€30MTaCHOCTH
yueOHas ayuTOpHsl 171l IPOBEACHUSI 3aHATHI MPAaKTUYECKOrO TUTA, ydeOHas ayauTopus Ui Mpo-
BEJICHHS 3aHITHIA Ta00OPaTOPHOTO THUIIA

634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickas, 1. 146, 405 ayn.

Onucanune uMeroIerocs 000py10BaHUs:

- Mono6mok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mpltis/ ki1aBuary -
pa (30mr.);

- Komnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MbItb/ KiaBuary-
pa/ MOHHTOP;

- AnmapartHsie cpesicTBa ayreHTudukanuu nomas3oBatens «eToken Proy;

- IIporpammuo-anmaparubiii kKomrieke 3amuTtsl HHGopmarmn: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW1000 4.x, ITAK Axkop;

CreHapl AT U3y4eHUs TIPOBOTHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITFOUAIOIIHUE:

- aDOHEHCKHE YCTPOICTBa: KOMITbIOTEpPHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/cTBa aHaJM3a CeTeBOro Tpaduka u yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHATU3aTOP
tpaduka Wireshark, nuctpubyrus Kali Linux;

- mexxcereBbie dkpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmipytuzartopa Check Point CPAP-SG1200R-NGFW;

- cHCTeMbI 0O0OHAPYKEHHUsI KOMITBIOTEPHBIX atak: Snort, Suricata, COB B cocTaBe MapmpyTu3atopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrtymna: D-link dwl3600ap;

- CUCTEMBI 3allUTHI OT yTeuku AaHHbIX: KoHTyp nHpopmanmonnoit 6e3onacHoctu SearchInform;

- CpeICTBa MOHHMTOPUHTA COCTOSHHUS aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
Zabbix;

- CpEIICTBA CKAaHMPOBAHMSI 3AIIUIIICHHOCTH KOMIIBIOTEPHBIX CeTel: ckaHep OezomacHocTy Xspider
Education, cucrema aHanau3a 3anuieHHocTH cetd MaxPatrol Education.

VYerpoiicTBa YTeHUsI CMapT-KapT M PaAUOMETOK: AJanTep KOMIBIOTEPHBIM ISl CUUTHIBAHUS U
nepemaun B [1K cepuiinbix HoMepoB 0ecKOHTaKTHBIX HaeHTH(ukaTopoB IronLogic Z-2 USB;

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBarens.

[IporpamMmHoe obecnieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10
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— Visual Studio

AynuTopusi MOAETUPOBAHUS, TPOSKTUPOBAHUS U SKCIUTyaTallud UH(GOPMAIIMOHHBIX U aHAIUTHYE-
CKHX CHCTEM

yueOHas ayuTOpHsl 1715l IPOBEACHUSI 3aHATHI MPAKTUYECKOro TUIA, ydeOHas ayauTopus Ui Mpo-
BEJICHHS 3aHITHIA Ta00OPaTOPHOTO THIA

634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 407 ayn.

Ornucanmne UMEIIErocs 000PyIOBAHUS:

- Mono6mok Asus V222GAK-BA021D: IntelJ5005/ DDR44G / 500Gb/ WiF1 / MbIib/ ki1aBuatypa
(10mrT.);

- KommuiekT cnenuain3upoBaHHON yueOHOM MeOen;

- Pabouee mecTo npenoaBarens.

[IporpamMmmHoe obecrnieueHue:

— Kaspersky endpoint security
Microsoft Windows 10
— VirtualBox
Visual Studio

13.1.3. MarepuajibHO-TeXHHYECKOE U POrpaMMHoOe o0ecrneuyeHue sl CAMOCTOSTeJIbHON padoThl
Jist caMOCTOSITeNNbHOM paboOThl MCIONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIAccChl),
PacIoJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jleanna mpocrexkr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast ob6nacTb, . Tomck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUS:

- yueOHasi MmeOerb;

- komnetotepsl kinacca He Hike [IDBM INTEL Celeron D336 2.8[T. - 5 mit.;

- KOMOBIOTEPHI MOJIKIIOUYECHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JAOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO CPely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOOecredeHre TUCUMIIIMHBI JIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMHU 3/10POBbSI U HHBAJIM/I0B

OcBO€HHE NUCLUUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXKHOCTSMH 370POBbS U MHBAJIHMJIAMHU
OCYIIECTBIISIETCS C UCTIOIB30BAHUEM CPEJICTB O0YyUEHUS OOIIIEro U CIeUaIbHOTO Ha3HAYCHUSI.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa MPEIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUIIMBAIOIIEH anmapaTypbl, MyJTbTUMEIUUHBIX CPEIICTB U APYTUX TEXHUYCCKUX CPEJICTB MpueMa/mepesa-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hOopMax, MOOUILHOM CUCTEMBI IIPENoiaBaHus 11 00y4JaroIXcs
C MHBaJIHMIHOCTHIO, TOPTATUBHONW MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylIeHUEM cllyxXa, 000pyloBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH I[IPEyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U YUEOHBIX ayJJUTOPUSIX BO3MOXKHOCTH MTPOCMOTPA yIaIEHHBIX 00BEKTOB (HampuMep, TeKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPpU MOMOIIY BUICOYBETUUHUTENCH 7151 KOM(GOPTHOTO IPOCMOTpA.

[Ipu 3anATHSIX ¢ OOY4YAIOMIUMHKCS ¢ HAPYIIEHUSIMUA ONMOPHO-ABUIaTeJILHOI0 aNMapara MCIoJb-
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3yIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA MH(OPMAIIMK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jnaund yaeOHON MHGOpMaIUK B JOCTYIHBIX (popMax, MOOMIIBHONW CUCTEMBI OOYYCHUS JJIs JIFO/ICH C MHBA-
JUTHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJbl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3y4CHUA
AUCHHUITINHBbI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHsA OCBOCHHA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMITC TCHITUM HCIIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBbIe 3a7aHUA

1. Yoepure numnee. [Ipumenenue anmapatHeix Moaynel 6e3zomacHoctd (HSM) Bo3moxHO B Ta-
KHX 00JacTsX, KakK:

a) PKI, nentp cepruduxanmu

b) bankoBckue oneparuu

¢) DKCIOPT KpUNTOrpaPUIECKUX KITIOUCH

d) Ycranosnenue SSL coenqunenunii

2. Kakast u3 pyHKUMN HE OTHOCHUTCSA K armapaTtHbiM MoayisiM Oe3onacHoct (HSM):

a) be3onacHas renepanus kitoden muppoBaHUs

b) be3zonacHoe xpaHeHue U yrpaBiIeHUE KIIOYaMU

¢) Pabora ¢ snunTHuecKUMU KPUBBIMU

d) ludposanue u pacumdppoBbiBaHNEe KOHPUACHINATLHOW HH(OpMALIUU

3. Breibepure BepHblii BapuanT otBeta. Kimtoun mmudposanus kmoueit (KK), ucnonssyemsie ams
MEPECHUIKU KITIOUEH MEX]y IByMs y3J1aMH CETH, Ha3bIBAOTCS:

a) Kimrouamu s mmdposanust MK (mactep-kitoua)

b) Paboune nnu ceancosrie KK

¢) Kimrouamu obmena mexny y3inamu cetu (cross-domain keys)

d) Kirouamu ayrenTudukanuu cooOmeHni

4. K ocobennoctsaM nporpaMmmHo-anmnaparHoro kommiekca MKTrusT e otHocuTcst:

a) [lo3BomnsieT paboTaTh B OJTHOM W3 JABYX PEKHUMOB — 3allUIEHHOM (Hampumep, padota ¢ IO
WIM UHBIMH KPUTHYHBIMHU K 3aIIMIIEHHOCTH CEPBHUCAMH) U HE3AIUIIEHHOM, 0€3 OrpaHUYEHUS] BO3ZMOXK-
HOCTEH

b) 3ammmennas OC — Linux co6ctBenHoi c6opku, HezamuuienHas OC — Android

¢) B cranpmapthoit komnekranmn MKTrusT npucyrcrByer [P-tenedon, mocTtpoeHHbI Ha «rap-
Bap/ICKOI» apXUTEKType

d) MKTrusT tpebyer i paboTsl TOIBKO TEJIEBU30p (MOHUTOP Uiu npoekTop) yepes HDMI nopr,
nutanue ot USB nopra (ne menee 1 Ammep), cetb — WiFi

5. BriGepute BepHbIii BapuaHT oTBeTa. Kak ocymiecTBisercs BbIOOp OAHOTO U3 JIBYX PEKHMOB Ha
BbIOOp — 3AIIMIIIEHHOT0 WJIK OOBIYHOTO — B IPOrpaMMHO-anmnapaTtHoM komiuiekce MK TrusT:

a) Mcnonb3yeTcst BBIOOp pexkuma B MpoIiecce 3arpy3Ku KOMITbIOTEpa

b) Mcnonb3yeTcst JONOIHUTENBHOE YCTPOHCTBO, COAEpIKalllee ONepallHOHHYIO0 CUCTEMY Ul COOT-
BeTCTBYyOMIEro pexuma padotsl MKTrusT

¢) Ucnonb3yercs puzndeckuil nepexioyaTesb

d) Ucnonszyercs cnermansHoe 10, peanusyroiee mogodue «BUPTyaTbHON MaITHHBDY

6. BcraBbTe mpomnyIieHHOe BBIPaXEHHUE. ... — Mepuo paboThl KOMIBIOTEPA, B PaAMKax KOTOPOTO
oOecrneunBaercs goBepeHHas 3arpy3ka OC, opraHusyercs 3alUIIEHHOE CETEBOE COEAUHEHUE U MOAJIEp-
KHUBAIOTCS JOCTaTOUHbIE ycsoBus it pabotel CK3U:

a) Madopmammonno-nouckosas cucrema (UI1C)

b) be3omacusrit pexum (bP)

c¢) JloBepennsrii ceanc cBszu (JJCC)

d) ABromaTu3MpoBaHHBIN pabounii pexum (APP)

7. UTO HE OTHOCHUTCS K CIIOKHOCTSM oOecredeHus: 0e30MacHOCTH yAalE€HHOTO J0CTyIa K HHPOp-
MAaIMOHHBIM pecypcam?

a) CnoXHOCTh KOHTPOJIS BBINONHEHUs TpeboBanuil nonutuku Mb Ha ynanénneix APM nonb3oBa-
Teneu
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b) HeoOxomumocTts ncnosnb3oBanus ceptuduuupoBanubix OC, C3U HCJl u CK3U mist mudposa-
HUeM u padbotsl ¢ DI

¢) HeoOxomumMocTh MpOBEACHUS aTTECTAMOHHBIX, aIalTAIIMOHHBIX U MHCIIEKIIMOHHBIX JIeHCTBUI
JUJIs1 OTyCKa nojb3oBarenieit kK APM

d) Orpannuenue ¢ynkunonana ceprudpunppoanusix OC u npukinaanoro I10 (B T.4. CIOXKHOCTh
MpoI1IeTypbl OOHOBJICHUH)

8. Kakue u3 ¢pynkimii He otHOCsATCS K Bo3MokHOCTSIM KC3U « I Tarmmps-K»

a) Uneatudukanus u ayrearudukanus: Console, flash, eToken USB, ...

b) Pasrpannuenue u ayaut AeHCTBHIA MOJIB30BaTENEH U MPUI0KEHUH, KOHTPOJIb IIETOCTHOCTH

¢) BpemenHoe rapaHTHpoBaHHOE yJajJeHHE MHPOPMALMU C BO3MOXHOCTbIO BOCCTAHOBJICHHUS 4Ye-
pe3 BCTPOECHHBIE MEXAHU3MBbI

d) HIudposanune: 3DES, AES, DES, I'OCT 28147-89

9. UTo HEe OTHOCHUTCSA K OCHOBHBIM NMPUHIIUIIAM pa3TpaHUYEHHUs JOCTymna K ¢ailioBoil cucreme B
KC3U «ITanmups-K»?

a) CyiecTByeT B MOJIUTUKUA KOHTPOJIA IOCTYIA K PecypcaM — pa3pelinTeabHas U 3alpeTUTENb -
Hasl

b) IIpaBa nocTyna Ha3zHa4yalOTCs CyObEKTaM, a HE MIPUCBAUBAIOTCA OOBEKTaM B Ka4eCTBE UX aTpH-
OyTOB

¢) AIMUHHCTpaTOp UMEET TaKHe K€ IpaBa Ha Ha3HaueHHE (M3MEHEHHE) IpaBa J0CTyIa CyobeKTa
K 00BEKTY, Kak u “‘Bnanenen”

d) [lna moboro cyObekTa JOCTyNa MOXKET ObITh peajqn30BaHa COOCTBEHHAs! pa3rpaHUYHMTENbHAs
HOJIMTHKA

10. Beibepure BepHbIii BapuaHT oTtBeTa. K Mexanusmam kontposis renoctnoctu KC3U «ITaHnumps-
K» otHocurcs:

a) KoHTpounb 11enocTHOCTH KaTanoroB U (paiioB JaHHBIX (CHHXPOHHBIN M aCHHXPOHHBIH)

b) KoHTpoJ1b 11€7I0CTHOCTH UCTIOMHAEMBIX (pailyioB (ITporpamMm mepe1 3amycKoMm )

¢) Bce nepeuncnennoe

d) KonTpoas nienoctaoctu daitno KC31U

11. Kakoe yTBep>kKAeHHE HE OTHOCHTCSA K OJHOMY M3 BapHaHTOB 00xoxa cucteMsbl 3auuthl 110 ¢
HOMOIIBIO KITFOUEH 3alUThI 3I0YMbIIUIEHHUKOM:

a) [IepexBar, MPOTOKONMPOBAHKE U aHAINU3 OOpAIEHUH K KITIOUY 3alUThI C MOCIEAYIOIeH dIMYIIs -
[IIEH OTBETOB

b) BHecenne n3MeHeHH B IPOrpaMMHBIN MOAYJb (B3JI0M)

¢) Coznanue BpeIOHOCHOM POrpaMMbl, BDEMEHHO OJIOKHMPYIOIIEH 3aIpOChl K KITOUY 3aIUThI

d) DmynmupoBaHue Hamuuus KiIoya MyTeM IepexBara BbI30BoB OuOmmorexku API nnst oOmena c
KITFOUOM

12. Kakue yTBepxaeHus He oTHocsTes K 3amure 110 ¢ momomisio API ¢ynkuit kitodeit 3amumThi?

a) CamocrosTenbHas pa3padoTka 3amutsl [10

b) MHTerpupoBaHme caMOCTOSATENLHO Pa3pabOTaHHOM CUCTEMBI 3alIUTHI B IPHIIOKEHNE HA YPOBHE
HCXOZHOTO KOJa

¢) OTcyTcTBHE HEOOXOIMMOCTU M3Y4YECHHS M MOIU(UKAIMK HCIIOIHAEMOrO KOJA 3aIIUIIEHHOTO
NPUIOKEHUS TSl 00X0/a 3alUThI

d) CroxxHOCTH B HEHTpAIM3aLUHU 3alUTHI BCIEACTBHE €€ YHUKATBHOCTH U «Pa3MBITOCTI» B TeEJe
pOTrpamMMBbl

13. K sTany nHUIIMATU3a1H IPOrpaMMHO-aIIapaTHOTo KoMIuiekca «Co0o0Ib) He OTHOCUTCS:

a) YcraHOBKa IUIaThl KOMILIEKCA

b) Hactpoiika o0mux napameTpoB

¢) HacTpotiika mapaMeTpoB MOAKIFOUEHHUS K CETH

d) Hacrtpoiika KOHTpOJIS IETT0CTHOCTH

14. K nmepeBoy mporpaMMHO-anmapaTHoro koMiiekca «Co0omby B PEKUM DKCIUTyaTallid HE OT-
HOCUTCS JEUCTBHUE:

a) Mzpnekute muary komruiekca "Cobonp" u3 pazsema muubsl PCI-E/PCI

b) Ycranosure miary komiuiekca "Cobonp" B pazbeM cucremHoi muHsl PCI-E/PCI

¢) Berrammure kabens u3 mopta «Hactpoiika» 1 MepeKTIounTe €ro B MOPT « DKCIUTyaTaIis»»
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d) [MoaxnrounTe K IIaTe CUMTHIBATEIb 1Button

15. Beibepure BepHBIM BapuaHT OTBETa. BrICTaBbTE B MPaBHIIBHOM TOPSIKE JCHCTBUS MPHU yCTa-
HOBKE IIPOIPaMMHO-AIIIapaTHOrO KoMmIulekca «Akkopa». 1. IloncoenmHeHne KOHTAKTHOTO YCTpPOWCTBa
(cbemHmka nHpoOpMmaIum). 2. YcraHOBKA MJIaThl KOHTPOJIIEpa B ¢cBOOOAHBIN ciioT [I9BM. 3. Perucrpanus
aamuuuctparopa b, HacTpoiika KOMIUIEKCa B COOTBETCTBHM C KOH(UTYpaluel TEXHHUECKUX CPEACTB
I[I9BM. 4. Ha3nauenue crmicka JTUCKOB, (aiiioB, pas/eioB peecTpa, KOHTPOJIUPYEMBIX Ha IIETOCTHOCTb.
5. Peructparnus nonp3oBareneil, Ha3HAYCHUE TIOIb30BATEISAM MEPCOHAIBHBIX UICHTH()HUKATOPOB, aposei
U BPEMEHHU JI0CTyTa

a)2,1,3,4,5

b)1,2,3,5,4

c)2,1,3,5,4

d)1,2,5,4,3

16. Kakoe n3 nepeuncieHHbIX IPOrpaMMHO-AINAPATHRIX CPEACTB HE UCIIONIB3YIOT AJIs XpaHEHUS
KpUNITOTpa)UIeCKUX KITFOUeH?

a) eToken

b) CMapT-KapThI

c¢) iButton

d) Anmapatuasiii Moayib 6e3omacHoct (HSM)

17. Kakoe 13 BbICKa3bIBaHUI HE OTHOCUTCS K MPEUMYILECTBAM allapaTHOIroO reHeparopa cilydai-
HBIX YHCeN:

a) 3amac yucels He OrpaHuYeH

b) Huzkue BRIUUCTUTEIBHBIC 3aTPATHI

¢) Mcnonb3yeTcs cnennaabHOE yCTPOMCTBO

d) He 3anumaeTcs MecTo B aMsTH

18. Kakoe u3 neiicTBUil HE OTHOCUTCS K OpraHHU3allMM 3aMKHYTOM mporpamMHoi cpeasl B KC3U
«ITanmmpb-K»:

a) 3ajaHue CHMCKAa pa3pelleHHBIX MPOLECCOB (CUCTEMHBIX M NPUKIAIAHBIX) C BO3MOXHOCTBIO
3aIlyCcKa TOJIKO T€X MPOIIECCOB, KOTOPbIE OTHECEHHI K Pa3pelIeHHbBIM

b) 3amanue nanok, OTKyJa pa3peaeTcs 3amycKarh MporpaMMsl (C 3apeToOM 3alucu 1 MOAU(pUKa-
IIMY B HUX (HalJIOB)

¢) 3amaHue CHEIUaIBHOTO OOINEro MOJbh30BaTeNsl, OT YBEro JIMIA COBEPIIACTCS yCTAaHOBKA W
3aIlyCK Iporpamm

d) JlononHuTENbHBIN aHATN3 COAEPKUMOTO (aiiyioB (TOMCK MPU3HAKOB UCTIOIHAEMOTrO (aiina)

19. ITpu B311OME IpOrpaMM, 3AIIMIIEHHBIX ¢ MTOMOIIBIO anmapaTHBIX KIIOYEH 3aIUThl HE UCIIOJb-
3yeTcs CIEAYIOUIUNA METOL:

a) OTnagka

b) AnzaccembapoBanus

¢) JluBepcudukanus

d) [lamn onepaTuBHOM namsTH

20. YUTto HEe BXOAUT B KOMIUIEKTAIIMIO MPOrpaMMHO-AIIAapaTHOro KoMIiekca «Akkopa-AM3»?

a) KonTpomnep

b) ChreMHUK HHPOPMAIIUH ¢ KOHTAKTHBIM YCTPONCTBOM

¢) CekpeTHbIH JIOTHH U Tapojib, HEOOXOAMMBIN /171l IepBOHaYaIbHOTO 3anmycka AM/13

d) I[epconanbHBIM HISHTU(DUKATOP TOIB30BATENS

14.1.2. Tembl HHANBUAYAJIBbHBIX 321aHUI
NunuBuayanbHOE 3a/1aHUE BBIIOJHAETCS HAa OCHOBE CYILECTBYIOLIETO MPOrpaMMHOIO WIIMA IPO-
rpaMMHO-AIIAPATHOTO KOMIUIEKCA U 3aKJIFOYAETCS B AHAJIM3€E U OLICHKE CTENIEHU 3allUIIEHHOCTH CUCTEM,
3alUTa KOTOPBIX 00eCcTieunBaeTCsl BBIOPAHHBIM CPEACTBOM 3alIUThl HHPopManuu. Tema 3aqaHus BoIOUpa-
€TCsl CTYIEHTOM CaMOCTOSITEIILHO, OJTHAKO COIJIACYETCS C MPENoAaBaTeIeM.

IIpumepHbIe TEMBI HHAMBUYAIBHBIX 3aJaHUN:
1. C3U ot HCJI Secret Net

2. C3U Dallas Lock

3. CK3U «Bepba»
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4. KC3U «ITAHILIUPb»

5. C3U Crpax NT

6. C3U «DanToM»

7. Security Studio Endpoint Protection
8. DeviceLock DLP

9. C3U HCJI «Aypa»

10. ITAK “COBOJIb”

11. C3U HCA Akxopn-AM/I3

14.1.3. 3auér

1. Meroas! oOecnieueHus: HHGOPMALIMOHHOM 0€301MacCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM (OCHOB-
HBIC TIOHSTHSI, YTPO3bI).

2. Merozp! obecrieueHust MHGOPMAIIMOHHON 0€301MacHOCTH aBTOMAaTU3MPOBAHHBIX CUCTEM (METO-
JIbI B3JIOMA, 3aIllUTa OT B3JIOMA).

3. Metonsl obecniedeHnss MHGOPMAIIMOHHON 0€30MacCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM (3alllu-
Ta OT IPOrPAMMHBIX 3aKJIAJ0K).

4. ITonutuka 6e3onacuoctu. Monens KC.

5. 3amMKHyTas nmporpaMMHasi cpeja.

6. @opmupoBaHKEe U NOJAEPKKA U30JUPOBAHHON IIPOIrPAMMHOM Cpeibl.

7. Peanuzanus UIIC ¢ ucionpzoBanneMm Mexanusma pacimpenns BIOS

8. UEFI. IIpununs! paboTsl

9. IlepconanbHoe cpencTso ayreHTuduxanuu eToken

10. eToken API

11. besonacuoe B3aumoseiicteue B KC. Ilponenypsl uieHTUGUKAIUN U ayTeHTU(PUKALIIY.

12. Ayrentudukanus 1o 3arpysku OC

13. KoHnTposb u ynpasieHnue qoctynom. Jucneryep nocrymna.

14. Haznauenue, pynkiuu, npuauun padotel [TAK «Akkopm.

15. Haznauenue, pynxuuu, npuHiun padots! [TAK «Cobonby.

16. I[lepconanpuble uaeHTU(GUKATOPBL. BUabl, Ha3HAYeHUE, QyHKIMU.

17. Ha3znauenue, QyHKIUH, IPUHIUI paObOTHI KIt0Uel 3auThl. 13BecTHBIE MOsEH.

18. Bunpb! 3aniuthl [1O ¢ noMoliibio 3J1€KTPOHHBIX KItoueil. MeTozbl B3lioma.

19. KC3U Ilanuups-K. CepBepHas M KIMEHTCKUE YacTH, WACHTHUPHUKALMSA U ayTeHTHU(PHUKALUSA
I0JIb30BaTeen

20. KC3U ITanuups-K. KonTpons u pasrpaHudeHue J0cTyna

21. KC3U ITanumpp-K. Aymurt 1 AONOIHUTENBHBIE BO3MOXKHOCTH

22. YnpaBieHue KpuntorpaguueckuMu KIo4yaMmu

23. KoHienuus uepapxuu Kirouei, reHepanus KiIrouei.

24. Annapatssie moaymu 6e3onacHoctu (HSM)

25. Konnenus goBepeHHbIX ceaHcoB cBszu.. Kommiekec « MAPUI!y, «M!&M».

26. 3amuienHsle Mukpokomnbiotepbl « MKT». Haznauenue, pyHkuuu.

27. 3amumennsle Hocutenu « CEKPET». Bunpl, Ha3Hauenue, GyHKUINU.

28. Ceprudukaiusi aBTOMaTU3UPOBAHHBIX CUCTEM W CPEJICTB BBIYMCIMTEIBHONW TEXHUKHU. Bumbi
HOPMAaTHBHBIX JOKYMEHTOB, OIIpEeNonuX TpedboBanus no cepruduxanuu C3U.

29. Ceptuduxanusi aBTOMaTU3UPOBAHHBIX CUCTEM U CPEICTB BBIUMCIUTEIBHOW TEXHUKH. Tpedo-
BaHUS K CPEJCTBAM BBIYMCIIUTEIBHON TEXHUKU

30. Ceprudukanys aBTOMaTU3UPOBAHHBIX CUCTEM M CPEACTB BBIYMCIUTENBHON TeXHUKU. Tpedo-
BaHUS 110 KOHTPOJIIO OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3MOKHOCTEN

14.1.4. Bonnpochbl Ha caMONIOATOTOBKY
1. [Togcucrema Ge3omacHOCTH onepaoHHON cucteMbl Windows
2. Aymut coObITHIT 6€301acHOCTH B onepaiioHHoi cucteme Windows
3. [TocraBmuk ciryx6 kpurnrorpadpur OC Windows
4. IMocraBumk ciyx6 kpunrorpaduu Kpunrollpo u ero unrerpaunu 8 OC Windows
5. DAEeKTpOHHbIE TUIATEKHBIE CUCTEMbI — IPUHLUIBI (PYHKIIMOHUPOBAHUS U 3aIUTHI HH(POPMAIIUU
6. YnpaBneHue kpunrorpaguaeckumu Kirrouamu. ['eHepanus Kiroden
7. YnpasieHue KpunTorpadpuuecKUMH KIr09aMH. XpaHeHHUE KITFouen
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8. Ynpapnenue kpunrorpadpuueckuMu Kiarouamu. Pacnipenenenue kitoden

9. MeTozpl 3a1IUTHI TPOTPaMM OT U3YUYEHHUS

10. Metoap! u cpeAcTBa UCCIIEI0BaHMS TPOTPAMM

11. MeTonbl u cpeACTBa OrpaHUYEHUS TOCTyNa K KoMnoHeHTaM DOBM

12. Metozpl U cpelcTBa MPUBS3KU MPOTPAMMHOTO 0OeCHeUeHHs K anmapaTHOMY OKPYKEHHIO U

(U3UYECKUM HOCUTEIISIM

13. 3amumra oT pa3pylIaroKuX IPOrpaMMHBIX BO3IEHCTBUI

14. 3anuTa OT UBMEHEHHUSI M1 KOHTPOJIb LIETIOCTHOCTH

15. Knaccuukamnust KOMIbIOTEPHBIX BUPYCOB

16. ITpoGnemsl obecrieueHrs 6€30MaCHOCTH TP YAAJEHHOM JIOCTYTIE

17. IIporpaMMHoO-anmapaTrHbie cpecTBa odbecneueHus: HHPOPMAITMOHHOM 0€30MacCHOCTH B BBIYHC-

JIUTCJIIBHBIX CETAX

18. [NoHATHE MEXKCETEBBIX IKPAHOB, UX KIaCCUPUKAIH

14.1.5. Tembl 0IPOCOB HA 3aHATHAX
VYrpo3bl 6€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM
[TpoTtuBoOnEiicTBHE yrpo3aM 0€30MacHOCTH
3amuTa KOMIOBIOTEPHOI CUCTEMBI OT B3J0Ma
Mogens KC
Merton reHepanuy M30JIMPOBAHHOM IPOrPAMMHON Cpelbl IPU NPOCKTUPOBAHUHA MEXAaHU3MOB Ta-

PaHTUPOBAHHOTI'O NOAACPIKAHUA TTOJIMTUKU 0e30IMacHOCTH

CCTH

Peannzanus mMexaHn3MoB 0€30I1aCHOCTH Ha allapaTHOM ypoBHE be30macHOCTh KOMIIBIOTEpHOU

3ammra OT aHaJIU3aTOPOB IIPOTOKOJIOB

TexHonmorus 3amuThl HHGOpPMAIMKU HA OCHOBE CMApT-KapT
CocraB KoMILIeKCa « AKKOPI»

[Tpunun paboTel KOMIUIEKCA « AKKOPI»

MexaHu3M 3aMKHYTON IporpaMMHoii cpenbl Secret Net

14.1.6. TeMbI noKJIa10B
JlokJ1aJ] BBITIOJTHSIETCSI HA OCHOBE BBIMOJIHEHHOTO PaHee WHIUBUAYATBHOTO 3aaHHMS.
[TpumepHBIe TEMBI JOKIIA0B:
1. C3U ot HCJI Secret Net
. C3U Dallas Lock
. CK3U «Bepba»
. KC3U «ITAHII1Pb»
. C3U Crpax NT
. C3U «DanTom»
. Security Studio Endpoint Protection
. DeviceLock DLP
. C3U HCII «Aypa»
10. ITAK “COBOJIb”
11. C31 HCA Axkopa-AM/I3

14.1.7. Bonpocsl AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHUHAPaM
PazpaboTtka 3amurmiennoro [10 ¢ npuMenernem anmaparHbeix kirouei e Token

O 0N L B~ W

14.2. TpeGoBaHHs K OLCHOYHBIM MATEPHAJIAM JJIsl JIHI] C OTPAHUYCHHBIMHU BO3MOKHOCTAMH

310POBbS U HHBAJIN/I0B
I[J'I}I JiuIy ¢ OrpaHUYCHHBIMH BO3MOXXHOCTAMU 3J0POBbSA U HMHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -

TeJbHBIE OLIEHOYHbIE MaTepHUaIIbl, IEpEUeHb KOTOPBIX YKa3aH B Tabnuue 14.
Tabmuma 14 — JlononHuTeNbHBIE MaTepUaibl OLIEHUBAHMS JUIS JIUI] C OTPAaHMYEHHBIMH BO3MOXXHOCTSIMU
3JI0pPOBbsI 1 HHBAJINJIOB

Kareropun Bubl 1ONIOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJISL M OLICHKH
oOyyarouxcs MaTepuaioB pe3ynbTaToB 00y4eHuUs
C mapymenusmu | TecTbl, MTUCBMEHHbBIE CAMOCTOSITEIIEHBIC [Tpenmy1iecTBEHHO MUCHMEHHAS
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ciyxa

paloThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI

poBepKa

C HapymieHusiMu
3peHus

Co0ecenoBanue 1Mo BOIIPOCAM K 3a4eTy,
OIIPOC 0 TEPMHHAM

[IpeumymiecTBEHHO yCTHAs TIPOBEPKA
(MHIMBUAYAIBHO)

C napymeHusMu
OIIOPHO-
JBUTATEILHOTO
anmapara

Pemenne MuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpeI/IMYI]_[eCTBeHHO JUCTaHIITMOHHBIMHA
METOAaAMM

C orpaHuueHusIMHU TI0
00IIEMETUITTHCKAM
[IOKa3aHUSIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenmyniecTBEHHO IPOBEPKA
METOJaMH UCXOJIS U3 COCTOSTHUS
00y4aroierocss Ha MOMEHT IPOBEPKHU

14.3. MeToanuyeckue peKOMeH/IAMM 110 OLIEHOYHBIM MaTepuajiaM AJs JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jis M1l ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
CTymnHas (hopMa IpeJOCTaBICHUS 3aJaHNI OLIECHOYHBIX CPEJICTB, @ UMEHHO:

- B IleyatHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUYEHHBIM MIPUPTOM;

- B (hOpMe 3NIEKTPOHHOI'O IOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BAaHUEM CYpPJIOTIEPEBOIA.

Jlumam ¢ OrpaHWYEHHBIMH BO3MOXXKHOCTSIMH 3/I0OPOBBSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJIrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKUX 00y4aromuxcs MpeycMaTpruBaeTcst JOCTYII -
Hasi popMa MpeTOCTaBICHHS OTBETOB HA 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HabOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C HCITOJIH30BAHUEM YCIIYT aCCUCTEHTA;

- [IPEJICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUs PE3yIbTATOB OOYYEHHS JIMIl C OTPAaHUUYEHHBIMH BO3MOKHOCTSIMH 3/10pO-
BbsI M1 MHBAIHJIOB IO JMCIHUIUIMHE TPEITyCMaTPUBACT MpeIoCcTaBIeHne HHopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBBS M BOCIPUATHS HH(POpMALIUU:

JI1s1 M1 ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B [e4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

J1s1 1ML ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B reyaTHou (opme.

Jl1s1 1M1 ¢ HAapyIIeHUsIMM ONIOPHO-ABUTaTeJbHOI0 annapara:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (hopme.

[Tpy HEOOXOMUMOCTH /TS JIUI] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIEHHUsI MOXKET MPOBOIUTHCS B HECKOIBKO ITAIOB.

CornacoeaHa Ha noptane Ne 50372
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