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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHue y CTYACHTOB OOLINX MPEACTABICHUNA O KpUNTOrpaUuecKux MeToAax 3amuThl
uHpOpMaLUH.

2. ®opMHUpOBaHHE Y CTYAEHTOB NpPEICTAaBICHUH O MNPAKTUUYECKOM HCHOJb30BAHUHU
KpUNTOTpaQUUYECKUX METOAO0B 3aIUThl UH(GOPMAIUU JUIsl PEIIeHHs] OTAENbHBIX 3a1a4y oOecrnedeHus
MH(POPMALIMOHHOM 6€30MacHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. JlaTe npeacraBiieHne o KpunTorpaguueckux MeTofax 3aluTbl HHGOpMaIUu.

2. V3y4unth MaTeMaTHYECKHE OCHOBBI COBPEMEHHOM KpUTITOTpaduu.

3. ChopmupoBaTh mpeacTaBIeHUE 00 OCHOBHBIX MPOOJIEeMax, CBA3aHHBIX C MPAKTHYCCKUM
HCIOJIb30BaHUEM KPUNTOrpaUIECKUX METOI0B 3alUThl HHGOpMAIUH.

4. V3y4uTh OCHOBHBIC KpUNITOTpaPUIECKUE TPOTOKOJIBI.

5. V3yunth HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

6. 3yuuTh OCHOBHBIE KpuUITOrpaduyeckue ajaropuTMbl (CUMMETPUYHBIE, aCUMMETPUUYHBIE,
OCCKITIOUEBhIC).

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctuminH: Moayns crienanu3anuy (major).

Nunexc quctummmunsl: 51.B.02.10.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN
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YK-1. Cnocoben
OCYILIECTBIISATh
KPUTHYECKHUI aHAIN3
IPOOJIEMHBIX CUTYyalUi
Ha OCHOBE CHCTEMHOT'O
M0/JIX0/1a, BBIPA0ATHIBATh
CTpaTEruI0 ACUCTBUI

VK-1.1. 3naer meToauku
cOopa u 06paboTku
UH(POPMAIINH, aKTyaJIbHbIC
poccuiickue u 3apyOexHbie
UCTOYHUKH UHPOPMALIUH JISI
pEIIECHUS TOCTABACHHBIX
3a[a4, a TAKXKe METOJIbI
CHCTEMHOTO aHaJlu3a

3HaeT OCHOBHBIE KpUNTOrpaduyecKue
METO/BI, aJITOPUTMBI, IPOTOKOJIBI,
UCTIONIb3yEMBIE JUI 00eCTICUeHHS
MH(POPMALMOHHON O€30MaCHOCTH.

VK-1.2. YMmeeT npuMeHsITh
METOJMKH TTOUCKa, cOopa n
00paboTku nHpoOpMaIuy,
OCYUIECTBIIATH KPUTHUECKHIA
aHaJIU3 U CUHTE3
uH(pOpMalnu, NOTYy4YEHHON U3
pa3HbIX UCTOYHUKOB

YmMmeet 3¢ PeKTHBHO UCTTOTH30BATH
KpUNTOTpaguIeCKUe METOJIBI U CPEJICTBA
3amuThl THOPMAITIHU B
aBTOMATH3HPOBAHHBIX CHCTEMaX.

VK-1.3. Baageet MmeTogamu
noucka, coopa u 00paboTKH,
KPUTHUYECKOTO aHAIH3a U

BnaneeT HaBbIKaMM UCIIOJIb30BAHUS CPEACTB
KpUNTorpadguyeckon 3amuThl HHPOPMALIUU
Jui o0ecrieyeHust ”HPOPMALMOHHOM

CHHTE3a HHpOpMaLUHY, 0€301acHOCTH.
METOAMKON CUCTEMHOTO
NOAX0/a JUISl PEIICHHS
NIOCTABJICHHBIX 33]1ay;
CHoco0eH reHepupoBaTh
pa3ITUYHbIC BAPUAHTEHI
pELICHUS TOCTaBICHHBIX

3aaad

OobmenpodeccuoHaNbHbIe KOMIIETEHIIHMU
IIpodeccuonanbHbIe KOMIIETEHIUH
4. O0beM TUCHUILIMHBI B 32Y€THBIX eIMHUIAX C YKA3aHHEM KOJIUYECTBA aKaleMUYEeCKUX YaCoB,

Bbl/IeJIEHHBIX HA KOHTAKTHYIO Pa00Ty 00y4aloluXxcs ¢ npenojgaBarejiemM
U HA CAMOCTOSITEJIbHYIO PadoTy 00y4aromuxcs

OO6mmas TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 3 3aUeTHBIX enuHull, 108 akameMuuecKknx 4acos.

Pacnpenenenue Tpya0€eMKOCTH JUCIUIUIMHBI 10 BHIaM YU4eOHOU JEATEIBPHOCTH MPEJACTABICHO B
tabymue 4.1.

Ta6ymmma 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI TTO BUAAM YUYSOHOM eSITeIbHOCTH

= Bcero |CemecTpsl
Bunsl yueOHOM aesTenbHOCTH
4acoB 7 cemectp
KonTakTHas aynuTopHasi padora 00y4aomuxcs ¢ npenogaBaresaeM, BCero 62 62
JIeKIIMOHHbBIE 3aHATUS 18 18
[IpakTHyeckue 3aHATUA 36 36
JlaGopaTopHbIe 3aHATH 8 8
CamocrosiTeibHas padoTa 00yyalomuxcs, B T.4. KOHTAKTHasi 46 46
BHeayJuTOpHasi padoTa o0y4aroluxcs ¢ npenojaasarejieM, Bcero
[ToaroroBka k 3auery 12 12
IloaroroBka K TECTUPOBAHUIO 12 12
Hanucanue oTdera no npakTU4ECKOMY 3aHATHIO (CEMUHApY) 14 14
[ToaroToBka k 1abopaTopHO padboTe, HAMCAHHUE OTYETa 8 8
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O0mas Tpya0eMKoCTh (B 4acax) 108 108

Oo0mas TpynoeMkocTh (B 3.€.) 3 3

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpykTypa TUCHUIUIUHBI MO pa3aenaM (TeMaMm) W BUJaM y4eOHOU JesSTeNbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUIIIIMHBL U BUIBI YYEOHOH IEATEIbHOCTH

HasBanus pasnenos (Tem) Jlek. | Ilpak. | JIa6. | Cam. BCGI;%;@.COB dopmupyembie
JTUCIUILTAHBI 3aH., 4| 3aH., 4 | pabd. |pab., u KOMIIETEHIINH
JK3aMeHa)
7 cemecTp
1 O6mmue noHsATHs KpUnrorpapuu 8 36 - 20 64 YK-1
2 NHdpacTpyKTypa OTKPBITHIX 6 - - 6 12 VK-1
KITFouei
3 MexaHu3MBbl yIpaBiIeHUS 2 - - 6 8 YK-1
KIIIOYaMHu
4 ITpakTyeCcKHe acreKThl 2 - 8 14 24 YK-1
KpunTorpauueckoi 3ammThbl
uHbopMalun
Hroro 3a cemectp| 18 36 8 46 108
Utoro| 18 36 8 46 108

5.2. Conep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copepxanue pa3esioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) IPUBEICHO B TadwmIe 5.2.
Ta6mmna 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCHUILIMHBI (B T.Y. IO JCKIIHSIM)

TpynoemkocTs
Haspanwus paznenoB | CoaepxaHue pa3aenoB (TeM) AUCIUILTHHBI (B (TeKIHOHHEIE dopmupyembie
JICKIIHOHHBI
(TeM) TUCHUTLINHBI T.4. T10 JICKIIHSIM ) KOMIIETCHIUHU
3aQHSTHS), 9
7 cemecTp
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1 O0mue noHATHS
Kpunrorpadun

OCHOBHBIE 1IeNTU U 33]]a91 KpUIITOrpaduu.
Kpunrorpaduueckue METOIbI 3aIIUTHI
uHpopManuu: muppoBaHue, XEIIMPOBAHUE,
3IIEKTPOHHAS HOIHUCH.

YK-1

MatemaTtuueckre OCHOBbI KpUIITOTpaduu.
Anrebpanyeckue CTpyKTypbl. [ pynmsl.
[uxnuyeckue rpynmnsl. Kosbiia, Koibia
Ky1accoB BbryeToB. Koneunsie noss. [Tomns
lNanya. Dnuntuyeckue kpussbie. [loHsTue
HanOOJIBIIETO OOIIETO AeTUTENS. AJITOPUTM
EBknupa, pacimmpeHHbii anroput™ EBkina.
CpaBHeHME IEPBOM CTENEHU C OJTHUM
HensBecTHhIM. KuTatickas Teopema 00
OCTaTKax.

YK-1

Hctopuueckas kpuntorpadus. Knaccuueckue
mUdpHI: TOACTAHOBOYHBIMH,
HepecTaHOBOYHBIHN, mH(p Xusuia, mudps
raMMHPOBaHUS.

YK-1

Cummerpuunoe mmdposanue. DES. TOCT
28147-89. TTOCT P 34.12-2015.

I'OCT P 34.13-2015. Pexumsbl mudpoBanus,
smmuToBcTaBka. AES.

YK-1

[ToTrounoe mmdpoBanwue. [IpuHIHATIBI
NOTOYHOTrO mudpoBanus. TuIlbl
NOTOYHOrO MmHdpoBaHusi. CHHXPOHHBIE U
CaMOCHHXPOHU3UPYIOIIUECS MHU)PHI.
I'enepanus ciryyallHbIX YUCEN.
IIceBnocnyuaiiHblie YnUClia U UX OTIUYUSA OT
WCTHUHHO CiIy4aiHbIX yucen. [Toaxoasr k
MOJTyYEHUIO MICEBOCTYyYalHbIX YHCE.
Kputepun kadecTBa rnceBaocrydyaiHbIX
YHCell.

YK-1

XemupoBanue. Kpunrorpadguueckue xem-
¢yukuuu. 'OCT P 34.11- 2012. SHA-3.

YK-1

HUroro

2 UndpacTtpykrypa
OTKPBITBIX KITIOUEH

Konnenmus kpunrorpaduu ¢ OTKPHITHIM
kimodoM. [Tporokon Juddu-Xemmmana.
Kpunrtocucrema RSA. Kpunrocucrema
Onel amans. Kpuntocucrema Pabuna.

YK-1

OCHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPbI
OTKpBITHIX Kimtoueil. [Tonsarue ceprudukara
OTKPBITOTO KJItOUa. Y TOCTOBEPSIOLINI LIEHTP.
ApXUTEKTYypa HHPPACTPYKTYPbI OTKPHITOTO
KJIr04ya

YK-1

HUroro
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3 MexaHu3Mmebl
YIpaBICHUS KIFOYaAMH

Wzyuenue cranmapra [ISO/IEC 11770.
MexaHu3Mbl, UCHIOJIb3YIOLINE CHUMMETPUYHBIE
METOJIbl. MeXaHU3Mbl, UCTIOJIb3YOIINE
aCUMMETpPUYHbIE METO/Ibl. MeXaHU3MBl,
OCHOBAHHBIE Ha CJIa0bIX CEKpeTax.
VYipaiieHne rpynnoBbIMU KIFOUaMHU.
DopMHUPOBAHUE KIIFOUEH.

YK-1

Htoro

4 IlpakTuueckue
ACIIEKTBI
KpHunrorpaduyeckon
3alUThl UH()OPMAIH

[Tonarue xpuntorpapuyeckoro NPoTOKoA.
Poinb kpunrorpaduyeckux NpoTOKOJIOB B
cucrteMax 3aiuThl nHpopmauu. OCHOBHBIE
aTaKH Ha KpUNITOrpaduyecKue IPOTOKOJIBI.
[IpoTokonbl naASHTU(UKALMY Ha OCHOBE
napoJieil, IPOTOKOJIbI «PYKOTIOXKATUS» U THUIIA
«3anpoc-oTeeT». [loHsATHE TPOTOKOJIOB
MHTEPAKTUBHOI'O JOKA3aTEIbCTBA U
JI0Ka3aTeNnbCcTBa 3HaHUA. [IpoTOKOIIBI
UICHTU(HUKAIIMK HAa OCHOBE MPOTOKOJIOB
JI0Ka3aTeNbCTBA 3HAHUS C HYJIEBBIM
pasrilalieHUEM.

YK-1

HUroro

Uroro 3a cemectp

18

Hroro

18

HanmeHoBaHMe NpakTUYECKUX 3aHATUH (CEMHUHAPOB) MPUBEACHO B Tabmuie 5.3.

5.3. llpakTn4yeckue 3aHATUSA (CEMUHAPHI)

Tabnuma 5.3. — HauMeHoBaHMe MPaKTUYCCKUX 3aHATUN (CEMHHAPOB)

HasBanwus paznenos
(TeM) TUCIIUTIITUHBI

HanmeHoBaHME IPAKTUYECKUX 3aHATUH
(cemHrHapoB)

TpynoemMKocCTs, 4

dopMmupyemsie
KOMIIETEHIINU

7 cemecTp

1 O6mue noHstust | MHOXeECTBa, ONepaIuy 1 aredpandeckue
KpunTorpadun CTPYKTYPBI

YK-1

Haumensiee obiiee kpaTHoe.
HauOonpmmii 00 1eINTENb.

YK-1

Kuraiickas Teopema 00 ocraTkax.

YK-1

JnunaHas apudmeruka. Bo3senenue B
CTEMEHb.

YK-1

HcTtopuueckue kpunrorpapuueckue
cucremsl. HIudp Liezaps.

YK-1

YacTOTHBIN KpUIITOAHAINS.

YK-1

Htoro

36

Hroro 3a cemectp

36

HUroro

36

5.4. JlabopaTopHbIe 3aHATHS

HaumenoBanue nabopatopHbix paboT npuBeeHo B Tadbauue 5.4.
Tabmumna 5.4 — HaumenoBanue 1a60paTOpHBIX padoT

HasBanus paznenos (Tem) HaumenoBanue
JUCHUTITUHBI

nabopaTopHbBIX padboT

TpynoemMKoCTs, 4

dopmupyemsble
KOMIIETCHIIUU

7 cemecTp
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4 TlpakTUYeCKUE aCTIEKThI Iudposannas daiinosas 4 VK-1
KPUITOTpapUUECKON 3aIIUTHI cucrema Windows
uHpOpMaLK [IudpoBanue nucka 4 YK-1
BitLocker
Hroro 8
Hroro 3a cemectp 8
Hroro 8

5.5. KypcoBoii npoekT / KypcoBasi padora
He npenycMoTpeHo y4eOHbBIM MIIaHOM
5.6. CamocTosiTeqbHast padoTa

Bunbl caMmocToATeIbHOM paboThI, TPYJOEMKOCTh M (DOPMHPYEMBbIC KOMIICTCHIIMH TIPEICTaBICHBI B
tabnuue 5.6.
Tabmuia 5.6. — Bujbl caMocToATeIbHOM PabOThl, TPYIOEMKOCTh B (DOPMHPYEMbIE KOMIICTCHIIUN

HasBanus pasznenos Braer . Tpynoemkocts, | PopMupyeMbIe
S —— CaMOCTOSITENILHOM u KOMITETCHIIHH ®opMbI KOHTPOJIS
paboTbI
7 cemecTp
1 O0wue noHATHS [ToaroroBka K 3auery 3 VK-1 3auéT
Kpunrorpaguu IloaroroBka k 3 VK-1 TectupoBanue
TECTUPOBAHUIO
Hanucanne otuera no 14 YK-1 Otuet mo
MIPAKTUYECKOMY MPAKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHSATHIO
(cemuHapy)
Hroro 20
2 Undpactpykrypa ITogroroska k 3auery 3 YK-1 3auér
OTKPBITBIX KITFOUCH IToAroTOBKA K 3 VK-1 TecTupoBanue
TECTUPOBAHUIO
Hroro 6
3 MexaHu3mbl ITogroroska k 3auery 3 YK-1 3auér
YIPpaBJICHUA KIIOYaMH | [lonrotoBka K 3 VK-1 TectupoBanue
TECTUPOBAHUIO
Hroro 6
4 IlpakTuueckue ITogroroska k 3auery 3 YK-1 3auér
ACIICKThI [Togroroska k 3 VYK-1 TectupoBanue
KPUNITOrPapUIECKO | TecTHPOBAHMIO
3aMUThL MEGOPMALMU [ []orroToBKa K 8 VK-1 JlaGopaTtopHas
nabopaTopHO# padoTe, pabora
HanMcaHue OTYeTa
Hroro 14
Hroro 3a cemectp 46
Hroro 46

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,

M BHJOB 3aHATHI

CooTBeTcTBHME KOMMETEHIINH, GOPMUPYEMBIX MPU U3YUCHUU NUCIUILIUHBI, U BUIOB 3aHSATUN
MpecTaBIeHo B Tabmuie 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHMA, ((OPMUPYEMBIX IPU U3YUYECHUU AUCLIUILINHBI, U BUOB
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3aHATUU

Bunbl yaeOHOM nesTeIIbHOCTH

PopmpyeMEIe Jlek. Ipak. JIa0. Cam. DopMBI KOHTPOJIS
KOMIICTECHIIH
3aH. 3aH. pao. pao.
YK-1 + + + + 3auér, JlaboparopHas padota, OTuet

0 MPAKTUIECKOMY 3aHSATHUIO
(cemunapy), TectupoBanue

6. PeliTnHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4YaIOIINXCH
6.1. basuibHbIe OLeHKH /151 POpPM KOHTPOJIA

bannbHble oueHKH U1t OpPM KOHTPOJIS IPECTaBIeHbI B Tabnuie 6.1.
Tabauna 6.1 — bannpHble OLIEHKU

. . MaxkcumanbHbII
MaxkcumanbHbII MaxkcumanbHbIA
0asu1 3a mepuos Bcero 3a
@OpMBI KOHTPOJIA 6am Ha 1-y10 KT ¢ 0a 3a mepuoa
mexny 2KT n Ha ceMecTp
Hayana cemectpa | mexnay KT u 2KT
KOHEI| ceMecTpa
7 cemecTp
3auér 0 0 30 30
Jlaboparopnas pabota 0 10 0 10
TectupoBanue 5 5 10 20
Ortuer no 15 15 10 40
MPAKTHYECKOMY 3aHITHIO
(cemuHapy)
HToro MakcumyM 3a 20 30 50 100
epUoL
Hapacratomum ntorom 20 50 100 100

6.2. IlepecueT 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIie 6.2.
Tab6mmma 6.2 — Ilepecder 6aIOB B OIEHKH 32 TEKYIIMI KOHTPOJIb

bamnibl Ha aTy TEKyIero KOHTPOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHO# cymmbl OamioB Ha naty TK

Ot 60% 10 69% OT MakcUMaNbHOI cyMMBI OaiioB Ha naty TK

[\S 2 VS BN N

< 60% oT MakcUMalIbHOI cyMMBbI OaiioB Ha naty TK

6.3. [lepecuer cyMMbI 02J1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMbI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabnuua 6.3 — [lepecyet cyMMBbI 6aJJIOB B TPAJAMIIMOHHYIO U MEKIYHAPOIHYIO OLIEHKY
Hroroas cymma 6asios,
Ornenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (oTAn4HO)
4 (xopor110) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBneTBopuTesbHO)
3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
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| 2 (Hey1OBJIIETBOPUTEILHO) (HE 3aUTEHO) | Hwxe 60 6amos |F (HGy,[[OBJIeTBOpI/ITeJIBHO)|

7. Y4yeOHO-MeTOAMYeCKOEe U HH(POPMALMOHHOE 00eceuyeHrue TUCIHILINHBI
7.1. OcHoBHas1 JUTEpaTYpa

1. Psabxo, b.5I. OcHOBBI coBpeMeHHO# KpunTorpaduu u creranorpaduu: moHorpadus / b.4.
Psi6xo, A.H. ®nuonoB. — Mocksa : ['opsiuas nunus Tenexom, 2016. — 232 ¢. [DnekTpoHHBIN pecypc]: —
Pexxum moctyma: https://e.lanbook.com/book/111098.

2. Ocwunsn B. O. Kpunrorpadus B 3aqavyax u ynpaxaenusx. - M. : I'emuoc APB , 2004. - 143[1] c.
(manmmune B 6ubnmoreke TYCVYP - 50 ak3.).

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. Andepos A.Il. OcHoBsl kpunrorpaduu: yueonoe nocooue s By3os / A.Il. Andepos, A.1O.
3y60B, A.C. Ky3pmuH, A.B. Uepemymkud. — 3-e uza., ucnp. u gon. — M.: ['enuoc APB, 2005. — 479
[1] c. (mamumuue B 6ubamoreke TYCYP - 30 9k3.).

2. bapuues C.I'. OcHoBHI coBpemeHHOU Kpunrtorpadun: yueonsiit kypc / C.I'. bapuues, B.B.
I'onuapos, P.E. CepoB. — 2-e uzn., nepepad. u gon. — M.: I'opsiuast nuaus-Tenexom, 2002. — 176 c.
(mammuue B 6nbarotexke TYCVYP - 51 9k3.).

7.3. YueOHO-MeTOANYECKHE TOCOOUSA
7.3.1. O6s13aTe/IbHbIE YUeOHO-METOAUYECKHE MTOCOOMSI

1. Tlpuknagnast kpunrorpadus: METOANYECKHE PEKOMEHIAINH JIJIS JIA0OPATOPHBIX, TPAKTHUECKHIX
U camocTosTeIbHBIX padot / A. 0. Axumyk - 2025. 49 c. [DnekTpoHHbIH pecypc]: — Pexum nocrymna:
https://edu.tusur.ru/publications/11183.

7.3.2. YueOHO-MeTOANYEeCKUE MOCOOU A5 JUII
€ OTPAaHUYE€HHBIMHU BO3MOKHOCTSIMH 3/10POBbSI M HHBAJIH/I0B

Y4eOHO-MeToAMUeCKEe MaTepUabl IJIsl CAMOCTOSATEIbHON U ayJUTOPHOI paboThl 00yUaIOLIIUXCs
W3 YHCTIa JHI] C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbsSI 1 MHBAJIUAOB MPEIOCTABISIIOTCS B opMax,
a/IaTITUPOBAHHBIX K OTPaHUYEHUSIM X 3I0POBBS U BOCTIPHSITHS HHPOPMAIINH.

Jist M1 ¢ HApYIIeHUsIMU 3PeHHUs:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMUeHHBIM HIpUdTOM.

Jist M1 ¢ HApYIIeHUsIMHU cJiyXa:

— B (hopMe DIIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU opme.

Jist M1 ¢ HApyIIeHUsIMUA ONOPHO-ABUIATEJILHOI0 annapara:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU (opme.

7.4. CoBpeMeHHbIe TPodeccHOHATIbHBIE 0a3bI JAHHBIX
U UH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

[Ipu M3ydeHWU AMCIUILIMHBI PEKOMEHAYETCS 00pamiaThCs K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(POPMAIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHCcTeMaM, K KoTopbiM Yy TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannvh.

8. MarepuaibHO-TEXHHYECKOE U MPOrPaMMHOe o0ecrneyeHue JUCIUNINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MPOrpaMMHOe o0ecreyeHue sl JIEKIIMOHHbIX 3aHATHH

Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUIMA, TPYIIOBBIX U UHAUBUIYATbHBIX KOHCYJIbTAIIHA,
TEKYIIEro KOHTPOJIS U MPOMEXYTOUHON aTTEeCTAllMU UCIIONb3yeTCsl yueOHash ayAUTOPHS C TOCTATOYHBIM
KOJIMYECTBOM MOCAI0OUYHBIX MECT I y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAApTHON y4eOHOM
Mebenbto. MiMeroTcss MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOUS, 00eCIeUnBatOIINe
TEMaTHUYECKHE WIUTIOCTPAIMH 110 JIEKIIMOHHBIM pa3fiesiaM AUCIUILTHHBL.

8.2. MartepuaibHO-TeXHHYECKOE H IPOrPaMMHoOe o0ecredeHue Al NPAKTHYEeCKUX 3aHATHI

CornacoBaHa Ha noptane N2 82818 9


https://e.lanbook.com/book/111098
https://edu.tusur.ru/publications/11183
https://lib.tusur.ru/ru/resursy/bazy-dannyh

JlabopaTopust MPUKIAJHOTO IPOrPaMMUPOBaHUs: yueOHas ayAUTOpHUs IJIsl IPOBEJCHUS 3aHITHI
JEKIUOHHOTO THUIa, yueOHas ayauTOpus IS MPOBEJCHUS 3aHATUNH MPAKTUYECKOIro TUMa, yuyeOHas
ayauTOpUs JJis NPOBEAECHUS 3aHATUN 1abopaTOpPHOTO TUMa, yuyeOHas ayauTOpus s IpOBEIECHUS
3aHATUNA CEMUHAPCKOro THUIA, OMEIIeHUE sl KypCOBOTO MPOEKTUPOBAHUS (BBIMOJIHEHHUS KYPCOBBIX
pabor), moMeleHue Ajsi MPOBEACHUS TPYNIOBBIX U HHAUBUIYAIbHBIX KOHCYJIbTAIMH, TOMEIIEHUE IS
MPOBEJICHUsI TEKYIIETO KOHTPOJIS U MpoMexkyTouHou aTrrectanuu; 634050, Tomckas obmacts, T. Tomck,
Jlenuna npocnexr, 1. 40, 302 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- MynsTumenua ycrpoiictBo Hisense HSON5300;

- MaruuTHO-MapKepHas J0CKa;

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieueHue 1Jisl JJa0opaToOpHbBIX padoT

JlaGopaTopus MPHUKIAIHOTO MPOTPAMMHUPOBAHUS: YUeOHAsl ayAUTOPUS I IPOBEACHUS 3aHATUI
JEKIMOHHOTO THUIA, yueOHast ayAuTOpHUs ISl IPOBEACHUS 3aHATUN MPAKTUYECKOTO THUMa, yueOHas
ayIUTOpHUs JUISl TIPOBEACHUS 3aHATUN a00paTOPHOro TUIA, yueOHas ayIUTOpUs ISl MPOBEICHUS
3aHATHI CEMHHApPCKOTO THUIIA, MMOMEIICHHUE ISl KypCOBOTO MPOEKTHPOBAHUSA (BBIIOJIHEHHUSI KYPCOBBIX
paboT), moMenIeHne AJsl MPOBEICHUS TPYIIOBBIX U MHAUBUAYAJIbHBIX KOHCYJIbTAIMI, TOMEIICHHE IS
MPOBEJCHHS TEKYIETO KOHTPOJIA U MPOMEXKYTOuHOI aTTectanuu; 634050, Tomckas o6nacts, . Tomck,
Jlenunna npocnexr, a. 40, 302 ayn.

Omnwucanue UMeEIONIerocss 000py0BaHUS:

- Mynstmenua ycrpoiictBo Hisense HSON5300;

- MarauTHO-MapKepHasi J10CKa;

- Kommuiekt cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H nMporpammHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU paboOThl HCTIOIB3YIOTCS yUeOHbIE ayIUTOPpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmoJoKeHHBIE MO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 101 ayx.;

- 634045, Tomckas o6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 107 ayn.;

- 634034, Tomckast o6macts, r. Tomck, Bepmmnauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmmauna ynuna, a. 74, 130 aya.

Onucanue uMeroerocs 000pya0BaHuUs:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «MHTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 O0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKO€e o0ecrevyeHne TUCIMTLTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JIMIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CHelHUaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPETOAaBaHMUs
U1 00y4aloUUXCcs C HHBAJIUAHOCTHIO, MOPTAaTUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHasi ayaAuTopHs, B
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KOTOPOHW 3aHUMAIOTCSl 00ydYaromuecs: ¢ HapyIIeHUeM CiyXxa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHIX C 0OYUYAIOIMUMUCS C HAPYLIEHUSIMH 3peHHsl TIPETYCMOTPEHO HCIOJIb30BAHHUE B
JICKIIMOHHBIX M YUYE€OHBIX ayJUTOPHUSAX BO3MOXXHOCTH MPOCMOTpPA YIAJICHHBIX 00BEKTOB (HampuMmep,
TEKCTa Ha JOCKE WJM Cjaiija Ha dKpaHe) MPH MOMOIIH BHICOYBEIUYUTENCH s KOMPOPTHOTO

MPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHHUSIMH ONMOPHO-IBUTaTeJbHOT0 ammapara
WCIIOJIB3YIOTCS aJbTEPHATUBHBIC YCTPOWCTBA BBOAA MH(MOPMAIMU M APYTHe TEXHUYECKHE CPEICTBA
npuema/mnepeaadyn yueOHoW nHGOpMaIMi B JOCTYHMHBIX opMax, MOOMIIBHON CUCTEMBI OOYyUYCHUS IS

JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMY 110 OPTaHU3aAUMH U3yUeHUs!
JUCIUTIINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEero KOHTPOJIS
U IPOMEKYTOYHOM aTTecCTAUH

JIyist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI UCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIECHOYHBIC MATSPHAIIBI

HagBaiﬁiﬁ;;ﬁ;iﬁ (rem) ?igﬁhé:f eyljry];;e ®opmsbl koHTpoIs | OueHouynsie Marepuans (OM)
1 OOuue moHATHS YVK-1 3auét ITepeuens BOIpOCOB AJist
KpunTorpaduu 3a4era
TectupoBanue [IpumepHBIii IepedeHb
TECTOBBIX 3a/laHUN
Otuer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTUYECKOMY
3aHATHIO
(cemuHapy)
2 Undpactpykrypa oTkpbIThiX | YK-1 3auér Ilepeuenb BOITPOCOB IJIst
KIIIOYen 3auera
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHNUN
3 MexaHu3Mbl ypaBiIeHUs YK-1 3auér [Iepeuyens BonpocoB i
KII0OYaMu 3aueTa
TectupoBanue [IpuMepHBIii TEpeUeHb
TECTOBBIX 3aJaHUN
4 IlpakTHueCKnE aCIEeKThI YK-1 3auér IIepeyens BOonpocoB 11t
KPUITOTpapUUECKON 3aIIUTHI 3aueTa
HH(OpMALIHH JlaboparopHas Temb! mabopaTopHBIX padoT
pabora
TectupoBanue [IpuMepHBIi TEpeUeHb

TCCTOBBIX SaﬂaHI/Iﬁ

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILIMHE TpUBeAeHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU ILIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHUS 11O

JVCIHTIINHE
®dopmynupoBka TpebOBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYCHHUS
3HATh YMETh | BJIQJICTh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

Onenka ®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae
(HeyIOBIIETBOPHUTEIBHO) | MU
3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.

4 (xopotio) 3HaTh, yMETh, BJIa/ICTh HA AHAJIMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U

MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

5 (OTJIMYHO)

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Tlo npunnumy Kepkroddca B KpUnTocucTeMe CeKpEeTHBIM JTOJIKHO OBITh:
a) K04
b) Bpems mmdpoBanus
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C) CJIOHOCTh aJITOPUTMA
d) nuHa Kroua

2. Tlo6emutens koukypca AES (Advanced Encryption Standard)?
a) DES
b) RC6
¢) Rijndael
d) Twofish

3. Yto takoe nuddysusa?
a) BiausiHue onHOro 3Haka OTKPBHITOTO KJIOUa HAa 3HAYUTEIbHOE KOJMYECTBO 3HAKOB
muppPOTEeKCTA.
b) BausiHue onHOro 3Haka 3aKpHITOTO KJOYa Ha 3HAYUTENIbHOE KOJHWYECTBO 3HAKOB
muppOTEeKCTA.
c) BausiHue onHOro 3Haka OTKPBHITOTO TEKCTa Ha 3HAYUTEIbHOE KOJIMYECTBO 3HAKOB
muppOTEeKCTA.
d) Buusgnue aiaropuTMa 3amuThl UHGOpManMU Ha 3HAYUTENbHOE KOJMYECTBO 3HAKOB
muppOTEeKCTA.

4. KakuM CBOMCTBOM J0JDKEH 00JafaTh KaHal nepenaun nadopmaiuu B cxeme Juddu-Xemmmana
a) 3aIIUIICHHBINA OT MOIMEHBI
b) 3amuIIeHHBINA OT MPOCTYITHBAHMS
C) 3aKpBITHIN KaHaJ
d) OTKpBITHIN KaHAI

5. Kak Ha3biBaeTca mpeoOpa3zoBaHHE BXOJAHOIO MAacCHBAa JAAHHBIX MPOU3BOJIBHOW JJIMHBI B
BBIXOJIHYI0O OHUTOBYIO CTPOKY (GHKCHPOBAHHOUN IIMHBI? (MCHOJB3yeT OIHOCTOPOHHIOIO
(GYHKIIHIO)
a) PazOuenne BXOAHOTO MaccuBa
b) XemmpoBanue
c) Cxatue
d) Casur

6. Buabl CHMMETPUYHBIX KPUIITOCUCTEM:
a) TOTOYHBIC MUPHI
b) OUII
C) KPUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM
d) Her oTBeTa

7. Advanced Encryption Standard (AES), Taxxe u3BectHblil kKak Rijndael umeer pazmep 6i0ka (B
ouTax):
a) 64
b) 128
c) 192
d) 256

8. Advanced Encryption Standard (AES), Taxxe u3BecTHbIi kak Rijndael MoxxeT umeTh kiro4 (B
ouTax):
a) 128
b) 192
c) 256
d) Bce BhIIIE TEPEYUCIICHHBIC

9. Kakas cxema sexut B ocHoBe DES u I'OCT 28147-89?
a) Lle3aps
b) Kantopa
c) deiicTenst
d) Buxenepa

10. Kakue U3 ciaeayromuyx aliropuTMOB SBISIOTCS ACCUMMETPUYHBIMU ?
a) DES
b) Dnb-I"amans
¢) 'OCT 28147-89
d) RC4
11. Ha kakoi TpygHOpeIIaeMO# 3a/1aue OCHOBaH anroput™m RSA?

a) ®axropu3aIuy Yucel
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b) HaxoxaeHust 60100 MPOCTOTO YHCIIa
¢) Beranciiennn o6paTHOTO 3JIeMeHTa
d) duckperHoro norapudMupoBaHUs
12. Kaxkas nnuna kimoda B ['OCT 28147-89(Marma)? (oTBeT B 6HTax)
a) 64
b) 128
c) 192
d) 256
13. Uto 00b19HO B ceOsI BKITIOUAET CXeMa JIEKTPOHHOM moanucu?
a) alIrOPUTM I'eHepalluy KIYEBBIX Map MOJIb30BaTENs
b) pyHKIIMIO MPOBEPKU MOATHCH
C) HUYETO U3 BBILIEIEPEUUCICHHOTO
d) Bce U3 BBIIETIEPEUNCIICHHOTO
14. Meroa nonuandaBuTHOro mudpoBaHuss OyKBEHHOTO TEKCTa C MUCIOJIb30BaHUEM KIIOYEBOIO
cloBa
(TEeKCTOBOTO):
a) ludp I'porcdensaa
b) HIudp Bmwxkenepa
¢) udp Lezaps
d) llIudp Bepnama
15. Kako# ki1t04 JOCTYIICH BCEM JIJIsi TPOBEPKHU ITUGPOBOM MOIMUCH MO TOKYMEHTOM?
a) 3aKPBITHINA
b) OTKpBITHIIA
C) BHYTPCHHH
d) oOmmii
16. Kakoi#i mpudTt 601ee CTOWKHUI K B3IOMY?
a) CUMMeETpUYHBII
b) AcuMMeTpUYHBIN
¢) IlceBmocumMmeTpUIHBIH
d) Her npaBuibHOTO OTBETA
17. Kako#i anroputm mmdpoBaHus cTal mpoodpazom mis oteuectBeHHOro 'OCT28147-897
a) DES
b) DSA
¢) Rijndael
d) IDEA
18. B uyeMm npenmymiecTBO CHMMETPUYHBIX CUCTEM HaJl ACHMMETPUYHBIMU?
a) CKOpOCTh MU(POBaAHUS
b) mpocToTa peanuzanuu
C) U3y4YCHHOCTD
d) Bce OTBETHI IPaBUIIBHBIC
19. Yto nmoapasymeBaeTcs 1moJ TEPMUHOM ayTEHTUIHOCTh HH(popManuu?
a) [lenoctHoCcTh MHDOPMAITUH
b) HeB03MOKHOCTh OTKa3a OT aBTOPCTBA
¢) [lonmuHHOCTH aBTOPCTBA
d) Bce OTBETHI MIPaBUIIBHBIC
20. Bribepute nmpaBuIbHBIN BapuaHT, 3alIMPOBAHHON ¢ MOMOIIBIO MHdpa 1e3apsi, CTPOKU: mudp
[e3aps
a) pitxc u€nodco
b) miiixc uéubca
C) BKIIT IDKUBCO
d) r00BI1 BKHEIDK

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

[TonsiTue KpunTOrpauuecKoro MpOTOKOIIA.

Ponp kpunrorpadguueckux npoToKoJIOB B CHCTEMax 3aIllUThl HHPOPMALIUH.
OCHOBHBIE aTaKH Ha KPUNITOrpahUIeCKUe MPOTOKOJIBI.

IToHsTHE DIIEKTPOHHOM IOAIIHCH.

L=
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VYnpaBiieHue OTKPBITHIMHU KITIOUaMHU.

OcHOBHbBIE KOMIIOHEHTHI HHQPACTPYKTYPhI OTKPBITHIX KIHOUEH.

[TonsTue cepTudukaTa OTKPHITOTO KIHOYA.

VY nocroBepsAronmi HEHTP.

Apxurektypa UHQPACTPYKTYpbl OTKPBHITOTO KIIIOYA.

[TpoTokosibl HAEHTU(PUKALMN HAa OCHOBE MapoJiei, MPOTOKOJIbI «PYKOMOKATHUSD U THIIA «3aIpoc-

OTBET».

11. TToHsiTHE MPOTOKOJIOB UHTEPAKTUBHOTO JOKA3aTEIbCTBA U JJOKA3aTEIbCTBA 3HAHUS.

12. IIpoToKoabl UAEHTU(PUKAMU Ha OCHOBE MPOTOKOJIOB JOKAa3aTeIbCTBA 3HAHUS C HYJIEBBIM
pasriialeHueM.

13. ITocTpoenune 6e30mMacHOTO KOMMYHHKAIITMOHHOTO KaHajla Ha OCHOBE KpUNTOTpaduyuecKux
aJITOPUTMOB.

14. TIpobaemMbl peanu3anuy KpunTorpadhudecKux aaropuTMOB.

15. 3ammTa OT yTeuku nHGOpMAITIH.

YW

9.1.3. TeMbl NpaKTUYECKUX 3aHATHI

—_

. MHOXecTBa, Onepanuy U aredOpandeckue CTpyKTypbl
. Haumenbiiee oOmiee kparnoe. HanbGonpimuii o0muiil nenurens.
Kuraiickas Teopema 00 ocraTkax.

W N

9.1.4. Tembl J1a00paTOPHBIX PadoT

. Iudposannas daitnosas cucrema Windows
. Iudposanue aucka BitLocker

N —

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenbHast paboTa CTYA€HTOB UIPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHus: IUCHUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOANMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U UCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILUMHU
Hay4YHO-TIONYJSPHBIE U CIELUAIU3UPOBAHHBIE MaTepHajbl, MOCBSIIEHHBIE PAa3JIUYHBIM aCHEKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATEIBLHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME WJIM NPOCMOTP MaTepuajla OCYLECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYAIbHOTO NIOHUMAaHUS U OCBOEHMS MaTepuaja, BbIIENssl OCHOBHBIE UJEH; HA OCHOBAHUHU
N3yUYEHHOI'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCS COOTHECTH TEOPHUIO ¢ IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCS HE3HAKOMBIE UJIM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAUEHUE NI IOHMMaHUS JaJbHEHNIIEro MaTepyaa;

— OCMBIC/IMBAlTE IPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HA MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHLCS JOMOJHHUTEIbHBIE 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnucanue BeOMHAPOB U 3alMUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3JIeKTPOHHOM
YKypHaJIE 110 TUCIUILUINHE.

9.3. Tpeﬁonaﬂnﬂ K OCHOYHBIM MaTepHuajJdaM Jisl JUll ¢ OrpaHHYCHHBIMHA BO3MOKHOCTAMMU
310pOBbHA U HHBAJIUA0OB

Jns nun ¢ orpaHUYEHHBIMU BO3MOXHOCTSIMU 3JI0pOBbSI U HWHBAJIHIOB MPEIyCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIEHOYHbIE MaTepHalibl, epeyeHb KOTOPhIX yKa3zaH B Tabnuie 9.4.
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Tabnuna 9.4 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA IS JIUI C OTPaHUYCHHBIMU
BO3MOJKHOCTSIMH 3JIOPOBBSI M1 MHBAJIUIOB

Kareropuu oby4aromuxcs

Buasl 1ooIHUTENBEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOyUECHHS

C HapylIeHHsIMU cllyXa

TecThl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYATBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpenmyiecTBEHHO
JUCTaHIMOHHBIMU METOIaMH

C orpaHu4YeHHUSIMHU 110
0o011IeMe IUIITHCKUM
MOKa3aHMSIM

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecCTBEHHO MPOBEpPKa
METOJIaMU, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

9.4. MeToauuecKkue PE€KOMEHIAUHA MO OCHOYHBIM MaTepuajdamM AJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSAMH 310POBbA U HHBAJIN/I0B

I[J'IH JiMug € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B MieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTECHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BAaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. s Takux oOyyarouuxcs mpeaycMaTpuBaeTCs
noctynHas popma npeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUsl, @ UMEHHO:

— INMCHbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHIOJIB30BAHUEM YCIYT ACCUCTEHTA;

— IpEeJCTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIHTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMU
3I0POBbS U WHBAIHAOB MO AUCHUILIMHE MPEIycMaTPUBAET MpeaocTaBleHne nHpopmauu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHHUSAM UX 37I0POBbS U BOCTIPUATHS HHPOPMALIUU:

JLst M1 ¢ HAPYIIEHUSIMU 3PeHUsI:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTrMueHHBIM HIpU(TOM.

Jst M1 ¢ HAPYIIEHUsIMU cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeyaTHOU (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeyaTHOU (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL ¢ OTPAaHMYCHHBIMHU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OUCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIIOB.
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