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Hanpanenne moarotoBku / crnenuanbHocTh: 10.05.02 NudopmanuonHasi 6e30MacHoOCTh
TeJIEKOMMYHHKAIMOHHBIX CHCTEM

HampasnenHnocts (mpoduns) / cmenumanu3anusi: YHnpaBlieHHe 0e30MaCHOCTHIO
TeJeKOMMYHHUKAIMOHHBIX CHCTEM M ceTeii

®opma o0yueHHS: OUHas

®dakynbTeT: @akyabTet 6e3onacHocT (Pb)

Kadenpa: Kadenpa 6e3onacaoctu uadpopmanuonnnix cuctem (BUC)

Kypc: 4
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VY4eOnsiii man aHabopa 2023 roga

O0beM JUCHMIIUHBI U BUAbI yU€OHOU AESITEIbHOCTU

Bunbl yueOHOI nesTenbHOCTH 8 cemectp Bcero Ennnunel

JIeKIIMOHHBIE 3aHATHS 28 28 4acoB
JlaGopaTopHbie 3aHITHS 36 36 4acoB
CamocrostenbHas pabora 44 44 4acoB
IloaroroBka u crada 3K3aMcHa 36 36 4acoB
OO011as TpyJ0€MKOCTh 144 144 4acoB
(BKJIFOYAs MPOMEKYTOUHYIO aTTECTALIUIO) 4 4 3.e.

@opMBI IPOMEKYTOUHOH aTTECTALUA Cemectp
DK3aMeH 8

Tomck

CornacoBaHa Ha noptane Ne 72746



1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. OOyueHne CTyJEHTOB OCHOBAaM IOCTPOCHHS, KOH(DUTYypUpOBAHHUS M SKCIUIyaTalUH
pacmpeielIeHHbIX aBTOMAaTU3MPOBAHHBIX CHCTEM, MCIOJB3YIOMIMNX OECpOBOAHBIE KaHAJbl NEpeaadn
JTAHHBIX.

2. O3HakoMIJIeHHE OOy4YaroUIUXCsl ¢ MPUHLUIAMH 3alIUThl UHOOPMALMK B JIOKAJIBHBIX CETAX
0ecpOBOJIHON CBSI3HM, & TAKXKE C COOTBETCTBYIOIIMMH MEXaHU3MaMHU ayTEHTHU(PUKALUK aOOHEHTOB,
o0ecreyeHns EIOCTHOCTH M KOH(UISHIIMATBHOCTH NepeaaBaeMoil HH(OpMaIIHH.

1.2. 3agauy AUCHUILIUHBI

1. O3HakoMJIEHHE C MHOTOOOpa3ueM MPOTOKOJIOB Mepeauu JaHHBIX B CHUCTeMax 0eCTIPOBOJTHOM
CBSI3H, C X KJIacCU(PUKAIMEH U UCTOPHEH MX Pa3BUTHS.

2. V3y4yeHue mpuUHLUMIOB oOecrnevyeHus HEeJOCTHOCTH U KOH(HUASHIUAIbHOCTH COOOIIEHUN, a
TaK)Ke JOCTYIHOCTH CEPBUCOB B cHUCTEMaX OECIPOBOIHOI CBS3H.

3. O3HaKOMJICHHE C ApXUTEKTYypPOl OECITPOBOAHBIX CeTel Ha (PU3MUECKOM M KaHAJIHLHOM YPOBHSIX
MOJICJIH B3auMOIeHCTBUS OTKPHITHIX cucTeM (OSI): anmapatHoe obecrnieueHne, CTaHaapThl, TPOTOKOJBI.

4. V3ydyeHue METOJOB ayTEHTH(UKAIIMU U PACIpPEIeICHUsI KITI0UeH B CHCTeMax OECIpPOBOIHOM
CBs3H, Ha pumMepe cererd Wi-Fi.

5. O3HaKOMJICHHUE C W3BECTHBIMH INMPAKTUUYECKUMH aTakaMu Ha OecrnpoBoanbie cetu Wi-Fi u
Bluetooth, a Takxe ¢ mporpaMMHoO-anmnapaTHBIMU HHCTPYMEHTAMU TECTUPOBAHUSI OECIIPOBOJIHBIX CETeH
Ha IPOHUKHOBEHHE.

6. O3HaKOMJIEHHE C KOPIIYCOM JOKYMEHTOB, ONPEACIAIOMUX TpeOoBaHUs K OECIIPOBOAHBIM CETAM
1 WX KOMIIOHEHTaM, Ha npumMepe cnenndukanuu Wi-Fi cereit.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0a3aTeIbHas 4acTh.

Monyne quctumiue: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiuael: 51.0.03.26.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oo6menpodeccuoHaIbHbIe KOMIIETEHIMU
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OI1K-9.3. Crocoben
IMPOBOAUTL MOHUTOPUHT
3aIUIIEHHOCTH CETEBBIX
pecypcoB u popMuUpOBaTH
OTYETHI TI0 BBISIBICHHBIM
YA3BUMOCTAM

OIIK-9.3.1. 3naet MeToABI
KOHTPOJISI PYHKIIMOHUPOBAHUSI
TEJICKOMMYHUKAIIMOHHBIX CUCTEM
M CeTeH, UX 3alUIIEHHOCTH OT
HCJI, npuHUIMIBI TOCTPOSHUS
CHCTEM OOHapy KEHHS
KOMITBIOTEPHBIX aTakK,
BO3MOKHbIE HUICTOYHUKH U
TEXHUYECKHUE KaHAIbl YTCUKH
nH(OPMAIINH B
TEJICKOMMYHHUKAIIMOHHBIX
CHUCTEMAaX U CeTsIX

[HornmaeT pa3nuyust MeXIy MPOBOJAHBIMH U
0eCTPOBOTHBIMY CHUCTEMAaMU CBSI3H B YACTH
obecnieueHust UX 3amUIIEHHOCTH. OCO3HAET
MPUHIMIHATFHYI0 BAXKHOCTH TPOIICTYPHI
pacrpeieneHns: CECCHOHHBIX H CEaHCOBBIX
KITIOYEH, a TaKXKe CII0COOEH OIpeernsiTh
OIICHUBATh PUCKH, CBS3aHHBIC C €€ pean3aineH.

OIIK-9.3.2. YMeeT npuMeHsTh
WHCTPYMEHTAJIbHBIE CPE/ICTBA
MIPOBEICHUSI MOHUTOPHHTIA
3aLIMIIEHHOCTH
TEIeKOMMYHHUKAIIHOHHBIX CUCTEM
U CeTel, COCTaBJIATh OTUETHI [0
pe3ynbTaTaM IIPOBEPOK

YMeeT BOCTIPOU3BOANTE OCHOBHBIE H3BECTHBIE
MPaKTHYECKHe aTaKu Ha OECITPOBOIHBIC
JIOKaJIbHBIE CETH, UCIIONB3YsI IPU ITOM
CHeMaIN3NPOBAHHBIN HHCTPYMEHTapHii (B T.4.
ckpunTsl o Kali Linux) 1 pyKoBOICTBYSChH
MPUHIUIIAMY "3TUYHOTO XakuHra'". YMeer
aHAJIN3MPOBATh U MHTEPIPETHPOBATH PE3YIbTATHI
MPOU3BEAEHHBIX TECTOB, (POPMUPOBATH HA X
OCHOBE PEKOMEHAINH TI0 YCTPaHEHHIO
BBISIBJICHHBIX B CUCTEME YA3BUMOCTEH.

OI1K-9.3.3. Bnageet HaBBEIKAaMH
aHau3a 3aluIIeHHOCTH
TEJICKOMMYHHUKAIUOHHBIX CUCTEM
U CeTe C UCTONb30BaAHUEM
CKaHepOB 0€30MaCHOCTH U
CpPE/ICTB aBTOMATHUYECKOTO
pearupoBaHust Ha MOMBITKA
HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA

Brnaneer mporpaMMHBIME HHCTPYMEHTaMU
MOHHUTOPHUHIA CETEBOro TpaduKa U ClIocOOeH UX
NPUMEHSITH U1l OOHAPYKEHHSI aTak THIla "OTKa3 B
o0cykuBaHUK" Ha OECIIPOBOJHbIE JTOKAIBHBIC
cetr. CriocobeH NpuMEHSTh TPOTPaMMHBIE
cpenctsa (B T.4. BKIITOYEHHBIE B AuCcTpuOyTHB Kali
Linux) my1st aBTOMaTH3MpOBaHHOMN OIEHKH
3aIMIIEHHOCTH OECTIPOBOJHBIX CETEH.
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OIIK-13. Criocoben
OLICHMBATh TEXHUYECKHE
BO3MOXKHOCTH,
aHAJM3UPOBATH YTPO3HI U
BBIpa0aThIBaTh
PpeKOMEeHauy 1o
MOCTPOCHHIO SJIEMEHTOB
MH(POPMAIOHHO-
TEJIEKOMMYHHKAIIMOHHOMN
UH(PACTPYKTYPHI C YIETOM
obecrieueHns TpeOoBaHUH
HH(HOPMAITMOHHON
Oe3omacHOCTH

OIIK-13.1. 3HaeT OCHOBHBIE
CUCTEMbI U CETHU JICKTPUICCKON
CBSI3H, BKJIFOYAsl JIOKAIBHBIE U
riao0aabHBIE CETH, CETh
«UHTEpHETA BEIe, MPHUHIIUITHI
UX MOCTPOCHMSI U TEXHHUUECKHUE
XapaKTEPUCTUKHU BXOJAIINX B
HHUX DJIEMEHTOB, a TAKKE
OCHOBHBIE YSI3BUMOCTHU
3JIEMEHTOB MH(POPMAITHOHHO-
TEJIEKOMMYHHKAlIHOHHON
HHOPACTPYKTYPhI W TTPHHIIAITHI
obecrieueHms ¢
WH(POPMAIIMOHHOH 0€301MacHOCTH

O3HaKOMIIEH C MHOTO00Opa3neM U HOMEHKIIaTypOi
aKTyaJIbHBIX CTaHJIAPTOB U IPOTOKOJIOB,
MPUMEHUMBIX B OCCIPOBOTHBIX CETAX CBSI3H.
[TormmaeT 0cOOEHHOCTH TOCTPOCHUS CETEH
"UHrepHera Bemeit" Ha ocHoBe Wi-Fi (802.11ah),
BlueTooth LE (802.15.4), LoRaWAN B wactu
obOecnieueHus TpeOOBaHUH 110 HH(POPMAITMOHHON
0e30MMacHOCTH, a TAK)KE€ aBTOHOMHOCTH M
MOOHMJIbHOCTH KIIMEHTCKUX CTaHLIWH. 3HaeT
MIPUHIIMITBI AHAN32 W OLICHKH 3alIUIIEHHOCTH TeX
WJIM HHBIX OCCIIPOBOAHBIX CETel, OCHOBaHHBIC Ha
UX apXUTEKType, KOHQUTYpAIMU ¥ IPUMEHAEMBIX
B HHX ITPOTOKOJIAX.

OIIK-13.2. YMeerT olLIeHUBATD
TEXHHUYECKHE BO3MOKHOCTH
OCHOBHBIX CHUCTEM U CETEU
AIIEKTPUUYECKON CBSZH U
aHaJIM3UPOBATH YIPO3BI
UH(OPMAIIMOHHO-
TEJIEKOMMYHHKAIIMOHHOM
UHPPACTPYKTYpE U
LUPKYJIUPYIOLEH B HEMl
uH(OpMaInH, BEIOUpATH
HE0OXOUMBIE CPEICTBA IS
obecrieueHnst ”HPOPMaIIHOHHON
Oe3omacHOCTH

YMeer olleHuBaTh KOJMYECTBEHHBIC U
BEPOSATHOCTHBIC XapaKTEPUCTUKH OCCIPOBOIHBIX
TEIEKOMMYHHUKAIUOHHBIX CETeH (J0JTF0
MOBTOPHBIX MAKETOB, CKOPOCTh MEPeIavun JaHHBIX,
BER, SNR, 3anepxky u ap.), a Takxke JeJ1aTh
BBIBOJIBI 00 MX 3((HEKTHBHOCTH Ha OCHOBE
MPOBEACHHBIX OIIEHOK. MOKET UCIOJIb30BaTh
[ITATHBIC MEXaHU3MBI (U MPOTOKOJIBI)
obecrieueHust ETOCTHOCTH U
KOH(UICHIIMATLHOCTH UH()OPMAIIVH,
MUPKYITUPYIONIel B OECITPOBOIHBIX TOKATBHBIX
cerax. YMeer kondurypuposats Wi-Fi cets ¢
y4ETOM TpeOOoBaHMH Kak 110 3 (HEKTHBHOCTH
nepeau JaHHbIX, TAK U [0 UX 3alUINEHHOCTH.

OIIK-13.3. BnageeTr HaBBEIKOM
OLICHKH TEXHHUYECKHX
BO3MOKHOCTEH M ITOJATOTOBKH
pEeKOMeHJanu 1Mo MOCTPOCHHIO
OTZETIbHBIX 3JIEMEHTOB
MH(POPMALOHHO-
TEJIEKOMMYHHUKAIIMOHHON
UHQPACTPYKTYPHL C YIETOM
obecrnieueHus TpeOOBaHUI
WH(POPMAIOHHOH 0€301MacHOCTH

Brnageer HaBbIKaMH HACTPOWKH OECTIPOBOIHBIX
JIOKaJbHBIX KOpropaTUBHbBIX ceTei (WPA-
Enterprise), ncronp3yonmx yaanéHHbIN cepBep
ayTeHTU(HKauuu mo nporokory RADIUS.
Cnoco0eH MHTepIPeTUPOBATh U YUUTHIBATh B XOAE
HacTpoHKku TpeboBaHuUs IO 6€30MaCHOCTH (B
cootBercTBUU ¢ RFC 4017) kK mpuMeHsIeMbIM
MeTO/IaM ayTeHTU(HUKAINH B OECIIPOBOIHBIX
CeTsIX.
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OIIK-15. Criocoben OIIK-15.1. 3HaeT METOAUKH [ToHrMaeT cyTh XapakTEpUCTHK MEPEAIOIIEr0 U

MPOBOJIUTH HU3MEPEHUS U OLIEHKH MpUEMHOT0 000PYIOBaHUS COBPEMEHHBIX CeTeH
WHCTPYMEHTAIbHBIN rapaMeTpoB B OCCIPOBOTHON CBSI3U, B YACTHOCTH MOIIHOCTH
MOHHUTOPHUHT KauecTBa TEIEKOMMYHHKAIMOHHBIX rnepeaaTurKa, YyBCTBUTEIbHOCTH IPUEMHUKA,
00CITy’)KMBaHUS M aHAJIU3  |CHCTEMaXx M CETSIX M TUIIOBEIE JMarpaMMbl HalIPaBJICHHOCTH, Ty4e(OpMUPOBAHNE
3alMIIEHHOCTH cpeAcTBa Jist u apyrue. Crioco0eH u3BIeKaTh
UH(pOpPMAIIUU OT WHCTPYMEHTAJIBHON OLIEHKH COOTBETCTBYIOIIYIO HH()OPMAIHIO, a TAKXKE
HECaHKIIMOHUPOBAHHOTO YPOBHS 3aIIUIIEHHOCTH MH()OPMAIIHIO O TIPUMEHSEMEIX B CETH
JlocTyna B TEJICKOMMYHHUKAIMOHHBIX CUCTEM | MEXaHNU3MaX 0€30MaCHOCTH, U3 3ar0JI0BKOB KaJpOB
TENIEKOMMYHMKAIIMOHHBIX (hM3UIECKOTO YPOBHS.
CHCTEMAX U CETsAX B LEIAX |OITK-15.2. YMmeer MoXeT IpUMEHSTh TPOrPpaMMHBIE HHCTPYMEHTHI
YHOpaBJICHUS UX AHAIN3APOBATH ITPONYCKHYIO (yTHHT OTIepalliOHHON CUCTEMEL,
(pyHKIHOHHpOBAHHEM CIOCOOHOCTH U MPEEbHYO CHEIMATN3UPOBAHHBIX CKPUTITOB) JIJIS OI[CHKH
Harpy3Ky CETH CBS3H, TApaMETPHI | TPOITYCKHOM CIIOCOOHOCTH OECIIPOBOTHBIX
nepenadyu Kaapos Npu KaHAJIOB M IMOCTPOeHUs rpada cBA3HOCTH
MPOXO0XKJAECHUH 110 KaHAJIaM YCTPOMCTB B JIOKaJIbHOUM CETH. YMEET OLIEHUBATh
CBSI3U, ITPOBEPSTH AOCTUKUMOCTD |IPEAEIbHYIO Harpy3Ky Ha JIOKAJIbHYIO
a0OHCHTOB CETH CBS3H OCCIPOBOIHYIO CETh B HHPPACTPYKTYPHOM

peXrMe, B TOM YHCJIE, B YCIOBUSAX aKTUBHON
aTaku Tumna "0TKa3 B 00CIy)KHBaHUU".

OIIK-15.3. Bnaneer naBbikamu | CriocoOeH Ha MPaKTHKE NPUMEHATH 3HAHHUA O
TIPOBEICHUS aHAIHM3a MITaTHBIX MEXaHN3MaxX 0e3011acHOCTH,
3alIMLIIEHHOCTH UH(OpMALUH OT |MIPEeoyCMOTPEHHBIX B TEX MM MHBIX
HECaHKIIMOHUPOBAHHOTO AOCTYTA | 0ECIPOBOIHBIX CUCTEMAaXx CBA3H, UL BBIOOpA UX

B TEJIEKOMMYHHKAIIHOHHBIX onTUMalbHOW KOH(pUrypanuu. Biageer HaBpIKaMu
CHCTEMaX U CETIX aHaJIM3a nepelaBacMbIX B 3(UpP JaHHBIX C LIENbIO
OTIpe/IEeICHNS UCTIONIb3YEMBIX B CETH
KpUITOrpagMuecKUX MPOTOKOJIOB U NPOLEAYD
ayTeHTH(HKAIHN.

IIpodeccuonanbHbIe KOMIIETEHIUH
4. O0beM TUCHUILIMHBI B 32Y€THBIX eIMHUIAX C YKA3aHHEM KOJIUYECTBA aKaleMUYEeCKUX YaCoB,

Bbl/IeJIEHHBIX HA KOHTAKTHYIO Pa00Ty 00y4aloluXxcs ¢ npenojaBarejiemM
U HA CAMOCTOSITEJIbHYIO PadoTy 00y4aromuxcs

OO61mas TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 4 3a4€THBIX eMHuUII, 144 akaJeMUYecKrX 4acoB.

Pacnpenenenue Tpya10€eMKOCTH TUCIUIUIMHEI 110 BHIaM YUY€OHOU JEATEIBHOCTH MPEJACTaBICHO B
tabymue 4.1.

Ta6mmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI IO BUJAM YUYSOHOU eI TeIbHOCTH

Becero |Cemectpsl
4acoB 8 cemectp

Buapl yaeOHOI AesTENBHOCTH

KonTakTHas aynuTopHasi padora 00y4alomuxcs ¢ npenogaBaresaeM, BCero 64 64
JIeKIIMOHHbBIE 3aHATUS 28 28
JlaGopaTopHble 3aHITHS 36 36
CamocrosiTeibHas padoTa 00y4arOMUXCs, B T.4. KOHTAKTHasI 44 44
BHeay/JuTOpPHAas paboTa 00y4aloIMXcs ¢ nNpenogaBarejieM, BCero
[ToaroroBka Kk TECTUPOBAHUIO 12 12
[ToaroToBka k 1abopaTopHO padboTe, HATMCAHUE OTYETa 12 12
Hanucanue otuera no nabopatopHoit pabote 20 20
IToaroroBka M ciaya 3xK3amMeHa 36 36
Oo0mas Tpyn0eMKOCTh (B Yacax) 144 144
OO0mas TpynoeMKocTh (B 3.e.) 4 4
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5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI IO pa3aenam (TeMam) u BUJaM y4eOHOU JesSTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUBI YYEOHOH IeATEIbHOCTH

Jlek. Cam. |Bcero uacoB
JIab. dopmupyembie
HazBanus pasnenoB (TeM) TUCIUTIIUHBI 3aH., pao., (6e3
pao. KOMIIETEHIINH
q q 9K3aMECHa)
8 cemectp
1 OOmue cBemeHus 0 6ECTPOBOAHBIX CETIX 4 - 2 6 OIIK-13
CBSI3U
2 dusnyeckuil U KaHaJIbHBIA YPOBHH B 4 8 6 18 OIIK-13, OIIK-15
cucTeMax 0ecrpOBOTHOM CBS3U
3 TumnoBble yrpo3bl U MEXAHU3MBI 4 10 8 22 OIIK-13, OIIK-15,
oOecrieueHns O€30MaCHOCTH B OIIK-9.3
O€CIPOBOTHBIX CETAX
4 Metonbl ayTeHTUDUKALUU U 8 8 12 28 OIIK-13, OIIK-9.3
pacnpeelieHus KIIFo4eii B 0eCIIpOBOHBIX
CeTIX
5 TpeGoBaHUs K 3aIUIIEHHOCTH B 4 4 8 16 OIIK-15, OIIK-9.3
COBPEMEHHBIX U MEPCIEKTUBHBIX CUCTEMAX
OecrpoBOHOMN CBS3H
6 KondurypupoBanue 6ecripoBOIHBIX 4 6 8 18 OIIK-13, OIIK-15
JIOKAQJIBHBIX CETeH, OTBEYAIOIINX
TpeOoBaHUSM OE30MMaCHOCTH
Hroro 3a cemectp| 28 36 44 108
Uroro| 28 36 44 108

5.2. Conep:xanue pa3uesioB (TeM) IMCHUNINHBI

Copepxanue pa3enoB (TeM) TUCHUTUINHGI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)

TpynoemMKkocTb
HasBanus paznenon ConeprxaHue pasziesioB (TeM) TUCITUATITUHBI dopmupyemMbIie
(TeM) TUCIIUTIITUHBI (B T.4. TIO JICKITUSIM) (nexuonHbIe KOMITETEHIIUN
3aHATHSA), 4
8 cemecTp
1 OOmue cBeneHus o Hcrtopus pazButus 0eCripoBOIHOM CBS3U B 4 OIIK-13
O€CIPOBOTHBIX CETIX TeNePOHHBIX U KOMITBIOTEPHBIX CETSX.
CBS3U OcoOeHHOCTH, IPEUMYIIIECTBA U
HEJOCTaTKH CHUCTEM OSCIPOBOJIHOM CBSI3H.
Knaccudukanus 6ecripoBoHBIX
TEXHOJIOTHH 10 JAaIbHOCTH ASUCTBUS, II0
TOIOJOTMH, 10 00JIaCTH AEHCTBHS.
Htoro 4
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2 ®usnueckuil u
KAHAJIbHBIN YPOBHH B
cucreMax OecrpoBOIHON
CBA3U

[TakeTHast ¥ CHHXpOHHAS TIepeada B
paarosdupe. MeTo 16l MOTYIISIIIAA U UX
BIIMSTHUC HA XapaKTePUCTHKH PaOKaHala.
YacrotHoe (OFDM, DBA) u
cratuctudeckoe (FHSS, DSSS, CDMA)
MYJIbTUIUICKCHPOBaHUE. METOIbI
yIPaBIEHUS JIOCTYIIOM K CpeJie, a TAaKKe
PEIOTBPAIICHIE U OTPAOOTKA KOJUTU3HA.
CTek MPOTOKOJIOB B CEMEHCTBE CTAHIAPTOB
802.

OIIK-13

Hroro

3 TumnoBsie yrpo3sl U
MEXaHU3MBI
obecreueHus
0C30IMaCHOCTH B
OeCIpPOBOHBIX CETAX

VYrpo3bl KOHPUIEHIUATBHOCTH U
LIEJIOCTHOCTH MH(OPMAIMK B PaI0 KaHAJIE.
YTpo3bl 1OCTYIHOCTH CEPBUCOB
6ecripoBosiHOM cetu. Kpunrorpaduueckas
3amuTa coodieHuit (mmdposanue,
UMHTOBCTABKH, XemupoBanue). [IpoTokosb
JUISL KpUNTOTpauuecKor 3aIuThl
coobmenuit (RC4, CCMP, GCMP).
AyTeHTUHKALUS U pacpeieieHe
KJIrouel Mexxay y3namu cet. Mepapxus
KJII04el (MacTep-KII0uu, CECCHOHHBIE
KJIFOUH, CEaHCOBBIE KITIOUH).

OIIK-9.3

Hroro

4 Metonnl
ayTeHTU(UKAITUU U
pacrpeieNieHus KIIo4ei
B OECITPOBOJIHBIX CETSIX

BzaumHast 1 0THOCTOPOHHSA
ayTeHTHUKausI. AyTeHTHPUKAIHS C
00muM cekpeToM. AyTeHTH(PHUKAIIHS C
"opakynom". Ayrentudukanus B Bluetooth,
Wi-Fi (WEP). Ayrentuduxamus B Wi-Fi
(RSN). YetpIp€xaTammHoe pyKomoxaTue B
WPA/WPA2. PacmipsieMblit IpOTOKOI
ayrentudukamnuun EAP. [Iporoxon EAPOL.
[IpoTokoma 6pICTpOro KOHPUTYPHUPOBAHUS
WPS. IlpakTuueckue ataku Ha
ayTeHTHUKaIuo (M KOHGUTYpUPOBAHKE) B
OECIIPOBOIHBIX CETSX.

OIIK-9.3

Hroro

5 TpeboBaHus K
3alUIIEHHOCTH B
COBPEMECHHBIX U
HEePCIIEKTUBHBIX
cucreMax OecrpoBOIHON
CBSI3U

TpeboBanust M0 6€30MACHOCTH K METOIaM
ayrentuukanuu (RFC 4017). Uneanbhas
npsiMast 3aiuEHHOCT. ClioBapHast aTtaka.
Artaka J[puaunra-Caxo. [Ipumenenue X.509
ceprudukatoB. Ayrenrudukanus ¢ TLS-
TyHHenupoBanueM. Kpunrorpaduyeckast
npuBs3ka. besonacHeie MeTOIBI
ayreHTu(uKanuu Ha ocHoBe EAP-TTLS.
Bbezonacubie MeTO bl ayTEHTU(DUKALIUIH C
napoisieM (SPEKE, DH-EKE, SAE).

OIIK-9.3

Hroro
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6 Kondpurypuposanne |Crnenuduxammss WPA3. 3amura 4 OIIK-13
0ecrpoBOHBIX ciyxeOHbIx kaapos (PMF). Pexxum
JIOKAJbHBIX CETCH, ITOBBIIICHHOM O0e3omacHocTH B WPA3.
OTBEYAIOLIUX [IpoTokoI OBICTPOTO KOHPHUTYPUPOBAHHS
TpeOOBaHUAM DPP. OcobeHHOCTH KOPHIOPaTUBHBIX
0e301acHOCTH WLAN-cereit (WPA-Enterprise). [Iporokon
RADIUS. Hacrpoiika cepBepa
ayTeHTU(UKAINY U JJOMEHA.
Htoro 4
Hroro 3a cemectp 28
Hroro 28
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npeaycmoTpeHo yueOHBIM MIIIaHOM
5.4. JlaGopaTopHble 3aHATHUSA
HaumeHnoBaHue 1abopaTopHbIX paboT MpuBeieHo B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBanue 1a00paTOpHBIX padboT
Hazpanus pa3nenos (Tem) HaumenoBanue naboparopusix | Tpynoemkocts, | Dopmupyembie
JUCIUTUTAHBI pabor q KOMIIETEHITNH
8 cemectp
2 ®usnueckuil U kaHanbHbIN |[loaroroBka pabouero mecra 4 OIIK-15
YPOBHM B CUCTEMAX N3ydeHue cTpyKTyphl KaJIpoB, 4 OIIK-15
OecrpoBOAHOM CBA3N MEXaHU3MOB B3aHMHOT'O
0oOHapy»KeHUs U MOTOKOB
coobOmmenuii B Wi-Fi ceTsax
Hroro 8
3 Tunosble yrpo3bl U HccnenoBanue U SKCIUTyaTaus 6 OIIK-9.3,
MeXaHHU3Mbl 00eCTIeYeHUS] YA3BUMOCTEHN IIPOTOKOJIA OIIK-15
0€e3011acHOCTH B oe3onacHoctu WEP
OECTIPOBOHBIX CETAX ATtaku Thna "oTkas B 4 OIIK-9.3,
00CcITy>KMBaHUHU" C TTIOMOITBIO OIIK-13, OIIK-15
ytunutel MDK4
Hroro 10
4 Meronb! ayrenTudukanuu | ClIoBapHbIC aTaKu HA 4 OIIK-9.3,
U pacrpeiesieHus KJIIoUel B |TIepCoOHaIbHbIE O€CTIPOBOHBIC CETH OIIK-13
OecIpOBOJHBIX CETAX (WPA/WPA2)
[IpakTHyeckue aTaku Ha MPOTOKOJI 4 OIIK-9.3,
aBTOMAaTHU3UPOBAHHOTO OIIK-13
KOH(pUrypupoBanus 6€30macHoOM
cetu WPS
Hroro 8
5 TpeboBaHus K ABTOMaTH3UPOBAHHBIN ayAUT 4 OIIK-9.3,
3aMUIIEHHOCTH B 6e30macHOCTH O0ECIIPOBOIHBIX OIIK-15
COBPEMEHHBIX U JIOKQJIBHBIX CeTei
MIEPCIIEKTHBHBIX CHCTEMAX
Hroro 4

OecTpOBOIHOM CBSI3U
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6 Kondurypuposanue be3zonacHoe koHGUTypupoBaHHEe 6 OIIK-13, OIIK-15
0ecrpOBOTHBIX JIOKAJIBHBIX | KOPIOPATUBHOW OECIIPOBOIHON
ceTel, OTBEYAIOIINX cetu (WPA-Enterprise)
TpeOOBaHUAM OE30MACHOCTH HUtoro 6
Hroro 3a cemectp 36
Hroro 36

5.5. KypcoBoii npoekT / kypcoBasi pabora

He npeaycmoTpeHo yueOHBIM MIJIaHOM

5.6. CamocTosiTesibHass paboTa

Buasl caMmocTosTeNbHOM paboThI, TPYA0EMKOCTh U (POPMUpPYEMble KOMIIETEHIIMU IPECTABIICHBI B

tabmuue 5.6.
Tabnuma 5.6. — Bunabl caMmocTosTenbHON paboThl, TPYI0EMKOCTh U (hOPMHUPYEMble KOMIIETSHIIUN
Bunnr
HasBanus pasnenos . Tpynoemkocts, | dopMupyembie Dopmbl
(TeMm) AMCUMITITUHBI CaMOCTOATEITLHON q KOMIETEHIINH KOHTPOJIS
paboThI
8 cemectp
1 O0wme cBeneHus o IToaroroBka x 2 OIIK-13 TectupoBanue
OECTPOBOHBIX CETAX  |TECTUPOBAHUIO
CBsI31 Hroro 2
2 duznyeckuii u [Toaroroska k 2 OIIK-15 TectupoBanue
KaHaJbHBIA YPOBHU B | TECTUPOBAHUIO
cucTemMax [ToaroroBka k 2 OIIK-15 JlaGoparoprast
OecrpOBOIHOM CBSI3K | 1aGopaTopHOit pabote, pabora
HaIKMCaHUE OTYeTa
Hanucanue otuera no 2 OIIK-15 Otuer o
nabopaTopHoi paboTe nabopaTopHOU
pabote
Hroro 6
3 TumnoBbie yrpo3sl U IToaroroeka k 2 OIIK-9.3, TectupoBanue
MEXaHU3MBbI TECTUPOBAHUIO OIIK-13,
obecrieueHus OIIK-15
0e30macHOCTH B [ToaroroBka k 2 OIIK-9.3, JlaGopaTopHas
OeCrpOBOHBIX CETAX | 1aGopaTopHO# paborTe, OIIK-13, pabota
HaIlMCaHHUE OTYeTa OIIK-15
Hanucanue otuera mo 4 OIIK-9.3, Otuer o
nabopaTopHoii pabote OIIK-13, nabopaTopHO
OIIK-15 pabote
Hroro 8
4 Metoasl [ToaroroBka k 2 OIIK-9.3, TectupoBanue
ayTeHTU(UKAITUU U TECTUPOBAHUIO OIIK-13
pacmpezieneHus Ko4en [Joaroroska K 4 OIIK-9.3, JlaGopaTopHas
B OECIIPOBOIHBIX CETAX | aGopaTopHOii padoTe, OIIK-13 pabota
HAIMCaHKe OTYeTa
Hamucanne otyera mo 6 OIIK-9.3, OtyeT mo
nabopaTtopHoO# pabore OIIK-13 nabopaTopHOU
pabote
Hroro 12
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5 TpeboBaHus K IToaroroBka k 2 OIIK-9.3, TectupoBanue
3alMIIEHHOCTH B TECTUPOBAHUIO OIIK-15
COBPEMCHHBIX U [ToaroroBka k 2 OIIK-9.3, JlaGopaTopHas
IIEPCIICKTHUBHBIX nabopatopHoii padore, OIIK-15 pabora
CUCTEMaXx HanycaHue OT4eTa
OecpOBOIHOM CBA3M | Hanycanue oTueTa Mo 4 OIIK-9.3, Ortuer 1o
nabopaTopHoii pabote OIIK-15 nabopaTopHOIH
pabote
Hroro 8
6 Koudurypupoanue |[loaroroska x 2 OIIK-13, TectupoBanue
OecTIpOBOIHBIX TECTUPOBAHUIO OIIK-15
JIOKAJBHBIX CeTe, [Toaroroska k 2 OIIK-13, Jlaboparopnast
OTBEYAIOIINX nabopaTopHoii paboTe, OIIK-15 pabota
TpeOOBaHUSIM HallMCaHUE OTYeTa
GesomacHoCTH Hanucanue oTueTa 1o 4 OIIK-13, Ortuer 1o
nabopatopHo# pabore OIIK-15 nabopaTopHOU
pabote
Hroro 8
Hroro 3a cemectp 44
[ToaroroBka u cnaya 36 OK3aMeH
AK3aMEHa
Hroro 80

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX PH U3YUYEHUU TUCUMUIIIMHBI,
U BU/I0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYEHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHIIe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX IPU U3YUYEHUHU AUCLUUILINHBI, U BUIOB

3aHATUI
Bunpl yaeOHoi
dopmupyembie JeSITeTbHOCTH DOPMBI KOHTPOIA
KOMITETEHIINH Jlek. JIab. Cawm.
3aH. pao. pao.
OIIK-9.3 + + + Jlaboparopnas pabota, OT4er 1Mo 1adopaTopHOU
paborte, TectupoBanue, JK3aMeH
OIIK-13 + + + JlabopaTtopHnas pabota, OTueT 1o JabopaTopHOU
pabore, TectupoBanue, IK3aMeH
OIIK-15 + + JlaGopatopHas paborta, OT4eT no J1abopaTopHOH
pabote, TectupoBanue, JK3aMeH

6. PeifTuHroBasi cucreMa JJisi OlEHKH yCIIeBAEMOCTH 00y4aronXCs
6.1. basuibHbIe OneHKH 1J1s1 POpM KOHTPOJIA

BameHbIe oneHKH 17151 POpPM KOHTPOJIS MpeICcTaBIeHbI B Tabmmie 6.1.
Tabmuua 6.1 — bayuibHbIe OLIEHKH

. . |MakcumanpHbIN Oat
MaxkcumanbHbII MaxkcumanbHbIA
3a nepuox Mexay | Bceero 3a
@DopMBbI KOHTPOJIS 6amn Ha 1-y1o KT ¢ 0a 3a mepuon
2KT u Ha KoHel CEMECTP
Hayana cemectpa | mexnay KT u 2KT
cemecTpa
8 cemectp
JlaGopaTtopHnas pabota | 8 | 8 8 24
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TectupoBanue 4 4 4 12
OtueT no mabopaTopHOH 6 14 14 34
pabore

DK3aMeH 30
HToro makcumyM 3a 18 26 26 100
epUOL

Hapacratomum ntorom 18 44 70 100

6.2. [lepecuer 0a/1J1I0B B OILIEHKH 32 TeKYIIMA KOHTPOJIb

[Tepecuet 6amIoB B OLIEHKH 32 TEKYILIUI KOHTPOJb MPECTaBICH B Tabnuie 6.2.
Ta6mmma 6.2 — Ilepecder OaIOB B OIEHKH 32 TEKYIIMH KOHTPOJIb

bamibl Ha faTy TEKyIIero KOHTpoIs OneHka

> 90% ot MakcuMaibHOI cymMMbl OamoB Ha faty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 110 69% oT MakcuMabHOU cyMMBbI 6aiioB Ha naty TK

N |W ([

< 60% ot MakcuMaibHOI cymMbl OamioB Ha faty TK

6.3. Ilepecuer cymMMblI 02/1JIOB B TPAAMUMOHHYI0O U MEXKAYHAPOIHYI0 OLCHKY

[lepecuer cymmBbl 0ayuIOB B TPAJIULMOHHYIO M MEXIYHApOAHYIO OLEHKY MPEACTaBIICH B TaOIuUIEe

6.3.
Tabmuma 6.3 — Ilepecuer cymMMbl 6AJUIOB B TPAIUIIMOHHYIO U MEKTYHAPOIHYIO OLICHKY
Hrorosas cymma 6asios,
OrneHnka YUHUTBIBAET YCIEUTHO CIAHHBIN Onenka (ECTS)
HK3aMEeH
5 (oTMYHO) (3a4TEHO) 90 - 100 A (oTaM4HO)
4 (xopor110) (3a4TEHO) 85 -89 B (ouens xopomio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTrBopUTENBHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBeHHo)
2 (HeyOBJIETBOPUTENHHO) (HE 3aYTEHO) Hwuxe 60 6ammoB F (HeynoBieTBOpUTENBHHO)
7. Y4eOHO-MeTOAMYECKOEe U NH(POPMALMOHHOE 0O0ecnevyeHHue TUCIUILINHBI
7.1. OcHoBHAasi IMTEpaTypa
1. Kosmyp, M. M. be3onacHocTbs 6ecnipoBoanbix cereit / M. M. Kosmyp , . B. FOpkus, E. 1O.
I'epmunar, K. A. AxpameeBa — CankTt-IletepOypr: Cankr-IletrepOyprckuii rocyaapCTBEHHBIN
YHUBEPCUTET TeleKoMMyHuKanui um. npod. M.A. bonu-bpyesuua, 2022. — 71c. — ISBN

978-5-89160-227-4. [DnexktpoHHBI pecypc]: — Pexxum gocryma: https://e.lanbook.com/book/279623.

7.2. JlonoTHUTEIbHAS JJUTEpaTypa

1. Kamkapos, A. I1. DnekTpoHHBIE YCTPOHCTBA IS TIIylIeHus 6ecnipoBoHBIX curHanoB (GSM,
Wi-Fi, GPS u nexotopsix paguoreneponon) / A. I1. Kamxkapo. — Mocksa : IMK IIpecc, 2016. — 96 c.
[DnexTponHbIi pecypc]: — Pexum goctyna: https://e.lanbook.com/book/90125.

2. Yannuc, @. [Ipaktuueckuu! | xakunr uaTepHera Bemeu! | / @. Yanmuc, Y. Crauc ; nepeBon ¢
anrnuiickoro JI. H. Akynuu. — Mocksa : JIMK Ilpecc, 2022. — 480 c. [DnekTpoHHBIHI pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/241214.

7.3. YuyeOHO-MeTOANYECKHE MOCOOUS

7.3.1. O6s13aTe/IbHbIE YUeOHO-MEeTOAUYECKUE MOCOOHSI
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1. Illo3musak, WM. C. ba3zoBsie HacTpoiiku Oe3omacHocTu OecnpoBoaHBIX ceTeir 8§02.11
Metoaudeckue ykazanus / U. C. ITozgusak. — Camapa : I[II'VTHU, 2020. — 10 c. [DnekTpoHHBIN pecypc]:
— Pesxxum mocrtymna: https://e.lanbook.com/book/255563.

2. Tlo3gusik, M. C. OGecnieueHne 06€30MacHOCTH B OECITPOBOJIHBIX CETAX : METOAMYECKUE YKa3aHUS
/ Y. C. llo3nnsik, H. B. Kupeesa, O. A. Kapaynosa. — Camapa : [II'YTU, 2019. — 22 c. [DaeKTpOHHBII
pecypc]: — Pexxum moctymna: https://e.lanbook.com/book/223310.

3. Makapog, U. C. [IpoexktupoBanue mMpoBOJHBIX U OECIPOBOIHBIX ceTeid B cpeae NS2 :
Mmetonnueckue ykazanus / M. C. Makapos, M. A. bypanoBa. — Cawmapa : I[II'YTU, 2019. — 16 c.
[DnexTponHsbIit pecypc]: — Pexum gocryna: https://e.lanbook.com/book/223250.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JINIT
C OrpaHUYE€HHBIMH BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUE MAaTEPUAJIbl i1l CAMOCTOSITENILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M HHBAJIUOB MPEAOCTABIAIOTCA B opMaXx,
aIaNITUPOBAHHBIX K OTPAaHHYCHUSM X 3[J0POBBS U BOCHPUATHS HH)OPMALIUY.

Jl1s1 i1 ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 31IEKTPOHHOTO TOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUUCHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMII ¢ HAPYIIEHUsIMHU ONOPHO-IBUTATEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(deccuoHATIbHbIE 0a3bl JAHHBIX
1 HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT pocTym:
https:/lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKIUOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILIU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCs yueOHask ayAUTOPHUS € TOCTaTOYHBIM
KOJIMYECTBOM TTOCAI0YHBIX MECT I Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOHM M CTAaHIAPTHOW y4eOHOM
MeOenbio. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALUH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBIL.

8.2. MaTepuaibHO-TeXHUYECKOE U POrpaMMHOe o0ecneyeHue 1Jisl JJa0OpaTOPHBIX padoT

JlaGopatopus 6e3omacHocTu ceteit DBM / Jlabopatopust kpuntorpadguu B OaHKOBCKOM JIelie:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUECKOTO THUIA, yueOHas ayauTopus Ijs
MIpoBeNIeHus 3aHsATHi TabopaTtopHoro tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 804 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- MarautHo-mMapkepHas J0CKa;

- OOyuaromuii CTeH/ JIOKaJabHble KoMIbIoTepHBIE ceTn Microtik routerboard - 2 mit.;

- VIPNET YMK "be3onacHocTh ceTeii";

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 wr.;

- Anammsatop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 mr.;

- Anamuzatop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mrt.;
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- Cepgep kiacca He HmKe 4xXE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW - 2 mT.;

CreHnbl UTs U3y4deHHsl TPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITIOYAIOIIHUE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexceteBbie dkpanbsl: UKC Lite, CISCO ASA 5505, MD B cocraBe mapmpytuszaropa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku goctymna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHS CPEJCTB KPUNITOrpapUIecKOr 3alUThl HHPOPMAITUU B OAHKOBCKOM JIeTIe,
BKITIOYAFOIIUE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpencTBa Kpunrorpadgudeckoil 3ammTsl HHGOPMAIUU: TTPOrPaMMHO-ANIAPATHRIA KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommuiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PabGouee mecTo mpenogaBaress.

8.3. MaTepua/ibHO-TeXHUYECKOE U MPOrpaMMHOe o0ecneuyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIACCHI),
PacoNIOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEIoIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUEHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepl/laﬂbHO-TeXHH‘leCKoe odecrneuyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U HUHBAJINI0B

OcBoeHME AUCHUIIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOJIb30BAHUEM CPEICTB 00YUEHUS OOIIEro U CreUaaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YalOUIMMHCA C HAPYUIEHHSMH CJYyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX opMax, MOOMIIBHON CUCTEMBI MPEIOaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTeMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUYaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAaJI€HHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKEe WJIM claijia Ha dSKpaHe) NpH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
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WCIIOIB3YIOTCS aJbTEPHATUBHBIC YCTPOWCTBA BBOAA MH(MOPMAIMU U APYrHe TEXHUYECKHE CPEICTBA
npuema/mnepeaadyn yueOHo nHGOpMaIMH B JOCTYHMHBIX GopMax, MOOMIIBHON CUCTEMBI OOyUYCHUS IS

JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIE MaTePUAJIbI M METOAUYECKHE PEKOMEHIAMY 110 OPraHU3aAMH U3yUeHUsl
JTUCIUTINHDI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEro KOHTPOJIS

U MPOMEKYTOYHOM aTTecTAlNU

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 3a AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

Hasparus paszenos (Tem) PopmupyemEIe ®opmsbl koHTpoIst | OueHouynsie Matepuans (OM)
JUCITUTIAHBI KOMIIETEHITHH
1 O6mmue cBeneHus o OIIK-13 TectupoBanue [IpumepHbIiil nepedeHp
0eCIPOBOTHBIX CETSIX CBS3U TECTOBBIX 3aJIaHUH
DK3aMeH [Tepeuenp sK3aMEeHALIMOHHBIX
BOIIPOCOB
2 duznyeckuil U KaHAJIbHBIN OIIK-13, Jlaboparopuas Tembl 1ab0paTOPHBIX padoOT
YPOBHU B CUCTEMAaX OIIK-15 pabota
OeCrpOBOIHOM CBSA3H TectupoBanue [IpumepHsIii IepedeHb
TECTOBLIX 3aJaHUN
OK3aMeH [lepeuenpb sK3aMeHaIIMOHHBIX
BOIIPOCOB
Otuer no Tembl 1ab0paTOPHBIX padoT
nabopaTopHOi
pabote
3 TumoBbie yrpo3sl U OIIK-13, JlaGopaTopHas Tembl 1abopaTopHBIX paboT
MEXaHU3MbI 00ECTICUCHHS OIIK-15, pabora
6e3onacHocTH B 6ecripoBoanabix |OITK-9.3 TectupoBanue [IpumepHbIil nepeueHb
CCTAX TECTOBBIX 3aJaHUN
DK3aMeH [lepeyenp sK3aMeHAIIMOHHBIX
BOTIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
4 Metons! ayrentupukanun u - | OIIK-13, JlaGopatopHas Tembl 1abopaTOpHBIX paboOT
pacIpeiesieHHs KIII0Ue B OIIK-9.3 pabota
0eCrpOBOIHBIX CETAX TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [TepeueHs 3K3aMeHAIMOHHBIX
BOIPOCOB
Oruer 1o Tembl m1abopaTOpHBIX paboT
nabopaTopHOi
pabote
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5 Tpeb6oBanwus k 3amuménHocTH | OITK-15, JlaGopatopHas Temb! m1abopaTopHBIX padoT
B COBPEMEHHBIX U OIIK-9.3 pabora
HEPCIECKTUBHBIX CUCTEMAX TectupoBanue [IpuMepHBIii TIEpedeHb
0ecrpoBOIHOM CBA3H TECTOBBIX 3a/IaHU
OK3aMeH [Tepeuenb IK3aMEHALIMOHHBIX
BOIIPOCOB
Ortuer no Tewmbl 1abopaTopHBIX PabOT
nabopaTopHOi
pabote
6 Kondurypupopanue OIIK-13, JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
OECTIPOBOIHBIX JTOKATBHBIX OIIK-15 pabora
CeTeH, OTBEYAIOIINX TectupoBanue IIpuMepHBIil IepeyeHb
TpeOOBaHUAM OE30MTACHOCTH TECTOBBIX 3a1aHMI
DK3aMeH [TepedeHs sK3aMEHATMOHHBIX
BOTIPOCOB
Otuer o Tembl 1abopaTopHBIX pabOT
nabopaTopHOH
pabote

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOyYEHUS IO
JTUCIUILIMHE TpUBeAeHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOyYEHHUS 1O

JTHUCITUTUTNHE
®dopmynupoBka TpebOBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PEe3yJIbTaTOB O0YUYCHUS
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHUE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyAOBIETBOPUTENBHO) | MAKCUMAIBHOMU | UITH (pparMeHTapHBIC YMEHHUH UITn HABBIKOB HJIN
CYMMBbI 0aJIoB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o0rrue, HO He B LI€JIOM YCIIEIITHO, B LIEJIOM
(YZIOBIIETBOPUTENBHO) 69% ot CTPYKTYpUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCUMaJbHON 3HAHUS CHUCTEMAaTHUYECKH | CUCTEMATHYECKOe
CYMMBI 0aJIoB OCYILECTBIISIEMOE pUMEHEHNE
yMEHUe HaBBIKOB
4 (xopotio) ot 70% 1o c(OpMUPOBAHHBIE, B LIEJIOM B LIEJIOM
89% ot HO CoAepKalune YCIICIIHOE, HO YCIIEIIHOE, HO
MaKCUMAaJIbHOU OTIEIbHBIC coJieprKaliye coJieprKaliue
CYMMBI 0AJUTOB | TIpOOJIEMBI 3HAHUS OTJENIbHBIC OTJEIIbHBIC
mpoOesbl yMEHUE poOebI
pUMEHEHNE
HaBBIKOB
5 (0TIM4HO) >90% ot chopMUpOBaHHbIE | CHOPMUPOBAHHOE YCHEIIHOE U
MaKCUMaJIbHOW | CcHCTEMaTHYeCKHe yMEHHE CHUCTEeMaTHYECKOe
CYMMBbI 0aJIOB 3HAHUA MPUMEHEHHE
HABBIKOB

[Ikana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTH KOMIIETEHLIMI IIpuBeieHa B Tabmuie 9.3.
Tabaua 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHINI

| Onenka | ®opMmyaupoBKa TpeOOBaHUI K CTENIEHU KOMIIETECHIIUH

CornacoBaHa Ha noptane Ne 72746 15



2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kaxkoii u3 nepedyrcieHHbIX MPOTOKOJIOB UCIOIB3YEeTCs A MU(POBAHUS TaHHBIX:
a. CCMP.
b. ICMP.
c. MIC.
d. CDMA/CA.
2. Kakas u3 mepeduciieHHbIX cnenudukanueid mpuMeHseTcsl, IPeuMylIIeCTBEHHO, B CETAX
MEPCOHAIBHOIO YPOBHSI:
a. 802.15 (Wi-Fi).
b. 802.11 (BlueTooth).
c. 802.16 (WiMAX).
d. 802.15 (BlueTooth).
3. Kakoif u3 mepeuuciaeHHbIX METOJ0B ayTeHTHU(HUKALHUU C MapoyieM MOJBEpKeH odiaiiH
CJIOBApHOM aTake:
a. WPA-PSK (Wi-Fi).
b. I[Ipoctoe conpsixenue (BlueTooth).
c. WPA-SAE (Wi-Fi).
d. PKI-ayrentudpukanus (WiMAX).
4. Kaxoil U3 NepednCICHHbIX IPUHINIIOB HE OTHOCHUTCS K "9THYECKOMY XaKUHTY'" ...
a. BzaumopeiicTBre ¢ cCTEMOM TOKHO OBITh aBTOPU3UPOBAHHBIM €€ BIIAJIENbIIEM.
b. Bce 3amHTEepecoBaHHbBIE CTOPOHBI (MIOJIB30BATENH, PETYISATOPHI, Bilajaelel, pa3padoTuuK 1
Tp.) AOJKHBI OBITH YBEAOMJIEHBI O (DaKkTe MpoBepKe U 00 e€ UTorax.
c. Bce BbIsiBIIEHHBIE YSA3BUMOCTH U MOCIIEACTBUS UX 3KCIUTyaTallMH JOJDKHBI ObITh 1OBEEHBI J10
3aKa3uuKa.
d. OTtHocsTCH BCe.
5. Kako#t u3 nepeducieHHbIX TPUEMOB SBISETCS TOCTATOYHBIM JUIsl 00ECIeUeHHUsl IeTOCTHOCTH
MAKETOB JIaHHBIX NEPeIaBaeMbIX B AQuUp:
a. KonTponpHas cymma.
b. UmurtoBcTaBka.
c. lludposanue.
d. XemmupoBanue.
6. CKOJIBKO ypOBHEH COAEPKUT MOJIEIb B3aUMOJEHCTBHUS OTKPHIThIX cucteM (OSI) ?

CornacoBaHa Ha noptane Ne 72746 16



oo
W

d. 4.
7. Kakol ypoBeHb MOJI€JIA B3aUMOJICHCTBHS OTKPBITBIX CUCTEM 3aHMMAaET noaypoBeHb MAC:
a. CEeTEeBOM.
b. ¢pusznueckwuii.
C. KaHAJIbHBIN.
d. KaHATBHBINA U PU3NIECKUA.
8. Uto u3 nmepeunciaeHHoro Moxet 06Th MAC-aapecoM:
a.22:16:98:15.
b. 00:1B:12:86:E4:22.
c. 00:B0:A1:8C:32:65:BB.
d. 01:23:44:55:E4:6T.
9. Kakyrw ¢ynknuto B Wi-Fi ceTsix eimmonaset mexanuzm CSMA/CA:
a. 3ammTy KOHPUASHINATbHOCTH TaHHBIX.
b. AxanTuBHBIN BRIOOP KaHATa KOMMYHHUKAIIHH.
c. ['enepanuio yHUKaJIbHBIX KITHOUYECH.
d. IIpenoTBpalieHre KOJITU3HA.
10. ITpotokon RADIUS ucnonb3yercs 1. ..
a. Onpenenenus rpaHuI] 0XxBaTa OECIIPOBOIHOM CETH.
b. B3aumoneiicTBus ayTeHTH(PHUKATOPA C CEPBEPOM ayTCHTU(PUKAIINH.
c. ABTOMaTH4eCKyI0 HACTPOUKY SHEPreTUUECKUX MapaMeTpoB NPUEMONEPEIATUUKOB.
d. BzaumopeiicTBus ayTeHTUDHUITMPYEMOTO C ayTCHTH(PUKATOPOM.
11. Kako# u3 npyuHIMIIOB HE 3aKIabIBaJICA Mpu npoektTupoBanuu WEP:
a. O0sA3aTeNnbHOCTD MPUMEHEHUS JUISI 3aIUThl KOH(OUIECHIIMAIBHOCTH JaHHBIX.
b. [ToydyeHue S3KCOPTHOTO pa3pelIeHus OT aMEPUKAHCKOTO PEryJsTopa.
c. "Jlocratounas" 3alMIIEHHOCTD, aICKBaTHAS JIJIs1 IPUMEHEHHUS B JIMYHBIX CETSIX.
d. Hu onuH 13 Ha3BaHHBIX.
12. Kakas npaktuueckas araka Ha WEP He HanpaBiieHa Ha TOJTy4YEeHHUH Kito4a?
a. Araka FMS/KoreK.
b. Ataka o gactsam (Chop-Chop).
c. Ataka PTW.
d. Ataka KRACK.
13. Kakoe u3 mepednciaeHHbIX 0€CIIPOBOIHBIX PEIICHUN HE MPEeIHAa3HAYCHO ISl IPUMEHECHUS B
npunoxxeHusax "MHrepHera Benien':
a. Wi-Fi HaLow (802.11ah)
b. BlueTooth LE (802.15.4).
c. LoRaWAN.
d. Mobile WiMAX (802.16m).
14. Kakas u3 XapakTepHUCTHK He TIpuMeHuMa K ayteHTudukaiuu B WEP ¢ o0mum cekperom:
a. OTHOHANPABJIEHHOCTb.
b. Pacnipenenenue mapHOro ceCCHOHHOTO KITIOYa.
c. Ucnonp3oBanue cexkpera ¢ a3aTponueit 40 6ut wim 104 6uTa.
d. Beicokuii prcK KOMITPOMETAIMH KIFOYEBOTO MOTOKA.
15. Kako#t u3 kiatoueit HaxoauTcs Boie B uepapxun Wi-Fi ceTeld (He MOKET OBITh TPHBHUAITBHO
MOJTYYEH U3 JPYTHUX):
a. Ceccuonnsrit mactep-kimod (MSK).
b. [Tapusiii Mmactep-kiatou (PMK).
c. [Tapnsrii ceancoBerit kimtou (PTK).
d. Knrou mudposanus knroueit (KEK).
16. Kakoil u3 nepedyrcieHHbIX UHCTPYMEHTOB MpEeIHa3HAYEH JJIsl TECTUPOBAHUS HA YSI3BUMOCTH
JIOKQJIbHBIX OECPOBOJIHBIX CETeH
a. aircrack-ng.
b. WiFisher.
c. Crunch.
d. WireShark.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

UTto 03HauaeT ysI3BUMOCTh MPOTOKOJIA ayTeHTU(HUKAIINH C maposieM K atake [{ennnnra-Cakko?
a. [Taponb MokeT ObITh MOTYUYeH MyTEM O(IaiiH aTaku co CIIOBapEM.

b. KomnpomeTanus naposisi CKOMIPOMETHPYET JaHHbIE, IEPEeXBaU€HHbIE B X0JI€ MPEbIIYIIHNX
CEaHCOB.

c. Komnpomeranusi creHepupOBaHHOIO CEaHCOBOTO KJII0Ya MOXET MPUBECTU K KOMIIPOMETAIUU
naposist Uiy OyAyIIMX CEaHCOBBIX KITIOUEH.

d. Ataka HEe UMeeT OTHOIIEHHUS K MPoLeType ayTeHTU(DUKALINH.

KakoBbl ocHOBHBIE (yHKIIMH posn "ayTeHTHUKaTop (Authenticator)" cormacHo ctanmapTy
IEEE 802.1X:

a. YropaBnseT pU3NYECKUM JOCTYIOM K CETH, OCHOBBIBAsICh Ha CTaTyce ayTeHTHU(UKALNU
KITUEHTA.

b. 3anmpamuBaeT 10CTYN K OSCIIPOBOIHOMN JOKAJbHON CETH M OTBEYAET HAa 3alpOChl TOUYKHU
J0CTyTA.

c. Brimonnser pakTtuyeckyro ayTeHTU(PUKALNIO KIUEHTA: IPOBEPSET NOAIUHHOCTh KIIMEHTA U
MH(GOPMHUPYET TOUKY JIOCTYIIA O MPEIOCTABICHUHU WIN 0TKa3€e KJIMEHTY B JOCTYIIE K CETH.

d. Maumuupyer mpoiiecc ayTeHTU(DHUKAITUN.

Kaxkas n3 mepeunciaeHHbIX OECIIPOBOIHBIX TEXHOJIOTHIA HE OTHOCHUTCS K Kitaccy WPAN?

a. ZigBee.

b. Bluetooth.

c. UWB.

d. UMTS.

"AOcoroTHAs TIpsiMast 3alMIIEHHOCTR MPOTOKOJIA ayTEHTU(UKAITUY C TIapOJIeM O3HAYACT:

a. HeBO3MOXXHOCTH ClI0BapHO# o(iaiiH aTaku.

b. To, yTo 6€30MaCHOCTh ayTEHTU(PUKAIIUHA TAPAHTHPYETCS TOJHKO B OJJTHOM HAaINpaBIICHUU (B
OTHOIIICHUHU KJIUCHTA).

c. To, 9yTo KOMIIpOMeTaLMsI Maposis B OyAylleM HEe CKOMIIPOMETHUPYET JaHHBIE, IepEeXBaueHHbIE
B XOJI€ MPEAbIAYIINX CEAHCOB.

d. Mcnonp30BaHue TYHHETUPOBAHUS JJIS 3AIUTHI OT aTaKW TUIA "YeJIOBEK Mmocepeaune".

B kakom mpoTokoJie ayTeHTU(UKAIIMA HE UCIIONb3yeTcsa KpunTorpadudeckas cxema uddu-
Xennmasa:

a. SAE (Wi-Fi WPA-Personal).

b. EAP-TLS (Wi-Fi WPA-Enterprise).

c. [Ipocroe conpspkenue (BlueTooth).

d. Bo Bcex mepeyucieHHBbIX.

Kakue nmpenmyiiecTBa mpoToKoja SKCIOHEHIIMaILHOTo oOMeHa kitodamu ¢ mapojieMm (SPEKE)
MMEIOT MECTO MO CPABHEHUIO C MPOTOKOJIOM ayTEHTU(UKALNUU C KOCBEHHBIM COTJIACOBAHHEM
(CHAP):

a. YCTOMYMBOCTD K CIIOBapHBIM O(JIaliH aTakam.

b. AGcomoTHas psMast 3aUIIEHHOCTD.

c. [Tonxomut 715 reHepaluy CEaHCOBBIX KITHOYEH.

d. Bce nepeuncnennsie.

Kpunrorpadus HeoOxoauma Jij1st peain3aiiy CIeIyonuX CEpBUCOB 0€30MacHOCTH:

a. Kontponp koHGUACHINATLHOCTH.

b. KoHTpOos1h BTOpIKEHUH.

¢. Kontponps goctynHocTu.

d. KoHTposb HEMPOTUBOPEUNBOCTH.

OtBer

Kaxkoe u3 yrBepxnenunii 00 arake Pixie Dust HecnipaBeiuBo:

a. Hammpasnena npotuB Wi-Fi ceteit ¢ monnepxkoit WPS.

b. OkcmryaTupyeT ys3BUMOCTh C T€HepaIuell CEKpEeTHOM COJIH.

c. TpebyeT MHOTOKpaTHBIX MONBITOK BBIOJHEHHS MPOTOKOJIa KOHPUTYpaluuu (B3aUMOACHCTBHS
C TOYKOM JTOCTYTIA).

d. TTo3BossieT MOMYyYnTh KOJMOBYIO (hpa3y (MPUMEHHUTEIBHO K MIEPCOHATBHBIM CETSIM).

Kaxkoii u3 mpoTtokosnoB npumén Ha cmeny WPS:

a. TKIP (Temporal Key Integrity Protocol).

b. GCMP (Galois Counter Mode Protocol).

c. DPP (Device Provisioning Protocol).
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26.

27.

28.

29.

30.

—_——

13.
14.
15.

16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

CeYXNANRE DD =

d. CDMA (Code Division Multiple Access).

Kaxkue n3 nepeuncinenasix MAC kapoB HE OTHOCSTCS K KJIacCy CIIy»KeO0HBIX (management):
a. Masruku (beacons).

b. [TonrBepxaenus nomydeHus (acknowledgements).

¢. 3oHaupYyoIIHe 3anmpockl (probe requests).

d. 3ampocsl AeayTeHTU(PUKAIINH.

Kaxkas n3 xapakrepucTuk He mpuMeHnMa K ayteHTudukanun B WPA-PSK:

a. OTHOHANPABJIEHHOCTb.

b. Beicokui#i prCK KOMIPOMETAITUHU KITFOUEBOTO IMOTOKA.

c. Ucnonp3oBanue cexkpera ¢ a3aTponueit 40 6ut wim 104 6uTa.

d. Hu oniHa U3 nepeyncieHHBbIX.

Kaxoit pexxum nnpumenenust 61ounoro mudpa AES-128 ne npumensiercs 8 CCMP:
a. Cuertenue 6;okoB mudpotekcra (CBC).

b. Dnexrponnas kogosas kaura (ECB).

¢. Cuéruuk (CTR).

d. IIpumensitoTcs Bce.

[TpeumymectBo GCMP nepen CCMP coctour B...

a. B yctpaneHuu ysi3BUMOCTH MOBTOPHOTO UCIIOJIb30BAHMS 3HAUEHUS B CUETUMKE KaPOB.
b. Jlydmeit kpunrocToiikocTu mudpa.

c. MenbImeit BEIYUCTUTEIBLHON CII0KHOCTH U OOJIBbIIIEM TapajlieTu3Me.

d. MeunsbI1teii [uInHE UMHUTOBCTABKH.

Kaxkas u3 arak tuna "oTka3 B 006cimyxuBanun" He peannzoBana B MDK4:

a. Ataka neayTeHTHGUKAIIIH/ JeaCcCONIIHAITIH.

b. Ataka ayTeHTHU(UKAIUH.

c. ATaka aBTOpHU3aLIHUH.

d. Bce peanuzoBaHbI.

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

Crnioco6s1 Moaysitinu B 6ecipoBoiHbIx ceTsx (GFSK, BPSK, QPSK, QAM).

becnpoBoausie cetu WPAN (ocobenHocTH, (pyHKINH, MEXaHU3MBbI O€30ITaCHOCTH).
becnpoBoausie cetu WMAN (0coOeHHOCTH, (DYyHKIIUU, MEXaHU3MbI 0€30ITaCHOCTH).
O6opynoBanne WLAN cereii (anantepbl, TOYKH TOCTYIIbI, TOBTOPUTEIN, MOCTHI).

Crex nporokonoB WLAN (¢yHKIuu noxypoBHeit).

VYnpasnenue nocrynom k cpeae B WLAN (¢ynkimu koopaunammu, CSMA/CA, RTS/CTS).
Tunsr MAC-xaapos B WLAN ((yHKIMH, 0cOOEHHOCTH 3aroJI0OBKOB).

B3aumuoe oOnapysxenue ycrpoiicts B WLAN. @ynkium u cogepkanue snementa RSN IE.
Aytentudukanus (mpeayTeHTU(HUKALUSA) U aCCOLIHALIUS.

[ToaTumns! cayxeOHBIX KagpoB (management frames) u UX GyHKINU.

Cepsucel B WLAN. BSS u ESS. Ynpasnenue cepsucom (QoS). Mexanu3m ObICTpPOro mepexoaa
(Fast transition).

Hokymentsl cnieruduxanuu IEEE 802.11 (Tepmunonorus, conepxaHue, MIMEHOBAHHUE).

Wi-Fi Alliance. Pernamentupytoue nokymentsl Wi-Fi Alliance (poib, conepxanue).
Apxutextypa 6e3omnacHocti B WLAN (¢dynkium 6e3omacHoct B RSN-ceTsx).

[Tonarue xpunrorpaduyeckoro Habopa (cypher suite). 3ammura OJHOHANPABICHHOTO H
IIMPOKOBEIIATENbHOTO Tpaduka. Buabl kpuntorpapuueckux Habopos.

[Monsitust WPA/WPA2, WPA3, WPA-Enterprise, WPA-Personal. Mapkuposka Wi-Fi Certified.
[TpoTokoun 6e3onacaoctT WEP (koH(UACHINAIBHOCTD U LIEITOCTHOCTB).

Aytentuduxanus B WEP (oTkpbiTas u ¢ kimouom). CoobpaxkeHus: 6€30MacHOCTH.

Vassumoctu WEP. IIpaktuyeckue araku Ha WEP.

O0600mménHas mpoleaypa yCTaHOBICHUS 3alUIIEHHOTO MOAKIIOUYeHUs B ceTsix RSN.

Uepapxus xmoueit B RSN cersix (MSK, PSK, PMK, GTK, KCK u np.).

YeTsIpEXiTaHOE PYKOIOKATHE.

[Tpotokon TKIP (pyHKIIMHN, apXUTEKTypa, U3BECTHBIC YSI3BUMOCTH).

[Tpotokosn CCMP (pyHKIMHU, apXUTEKTYpa, U3BECTHBIE YSI3BUMOCTH).

CrnoBapnas ataka Ha WPA-Personal (MexaHu3M, coodpaxeHusi 0€30MacHOCTH).

CooOpaxenus 0e30MacCHOCTH MpPH ayTEeHTU(UKAIUU C OOIIMM KIOUYOM (IPUMEHUTENBHO K
WPA/WPA2, npumenurensio k WPA3).
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27. Cnenuduxarnus Wi-Fi Protected Setup (HazHauenne, 0coOOEHHOCTH, O€30TTaCHOCTH ).

28. IIpaktuueckue ataku Ha WPS.

29. Tpebosanus k EAP-meronam (RFC 4017).

30. EAP-metonsl ¢ maposiem (MD5, MSCHAPv2, EHASH).

31. Metoxg EAP-TLS.

32. EAP-metonsl ¢ tynnenupoBannem (TTLS, PEAP, FAST).

33. Araku THNA «OTKa3 B o0cmyxuBanum» B WLAN.

34. Cnenuduxarnus WPA3 (0OCHOBHbIE HOBOBBEICHH).

35. IIpotoxon GCMP (dbyHKIMH, apXUTEKTypa, U3BECTHBIC YA3BUMOCTH).

36. 3ammuTa ciyxeOHbIx Kaapos (PMF). MexaHnu3m 3aniuThl 3a1IpOCOB MTOBTOPHON aCCOIHAIUH.
37. IlonaTue 1 Ha3HAYCHHE SKBUBAJICHTHOTO ypoBHs 6e3omacHoct B WPA3 (128 Ourt, 192 6ura).
38. CoBmecTHas BeipaboTka kirova (¢ maposiem). [Iporokon SPEKE.

39. Pykomnoxarue SAE.

40. Crnenuduxanus Wi-Fi Easy Connect (Ha3HaueHue, 0COOEHHOCTH, 0€3011acCHOCTB ).

41. Ilporokon DPP. Pomu u ¢a3el. Byrctpanmunr.

42. Ayrentudukanus B DPP.

43. Kali Linux. MacTpyMenTs TecTupoBanus 6e3omacHoctu (aircrack, MDK4, WiFite, ap.).

44. BecnpoBOIHbIE TEXHOJIOTHUHU B NMPUIOKEHUAX VHTepHETa Belel (MPOTOKOJIbI, MPUMEHEHHE).
45. Tlporoxon LoRaWAN (HazHaueHune, 0COOCHHOCTH, O€30TIaCHOCTD).

46. TunoBas apxuTtektypa cuctembl IHTepHeTa Bemeid. CoobpakeHns 6€30MacHOCTH.

9.1.3. Tembl 1a00paTOPHBIX padoOT

. Honroroska pabouero mecta

W3ydenue CTpyKTypbl KaJpoB, MEXaHHU3MOB B3aUMHOI'0 00OHApY>KEHHUsI U TIOTOKOB COOOIIEHUH B
Wi-Fi ceTsx

HccnenoBanue u 3KCIUTyaTalus ysi3BUMOCTeH poTokona 6e3onacHoctd WEP

ATtaku Tumna "oTka3 B 00caykuBaHUU" ¢ TOMOLIbIO yTHIUTEI MDK4

CrnoBapHbIe aTaku Ha iepcoHabHbBIe OecripoBoanbie cetn (WPA/WPA?2)

[TpakTyeckne aTakyu Ha MPOTOKOJ aBTOMAaTU3UPOBAHHOIO KOHPUTYpHpOBaHUs 0e30MacHOM
cetu WPS

ABTOMAaTU3MPOBAHHBIN ayIUT 0€30MacHOCTH OECIIPOBOIHBIX JOKAJIBHBIX CETEH

beszomnacHoe koHdurypupoBanue koprnopatuBHoi 6ecripoBogHoi cetu (WPA-Enterprise)

N —

A

Sl

9.2. MeTonnueckne peKOMeHIalUH

YueOHBI MaTepuan u3iaraercs B GopMme, Mperoiaraliie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

Hauatpe uzydeHue AuCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: IUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHaia He0OX0IUMO PEryJIpHO
oOpamaTbcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu camMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAaHUS U OCBOEHHS MaTepuaja, BbIIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YYEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh MHAUWBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKAIUH.
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[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3A0POBbS U HHBAJIHU/10B

Jiis nun ¢ OrpaHUYEHHBIMU BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIEHOYHBIE MaTepHaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHalibl OLEHUBAHUA IJs JHUIl C OTPAaHHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusiMH ciyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJIaM 1Jd JUI[ ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHasi popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 3aJaHHUS C UCTIOJIb30BAHUEM CYPIOTIEPEBO/IA.
.HI/IIIaM C OrpaHUYCHHBIMHU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHL. sl Takux OOydaromuxcs mperycMaTpuBacTCs
JocTymHas popMa MpeJoCTaBICHUS OTBETOB HA 33aJJaHMUs, & IMECHHO:

— MUCBMEHHO Ha OyMmare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— Ha0Op OTBETOB C MCIIOJIb30BAHMEM YCIIYT aCCHUCTEHTA;

— MPEJICTABJIICHHE OTBETOB YCTHO.

[Mpouenypa oueHUBaHHs PE3yJIbTATOB OOYYEHHUS JIMI C OTPAHMYCHHBIMH BO3MOXKHOCTSIMHU
3I0POBBSI ¥ MHBAIM/IOB [0 TUCIMILIMHE MPEIyCMaTPUBAET MpenocTaBieHue nHdpopmanuu B Gopmax,
aIaNITUPOBAHHBIX K OTPAaHMYCHUSAM HX 30POBbS H BOCHIPUATHS HH(DOpMALINH:

JL1st SN ¢ HAPYIIeHUsIMU 3PeHus:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.

JI1s1 JIMIL ¢ HAPYHIEHUSIMU CJIyXa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.

JI1s1 JIMIL ¢ HApYIIEHUSIMU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,
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— B IIeYaTHOU (opme.
[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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